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U.K. Allows Huawei to Build Parts of 5G Network, Defying Trump

U.S. Officials Say Huawei Can Covertly Access Telecom Networks

Europe moves to secure 56 networks but won't ban Huawei '

China’s Huawei Charged With Racketeering, Stealing Trade Secrets

U.S. Weighs New Move to Limit China’s Access to Chip Technology

Huawei Is Winning the

US House speaker Pelosi warns allies against using Huawei i Avgumentia Europe, as the U.S.

Fumbles to Del'e[op Alternatives
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HW-level Supply Chain Attacks

HW Backdoors
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Hol 35X 324 (Firmware Supply Chain Attack)

SIERI0 S22 &2 (Hardware Supply Chain Attack)

Applications

* More difficult..

- Technical depth (S/W + H/W)
- Detection
- Countermeasure

Operating System

Attack _
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HW Backdoors

HW Backdoors/Trojans 1. Bypass Authentication
> on-chip backdoor - ID/PW bypass
- spychip -
> in-memory backdoor
S WAVEILE 2. Information Gathering

- Exploit Code + Socket Function

3. Remote System Control
- Hidden Command / RCE
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Optical Microscope

JTAGulator
Trace32 PowerDebug(UTAG I/F)
Arduino (UART, SPI, )
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(Step 0) IC Chip Reversing

€ Hardware/Firmware Analysis
— If) 873t Binary? Flash Memory”t OFHl MCUS| ROM Qt0f| =Y

¢ 1C Rework & Al H|Z (Microscope W SEM G4 £49F 715)
— & =K 2| > Metal Layer X Poly Silicon Layer 22|

& IC Chip AIHO| CHEH SEM FAF THEH 54
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¢ %|Z =&5E Binary 25
— IDA pro : Instruction 7|2t Function Prologue & Epilogue &9l
— Hex Viewer : Xt =0l




(Step 1) Basic Analysis
¢

Hardware Analysis

Device & Board Scanning (using X-ray, HV70-CCD, ...)
Device Information Gathering (from FCC-ID, Googling)
UART/JTAG Pin Map Finding (by JTAGulator, Logic Analyzer(Saleae), ...)

CPU (Core) Types (ARM, MIPS, PowerPC, SuperH(SH), ColdFire, 8051/PIC, ...)
t  Security Enhanced CPU/MPU (X|2)

Flash Memory Types (EEPROM, NOR(BootSectorFlash, Secure NOR Flash),
NAND, eMMC(e-NAND), ...)

FPGA, CPLD (Secure CPLD), ...

Software Analysis

Device Specification
Firmware Information




(Step 2) Binary Acquisition

€ Rework Devices

— Rework System (0f|: BK-i310, ...)
— HAKKO Soldering Iron & Heat Gun

€ Reball System

— Electron microscope, Hot-Plate, Oven, Experimental Desk

¢ Flash Memory& Test-JIG

€ Read & Write Flash Memory

— FlashPAK Il
t Read & Write Flash Memory
t High Price
t Various Interface Sockets

— Etc.
t MiniPro : Low Price
t Bit-banging (SPI or 12C Serial Interface) : Low Price




(Step 3) Binary Analysis (Static & Dynamic)
.
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KALI Linux
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Binwalk
— Hpoj42] == HYo 7|X £M0 82

Hex Viewer
— Hex Workshop, Hex Editor, 010 Editor, ...

IDA-pro & Hex-ray Decompiler
— IDA pro : 42| 2 E Core0f| CH} Instruction 8l A
— Hex-ray Decompiler : X86/64(32bit/64bit), ARM(32bit/64bit), PPC X| &l

SW-based Debugging

- QEMU 7|t Jtde} 2t g S5
t QEMU-ARM/MIPS/PowerPC/SuperH &
t gdb(Host)2t gdbserver(Target) 85 5% C|HZL )
— SM(Set Memory) / DM(Dump Memory) for RTOS Debugging

HW-based Debugging (by JTAG Emulator)
— Trace32-PD §2 0|83l §H 22| C|HZE 75




(Step 4) PoC (Proof-of-Concept)

€ Firmware/Binary Modification

— CRC 23|

— Signature $3
t HW Hacking®| 2|2t Memory Flashing 21 g 2

— File System +%
t rcS =4 (init.d), nc(reverse shell 243}, gdbserver & 2!, busybox
t Firmware & Binary Unpack/Patch/Repack

€ Exploit PoC Code Generation

— QEMU 7|8 7}d3e} 2E 15
t QEMU-ARM/MIPS/PowerPC/SuperH <
t Exploit PoC ZE X &
— C(+Inline-Assembly Code) & Python ZE ‘4’d 5! &4

b

¢ (HW+SW) Binary Patch & Flashing & Rework

— Binary Patch, Flashing (FlashPAK, MiniPro)
— Rework (BK-i310), Reballing
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Applications  Places Sat Nov 2, 5:08 AM ) B ®gem

qemu@debian-gemu: ~

h Terminal Tabs Help

Current workspace: “Workspace 1"

[ qemu@debian-gemu: ~ =
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Case Study




nalysis (1)

Supermicro MicroBlade
Model : MBI — 6xxx

MBE-628E-420 and MBE-628E-820 rack mount blade enclosures

Enclosure
ur Dimensions: (HXWxD) 10.43 x 17.67 x 36.1 in. (265 x 449 x 917 mm)

Up to 28 hot-plug blade modules

Blade Module Support Supports Intel® based blades, optimize design for Intel E3 and ES based
processor blades

Supports up to two hot-plug MBM-GEM-001 (IntelFM5224) with 56x 1Gbps
GbE Switch/Pass Through |downlinks; 2x 40Gbps QSFP or 8x 10Gbps SFP+ uplinks and 1Gbps RJ45
Module Also supports MBM-XEM-001 pass-through module and MBM-GEM-003i
S switch modules

Supports up to two hot-plug Chassis Management Modules (CMM)
Management Module providing remote KVM and IPMI 2.0 functionalities

Management module not included in the enclosure

Either four (MBE-628E-420) or eight (MBE-628E-820) hot-swap
Power Supplies High-efficiency 2000W, N+1 or N+N redundant power supplies depending
upon enclosure model selected

e SRR e Remote KVM and IPMI 2.0 functionalities




Analysis (2)

The Big Hack

How the Hack Worked, According to U.S. Officials
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Analysis (3)
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Thank You !

Any Questions ?

Email :




