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https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
http://www.businesskorea.co.kr/news/articleView.html?idxno=25730 4



https://www.rsaconference.com/usa/agenda/how-to-reduce-supply-chain-risk-lessons-from-efforts-to-block-huawei
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HW Backdoors



1. Bypass Authentication
- ID/PW bypass
- …

2. Information Gathering
- Exploit Code + Socket Function 
- …

3. Remote System Control
- Hidden Command / RCE
- …

7

HW Backdoors/Trojans
> on-chip backdoor

- spychip
> in-memory backdoor 

- spyware
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u Hardware/Firmware Analysis

– If) 중요한 Binary가 Flash Memory가 아닌 MCU의 ROM 안에 존재

u IC Rework è 시편 제작 (Microscope 및 SEM 영상 촬영 가능)

– 칩 화학처리 è Metal Layer 및 Poly Silicon Layer 분리

u IC Chip 시편에 대한 SEM 영상 패턴 분석

– 0, 1 패턴 추출 è 패턴 결합 è Binary화

u 최종 추출된 Binary 검증

– IDA pro : Instruction 기반 Function Prologue & Epilogue 확인
– Hex Viewer : 문자열 확인



u Hardware Analysis
– Device & Board Scanning (using X-ray, HV70-CCD, …)

– Device Information Gathering (from FCC-ID, Googling)

– UART/JTAG Pin Map Finding (by JTAGulator, Logic Analyzer(Saleae), …)

– CPU (Core) Types (ARM, MIPS, PowerPC, SuperH(SH), ColdFire, 8051/PIC, …)
† Security Enhanced CPU/MPU (최근)

– Flash Memory Types (EEPROM, NOR(BootSectorFlash, Secure NOR Flash), 
NAND, eMMC(e-NAND), …)

– FPGA, CPLD (Secure CPLD), …

u Software Analysis
– Device Specification
– Firmware Information



u Rework Devices
– Rework System (예: BK-i310, …)
– HAKKO Soldering Iron & Heat Gun

u Reball System
– Electron microscope, Hot-Plate, Oven, Experimental Desk

u Flash Memory용 Test-JIG

u Read & Write Flash Memory 
– FlashPAK III

† Read & Write Flash Memory
† High Price
† Various Interface Sockets

– Etc.
† MiniPro : Low Price
† Bit-banging (SPI or I2C Serial Interface) : Low Price



u KALI Linux 
– 다양한 공격 도구 탑재

u Binwalk
– 바이너리 또는 펌웨어 기초 분석에 유용

u Hex Viewer 
– Hex Workshop, Hex Editor, 010 Editor, …

u IDA-pro & Hex-ray Decompiler
– IDA pro : 거의 모든 Core에 대한 Instruction 해석
– Hex-ray Decompiler : X86/64(32bit/64bit), ARM(32bit/64bit), PPC 지원

u SW-based Debugging
– QEMU 기반 가상화 환경 구축

† QEMU-ARM/MIPS/PowerPC/SuperH 등
† gdb(Host)와 gdbserver(Target) 연동 동적 디버깅

– SM(Set Memory) / DM(Dump Memory) for RTOS Debugging

u HW-based Debugging (by JTAG Emulator)
– Trace32-PD 등을 이용하여 동적 메모리 디버깅 가능



u Firmware/Binary Modification
– CRC 우회
– Signature 우회

† HW Hacking에 의한 Memory Flashing 작업 필요
– File System 수정

† rcS 수정 (init.d), nc(reverse shell 활성화), gdbserver 삽입, busybox 활용 등)
† Firmware & Binary Unpack/Patch/Repack

u Exploit PoC Code Generation
– QEMU 기반 가상화 환경 구축

† QEMU-ARM/MIPS/PowerPC/SuperH 등
† Exploit PoC 코드 제작

– C(+Inline-Assembly Code) & Python 코드 생성 및 동작검증

u (HW+SW) Binary Patch & Flashing & Rework
– Binary Patch, Flashing (FlashPAK, MiniPro)
– Rework (BK-i310), Reballing
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Remote KVM and IPMI 2.0 functionalities
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Thank You !

Any Questions ?

Email : corea@etri.re.kr
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