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Factor Universality Uniqueness Collectability Performance Acceptability Spoofing
Password n/a L H H H H
Token n/a M H H H H
Voice M L M L H H
Facial H L M L H M
Ocular-based H H M M L H
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Hand geometry M M M M M M
Location n/a L M H M H
Vein M M M M M M
Thermal image H H L M H H
Behavior H H L L L L
Beam-forming n/a M L L L H
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HTTP User agent £ o Gl A
AudioContext = S o o
Memory St -4 & o

Do Not Track St -4 -4 o
Flash enabled St -4 S o
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Use of local storage St o £ o
Platform St 2 £ o
Web GL Renderer St o £ o
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» Raw datag JI30HM SIS0 W
- Set of data 2| Jl= SHlat : max, min, median, freq, time,

interval ---
# of transactions Number of transactions
# of payment_methods Number of payment methods
# of countries Number of payment countries
Avg(charge amount) Average of charge _amounts
Avg(purchase amount) Average of purchase amounts
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FC1 ( Label Encoding ): E=0iC} 178t 2= a0
atCl 311 #1JF ola)|Jf 8l

FC2 (One Hot Encoding ) : &t2] JH=0t3 XI%% OS0| 20l mel oS |UXI2H1ZE ME
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Field 1 . Field 2 .
. Field 1 . Field 2 Features that One Hot
Field 1 Label Field 2 Label One Hot .
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[arial,arial black,------,wide latin]

SAZUS 022 W2, 08 BUS AYFE HAo=

I

% lpapvaa haahl ik
[12, 'avas hash', 0,0,000,0000000700°7€°0°©70°0°?°2°®?0€°©©°0°°0°©?2°©°70°0°©°20°70°2°©70°0°0°20°70°0°©070°0°70727070°00707070707070°007007070020,

0,0,0,00000000070700°0©070°0°070070°0©070°0%07207070©0720°70°2°070°0°072070°0020°00727070°00707070707070°070707070?0071,

0,0,0,0,00000000°000007007°0°©02070°20?207070©07°0°70?207070°0727070°0070°0°0727070°0707070°707707?00

[[1, 'time', '2019-11-04 16:347], [2, 'language’, 'ko-KR', 'ko',
'‘en-US', 'en’],[ 3, 'Platform’, 'Win32’],[ 4, 'doNotTrack’,
'‘Unspecified’], [...]]
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(a) (b)

(c)

Figure 2. Data normalizations of (a) alignment, (b) size, and (c) length
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- SVM, random forest, KNN, Decision Tree
» DNN

* MLP

* RNN

- CNN
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- Search problem
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» MY Data
- 1912 207H°] MY => 107H train, 107l test
209!

» 2 class training data
Subject :107H
others : 19074
» OHE : oversampling, undersampling, data ‘8-& ( SMOTE, Balancing GAN--- ]

Original set SMOTE + Tomek

»

=) - N w

Tomek's-Linked Method + Balancing GAN
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ResNetV2-50 ALE
Loss Function:
SphereFace(CVPR, 2017)
Ring Loss(CVPR 2018)

Intra-class variation compactness
selolg22E £5H 57

of &2 &
Inter-class variation separability
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40

20

loeNoUwAswWNRO

SphereFace

Ring Loss
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TABLE IV

THE ACCURACY OF DIFFERENT VERIFICATION METHODS ON THE LFW DATASET.
Method %ﬁzc Loss Architecture ﬁ:::f 'ﬁi:f Training Set Accuracy+S5td(%)
DeepFace [195] 2014 softmax Alexnet 3 Facebook (4.4M,4K) 97.35£0.25
DeepID2 [187 2014 contrastive 10ss Alexnet 25 CelebFaces+ (0.2M,10K) 99.15+0.13
DeepID3 [188] 2015 contrastive loss VGGNet-10 30 CelebFaces+ (0.2M,10K) 99.53+0.10
FaceNet 2015 triplet loss GoogleNet-24 1 Google (500M,10M) 99.63+0.09
Baidu [124] 2015 triplet Toss CNN-9 10 Baidu (1.2M,18K) 99.77
VGGface 2015 triplet loss VGGNet-16 1 VGGface (2.6M,2.6K) 98.95
Tight-CNN [225] 2015 softmax light CNN 1 MS-Celeb-IM (8.4M,100K) 98.8
Center Loss 2016 center loss Lenet+7 1 gg:éﬁ[xe?g‘ ;m;;[ 1(;?(()'1')2”0”’ 99.28
L-softmax [126] 2016 L-softmax VGGNet-18 1 CASIA-WebFace (0.49M.10K) 98.71
Range Loss [261] | 2016 | range loss VGGNet-16 | 1 g&?&'ﬁ%m CASIA-WebFace | g 59
L2-softmax [157 2017 L2-softmax ResNet-101 1 MS-Celeb-1M (3.7M,58K) 99.78
Normface [2 2017 contrastive 10ss ResNet-28 1 CASIA-WebFace (0.49M,10K) 99.19
CoCo loss [130] 2017 CoCo loss - 1 MS-Celeb-1M (3M,80K) 99.86
vMF loss [75] 2017 vMF loss ResNet-27 1 MS-Celeb-IM (4.6M,60K) 99.58
Marginal Loss [43] 2017 marginal loss ResNet-27 1 MS-Celeb-1M (4M,80K) 99.48
SphereFace [125] 2017 A-softmax ResNet-64 1 CASIA-WebFace (0.49M,10K) 99.42
CCL 2018 center invariant loss | ResNet-27 1 CASIA-WebFace (0.49M.10K) 99.12
AMS Toss [203] 2018 AMS Toss ResNet-20 1 CASITA-WebFace (0.49M,10K) 99.12
Cosface [207] 2018 cosface ResNet-64 1 CASIA-WebFace (0.49M.10K) 99.33
Arcface [42] 2018 arcface ResNet-100 1 MS-Celeb-IM (3.8M,85K) 99.83
Ring Toss [272] 2018 Ring loss ResNet-64 1 MS-Celeb-IM (3.5M 31K) 99.50
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- Primitive security : EER, multi-factor, liveness

Platform security : Samsung Knox, TPM, TEE
- Protocol security : SSL F 2Al.
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FNMR(False Non-Match Rate)
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FMR(False Match Rate)
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ISE2ATRS UFPE 1 82.56 | 64.32 | 78.36 | §9.97 70.82
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LIVENESS DETECTION

» LivDet 2015 Contest
- HI0IH

| Datasel || Live Image Ecoflex Gelatine Latex WoodGlue | Liguid Ecoflex | RTYV |
Gireen Bil 10300 250 250 250 2500 230 250
Biometrika 1000 250 250 250 250 250 250
Digital Persona 1000 250 250 250 250 250 250
| | Live Image | Body Double | Ecoflex | Playdoh | OOMOO | Gelatin | - |
| Crossmawch [ 1500 | 300 | 270 [ 281 [ 297 | 300 [ - ]
¢ 7E:I-|1I' | Algorithm || 1 [ 2 [ 3 | 4 | Overall |
nogueira 0540 | 9436 | 9372 | 98.10 05.51
unina 05.80 | 95.20 | 85.44 | 96.00 03.23

Jinglian 0444 | 04.08 | 88.16 | 94.34 02.82
anonym 02.24 | 92.92 | 87.56 | 96.57 02.51

titanz 01.76 | 92.36 | 89.04 | 91.62 01.21
hbirkholz 01.36 | 93.40 | 88.00 | 89.93 00.64
hectomn 00.00 | 88.20 | 8420 | 86.94 §7.32
CSI.MM 86.56 | 87.84 | 73.56 | 89.99 8§5.20
CSI 82.12 | 83.20 | 76.20 | 88.33 82.71
COPILHA || 7276 | 75.64 | 79.96 | 69.00 74.11
UFPEII 87.68 | T1.24 | 75.44 | 61.16 73.33
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EXPERIMENT RESULT

» CNN XHHdICl EFds

- A: all subjects vs. all skilled forgery

- B: 20 classes

- (C: subject vs. others

- D: subject vs. skilled forgery for the user

| A~ | B8 | Cc | D

A MM 10.1% 35.2% 8.3% 8.4%
Al ZERL 13.7% 27.6% 9.6% 8.8%
=MH 23.9% 11.6% 10.2% 3.3%

»CNN =& == + AE AIE2XIZ2 2

Al ZERb 23.7% 11.3% 4.5% 4.1%
Q| = AT 4.3% 23.3% 4.6% 3.7%
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- Robust Performance Metrics for Authentication System, NDSS2019
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