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X-by-wireE 2[5t 25 384 Y A7t AP ds U
243
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O &2 g= QHS 25 CAN CHA|

A

OF 4l A| AR

Multi Master 4!

7|42l LLo|R0f At

S MEY, SEHUE A|ARIN AL
EtESH 2 X2t LE Ao 7| &
= H|0|E{ ML £ 5 (1MBit/s)

SARE| M2 AIARIS QI3 HH|], AP EA HEYT
CAN S41 Tk KA SASHS O3} AL]
22 ALS k0| THOIZ 95t AIAH| ALS

Single-Master/Multi-Slave +'d

QIZHQIHE 2 HE|O|C|0] MH|AE X|S317| ISt 12
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Brake-by-Wire System

Multifunction Keyless System



03 A3zt LR HERT FHfH

| CAN (Controller Area Network)

4713t AA| CAN HIAIA

= Twist Pair Wire (CAN_H/CAN_L) Time(rel)  Bus Type D DLC  Dats

20.462%9 1 BRx 545h 8 & 18 00 87 F9 FF FD FF
. 20.464% 1 Rx 4BOR 8 00 40 00 00 00 40 00 8
[ Message—Onented Pr0t0C0| 20.4651 1 Rx le4n g 00 08 00 00 00 00 04 OC
20.465¢ 1 BRx 370n g FF 20 00 80 FF 00 00 28
20.4656 1 BRx 43Fn s 00 40 60 FF &7 BE& 09 00
H 20.4658 1 Rx 440n 8 FF 20 00 00 FF BE 09 00
" MU|t| MaSter Network 20.4662 1 Rx 4F2n 8 20 00 30 38 00 00 00 C3
20.4665 1 Rx 4F0n g 00 00 86 00 00 11 CD 06
20.4674¢ 1 BRx 510n g 00 00 00 00 00 00 00 0O
u CSMA/CD+AMP 20.4684 1 Rx 350n s 30 2B 94 90 A2 00 00 BD
20.4698 1 Rx 153n 8 00 80 10 FF 00 FF 20 AE
20.4701 1 Rx 220n 8 F& 23 07 34 0C 00 FF OF
20.4706 1 Rx 3lén g 45 32 54 OR 32 33 00 TF
20.4708 1 Rx 18Fn g FE 5D 32 00 00 43 00 00
20.4710 1 Rx 260n s 05 32 00 30 04 89 5B OE
20.4713 1 BRx 080n 8 00 17 54 OR 32 33 32 D8
20.4715 1 BRx 08ln 8 40 84 88 00 00 00 00 88
CAN ﬂ-IIAIZI ;.5 20.4718 1 BRx 165n 8 & Fg8 7F 00 00 00 06 89
20.4720 1 BRx 2R0n g 02 00 88 98 95 12 9D 04

20.4721 1 Rx 2B0n 5 56 00 00 07 26
,‘ Data-Frame ' 20.4724 1 Rx 325h 8 40 B4 7E 8C 11 2F 00 10
: ! 20.4726 1 BRx 545h 8 & 18 00 87 F1 FF Fé FF
' ; 20.4748 1 Rx 4Bln 8 00 00 00 00 00 00 00 00
i el B 20.4751 1 BRx le4n g 00 08 00 00 00 00 05 0D
o Identifier =ia | R DLC DATA CRC W| o w EQF I™ 20.4753 1 Ex 370h 8 FF 20 00 30 FF 00 00 EC
n e = ol<|0 20.4756 1 Rx 43Fn 8 00 40 60 FF &7 BE& 09 00
o s g - . T : 20.4758 1 BRx 440n 8 FF FO 00 00 FF BC 09 00

v TN ' ' R ' 8 8 8

NETE T PV LR I R R N S B B E
o Vil y = a 2 SANINE 20.4803 1 Rx 220n s Fé 2B 02 14 0C 00 FF OF
Y N Y p Y 20.4807 1 ERx 31én 8 45 32 54 OR 32 33 00 TF
20.480% 1 Rx 260n 8 05 32 00 30 04 89 5B 1D
a s P .
Arbitration Control Data Check  ACK e A s
20.4816 1 Rx 081n s 40 84 88 00 00 00 00 79
20.481% 1 Rx 18Fh s FE 5D 32 00 00 43 00 00
20.4821 1 BRx 230n 8 AZ 00 88 98 95 12 9D 04

20.4823 1 BRx 2B0R 5 56 00 00 07 37
20.4825 1 BRx 329n g 40 B4 7E SC 11 2F 00 10
20.4828 1 Rx 382n s 40 FE OF 00 00 00 00 04
20.4830 1 BRx 545n s Cg& 18 00 87 F2 FF F7 FF
20.4843 1 BRx 4B0h 8 00 80 00 00 00 40 00 8
1 Rx 8 00 08 00 00 00 00 06 OE

20.4851 le4h

S A 20-508 90 0% 00 99 99 00 0¢ o2



03 23t U5 HEHI HAH 24

| cCANH|EQ3 22

= ZASA0IA 7+ TO| AL E| L Y= S
= Theoh HEHOA CHfet 2 F HIA 7I%
= 7|&2| OBD-II 0fl= Ctfet CANO| & =
= CAN H|O|E] &2 2lsiM= 2= CANS Z25tal Q= Gateway G2 EHL

D-CAN
CGW (6 channel)

HEQIO0|H ECUZtS| dH 3] 75
Of 7tE|H 546t Het
E|0 RAR| 2 2| Z0f| = 2ITH0f| 2 E 222 et

—

ﬂlu mln r>

C-CAN M-CAN P-CAN C-CAN M-CAN [-CAN
. SJIB | | SMK —— TPMS — FATC |— | 1BU —— ABS | | BCW —— FCA | [ AMP —| [VBDM |-
— [ WPC | | DATC ! [ Acu H—IIDWIKA [ TMU | [ eCall |~

m_(, ACU -| [ EMs | [ Esc —— MDPs | | EDT |

| Cluster —— MDPS | | EVW —— oDs | | RVM ' (o

[ EMS —— ESC — EPB | [Tcu —— opl | scCc } { HUD
== ) . EHIOE-

' [ sML —

8 CAN HIEQ|T 22 ME CAN IEQIT 72

o LISA SRS



03 ZASatUF HEST HAH

| CAN BIAIZ] 424 ot

= OBD-Il (On-Board Diagnostics) ZEE Sdlf 22| &t 5 2 &l I 7t
= AO|ESO] 9&t= 5= ICU 250 MZ6HH 2= CAN HE 2| HAR| =3 7ts

7% OBD-Il £E

UG ICUEN =5 N O
ES4 RHE TS Vender P/No.
-
1- 9.L ADIE B gba (2EE T .
2.- - 23 BZ - T 3dd 4) 2-
Iw C-CAN (High) 10. - - 3B
4B 7] (GM02) 11.Br  C-CAN (Low) 1
5B H7 (GMO2) 12.- - H
6.Y T A S 13 L/O  K-line W B e :;a;:_;‘
7.- N 14 - ; g 7Y M-CAN [High]
8.R M-CAN (High) 15. - - iR e Moo
16.L M-CAN (Low) 7 0.8 C-CAN (Lew)
B .G P-CAN (Low)
. 12.0  P-CAN (High)
&R 13 P D-CAN (High}
14.Gr  D-CAN (Low)
5.0 B-CAN(Low)
15_R B-CAN (High}
E—
18- o

o LISA SRS



03 23t U5 HEHI HAH 24

| CAN HiAIZ| £

o

=)
E'Bﬂ% E—’.EOE HOI=[0] UR|TH ZF CAN HIA[A|Z0]| Chot HatEl 7| S mjefo| B
Ed7|sE =S T20 HE/EA 2 e|o| o 7hs

= &2 A7IHA CAN H|A|R| S 425t Hat

3% | D Data
Speed 440 00 00 FE 00 00 00 00 00
RPM 316 00 00 00 50 00 00 00 00
Gear  43F 00 06 00 00 00 00 00 00

g LISA S



03 ZASatUF HEST HAH

| 2E'2 CANID LIST

AN HEsia can'D

AVN

ICU

IBU

SCC (RADAR)

DATC
MDPS

o LISA SRS

I-CAN
M-CAN
B-CAN
C-CAN

D-CAN
I-CAN

M-CAN

P-CAN
B-CAN
P-CAN
C-CAN
Local-CAN
P-CAN
C-CAN

587

8~A, D~F, 70, FA, 100, 10E, 115, 11E, 122,123,171, 173, 196, 197,
1C0, 1CA, 1CB, 1E5, 1E7, 440, 504, 571

168~16A, 188~18A, 416, 588, 589

7F, 356,366~368, 410, 428, 436, 453, 470, 4A9, 4C9, 4CB, 50E, 520,
533~537, 541, 544, 553, 559, 568, 572, 57F, 5A4, 5BE, 5C7

7E8
7F, 410, 436, 541, 553, 559

126, 131~135, 150, 158, 15D~15F, 166, 167, 169, 16A, 17A, 17B, 17F,
455, 531, 56E

436, 450, 471, 50E, 520, 541, 553, 559, 569, 578, 5D9, 5D3
100 ~ 107, 10F~113, 400, 510

593

38D, 483, 4A2

X

40, 42~44, 383

251, 2B0, 381



03 ZHEatLIE HIEST O

| CAN Bix|Z] &) 22

= RPM

Index | ID | et | RTR | Data

0 316 0 0 00 00 00 50 00 00 00 00 |
1 440 0 ] 00 00 fe 00 00 00 00 00

2 43f 0 0 00 06 00 00 00 00 0D 00

= Speed

_ . N/ m: Index | D | Bt | RTR | Data
{ SPEED §| _RPM
= E Nl D L SPEEDT REM. 0 316 0____0___ 0000005000 000000

¢ 1 440 ] ] 00 00 fe 00 00 00 00 00 I

2 a3t o0 00 06 00 00 00 00 00 00
= Gear

Index | ID et | RTR | Data

0 316 o 0 00 00 00 50 00 00 00 00

1 440 0 0 00 00 fe 00 00 00 00 00

2 a3r 00 00 06 00 00 00 00 00 00_]

o LISA SRS



| 21t 27 HAIZ| Aol 3

= UDS (Unified Diagnostic Services) : 22| 2IHZ ot S4 T2 EZ(I1SO 14229)

= AS2F A ZAOA AlSche BEE 2T ! EHI0|EA| 2T =7 2E
= 2UEHHA AES 2 0]
C

o
- FTHET g0 AT R

o LISA SRS

8 P91 20 60 60 €0 60 €0 ee
8 92 10 83 60 @0 00 08 ee
8 82 68 90 00 00 00 ee
2 82 60 80 60 00 00 o0

[z 21k B0|Ef S
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04 A=z} YEQT F oA

L=

| IVI(In-Vehicle Infotainment system)

= 2hF U 202, EE[O|C|0] Z2] 2 LH|A|0|d SO] STH=[0] A= A AH

o-d
e 212 IVIO| 9 YA A MO, XYL WS 52 2ot 4ol LIRLIE T (CAN) 2t
AZE|0f 9IS

+ Of21 Bo| 7152 Aof57| 913 0fo| 3, TR, BREA, Wi-Fi S L3t Aol
Q22 ¥AS0| HHE(O] UG

12 AVN A|AH]

IVIEE VISt EE

o LISA SRS



04 St olE YET HoMM BA

J

| WIFIZ S5t ot 0122|3014 M|

FAKE APO|| 7
/m DIz A

277}

| app 2015.12.22.2.. T¥ =G
| bin 2015.12.22. @ o =0
) efc 2015 12 22 @ o 204
| fonts 2015.12.22. @ . @Y =4
| framework 2015.12.22. 2. o2 =4
) lib 2015.12.23. @ o =G
| media 2015.12.22. @ U=
J usr 2015.12.22. 9@ A E
| vendor 2015.12 22 @ o
, xbin 2015.12.22. @ =
.DS_Store 2015.12.23. @
__| build.prop 2015.12.22. 2.,
|| default.prop 2015.12 22 2

g LISA S



2IH|0|E Al

YCf|0|E m

[system YG|0|E

L0 E 21

Otacerts.zip= St 4

— O

AAH ZHHOIE (3 HOI0E)

olN

AAERIK0|=
BE Y

g LISA S

Updatemt! M'H

H=Z
0o

Otacerts.zip2 S8t &

— O

o[\

OLE 20| E /system
OiE[MT ¢HI0| E

YH0|E k=

ABI0|E AlAH
=] =
_?_7E4Ik| ?:.!5 LH'EII' SD;I'EE %“};'il' - =
SEs UA| 7% T o
e 5
updateTtel A% o= 20|E [}2 250 LR
oo




Mo

Ho

AL E5H VI HE 23
IMSI : 89820 F

IMEI : 45005¢

PhoneNum :

MMC / MNC : 45005
Service : SKTelecom
Board : ARD

Brand : freescale

CPU_ABI: armeabi-v7a

Device : imx53_ard

Display : st_ps_kr-eng 2.3.4 E47511
test-keys

Fingerprint : freescale/st_ps_kr/
imx53_ard:2.3.4/E475/11:eng/test
keys

Hardware : ibox

Host : KRDOMAMU30R

ID : E475

Manufacturer : kia
Model : s1_ps_kr
Product : st_ps_kr
Tags : test-keys

Type : eng
User : builder
Release:2.3.4 ..

Y. AVN PHONE NUMBER :

0=2{7|o]¥

[ ‘Input Shell Command

SHYCY D A AT

LAB, GF INFORMATION SYSTEMS SECURTTY ASSURANCE

<4 LISA

--m
Mo~ @M ggs (@
lad

‘ TA Hi=




04 ASAte|F HET HYH

EELEEPNES

Tethered

AHSAE B ZAL + O[S S LA

Embedded

RS A HEA FE

UICC
EIM) g

2G/3G/
4G oot

5 zE
% = ze e —
o &= 1-F1
g_ E g‘eg “ BlueTooth —
z28 g 'E',L [—
A Managemet -

), User Interface:

. User Interface:
HMI(Human Machinel Interface) HMI{Human-Machine Interface)

Integrated

Smartphone Integration

Ol==2IA

)

Applications

2G/3G/S UIcC |8

4G 2P SIM
= =] (SIM) P—
[
o
2 o < -
== Intelligence/ [e—
=]
=]

User Interface:
1) 20FEE U7} A I 23 2le & Mirroring
2) AOLEZE Ul &IF 0|2

g LISA S



Iimam

<4 LISA

ElA HE HA[A] 24
. T AVN| ZS A3 T YR| 2Ho| LBk
= IMEIQIZ0 2 QI USIM S2|Z oz 2 3l
HA S| 2 QI3 43 27t
- U5 Bigo) M2 S E5HEA B 72
. 2 YT, YO BY SS SMS THoE &/4

]1]E]EI ‘\]EIA

02 16 1F 81 01 49 d6

SHYCY D A AT

LAB, F INFORMATION SYSTEMS SECURTTY ASSURANCE

n(FM1(0x81), REQ_RADIDSTATUS(0x49)

o}

—

tE20|E

HIAIZ HE 21



04 ASAte|F HET HYH

Ao HIA|Z] 245

=z e YANEU L A
EIMHEIA A © =HE/=89
2EMRSAAN T s s

. el

= = o = =
AZ ColE 3= AE S St 2k A0
nart Control - a X iart Control - [m] X
.
license.dc
“SetAccount | Attack | = Set Account | Attack =
\‘ / Register Info. ‘ Register ‘ ‘ ‘ OK ‘ ‘ Auto Login ‘ ‘ Login ‘
»
autl ; do Uvo AT J ‘ Door Open ‘ ‘ Door Close ‘ ‘ Engine Start ‘ ‘ Engine Stop ‘
e 2 el | \ = | = !
UvoHIZHZ ‘

Dol -
smsNo.dc i

[olell1} . _ ‘ ix‘J[t)hKey
nekey L
AuthKey | Lo NO T

SMSAULN-C0 IS VINCIE R P - | i

session.do 2791 &tol

o LISA SRS



04 2HEatQE YEQT oM BN

2N
BEMSHZAILG USIM LAY LTEZES AR
=

LRI

» QEHHE E5| MettHS e IMSI, IMEI &2 22 7|‘%

» 7|Z O|SEAI(LTE) N ZABHS PSS/SSS LS E3H MH|A 7HE BH HAE 43
* PSS/SSSE 27| 917, HE Q8 Alo MR 7|22 20| HAS 95t 7|Z MS

One radio frame (T ame = 307200 x T, = 10 ms)
One subframe = Tms
One slot (T, = 15360Ts = 0.5 ms)

R R Lo fllll a1 |2 [ #10][[| I
o Q e R LTD-PK4100 | S
] ~ CUSTOMERP/N: M301
= 1 LGIT P/N : WTCA - MS10:
E E% Bia & = | o, ms:]P1 d vwsmw e
(= - 4 ~
- & B Cyclic Prefix = PSS
Y 000-0000-0000 I 5SS
sk (L o |1 [0 2 (] 3 /] 4] 5 ] 6 |
USIM: 8982051¢ Useful symbol length
3 7 OFDM Symbols
AIEL: 35281207 PSS/SSS

g LISA S



04 Atzz} o Y ES3 #okd

| imIE A Mu|A NS 7MY THsY
« HHEIA MH|AL O[S EAIALS] 3G/LTE %2 AHR (Downlink 2140~2150MHz CHS)
= SDR7|tksrsLTEQL £ St L7 USRP B210= €&

ASS Z I, 0|5 5 MEQH LA A| 50| 7|2|21t0| 27| HZO0| TR A%

= 2145MHz2| PSS/SSS A& £&510] AlS WEk (It A|ZF ESH

= A = A= = =
srsLTEE E8 jamming 13 £& M IVIMHIA MS
root@lisa-580R5K-501R5K-500R5Q: /home /1isa/Desktop/srsLTE/build/1ib/e
Opening RF device... 7:] 7 PM IZN 24"
1inux; GNU C++ version 7.4.0; Boost_106501; UHD_3.14.1.
Fastpath logging disabled at runtime.
Opening USRP with args: type=b208,master_clock_rate=38.72e6 M N \ LS
Detected Device: B210 i . N y o f crplOpA s SO HBELICL
Operating over USB 3. ’ 1 $ | \7
Initialize CODEC control... Y D
Initialize Radio control... D %, SRR
Performing register loopback test... PR LR

Register loopback test passed ool Ne&'s e
Performing register loopback test... ¢ “ i @ .
Register loopback test passed | R AN
Asking for clock rate 30.720000 MHz... % | b s T EL]
B B E s )

Actually got clock rate 30.720000 MHz.

Asking for clock rate 11.520000 MHz...
Actually got clock rate 11.520000 MHz.
ttina samnlina rate 11 52 MHz
t TX gain: 100.0 dB
t TX freq: 2145.00 MHz
iell Jamming Start...

& LISA strmznemes
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= Tl 2E 2 Ao chet S gt Wik 3k OfL|2f, S 20| &Al| AfEf =l A[A=0] 0|2 =

ekl Chsl =4t S Alof 0]of| thet Ci|O]E{ Al =
apEL A2|=|0f s oI MIME|0|E{ 2 2E] H3HE CAN H|0|Ef

B Y250 o oxts g E 2AdolE 2f A w2

3G/LTE

.

o

218 Fiof W HEYS MM HEYS

.Q‘LJSAﬁﬁmmmﬁ%ﬁ



| 24 Frmiat MA@t

= ADAS & 29 O|FUR R, HUSZ R A A0 2E
* OFFO0|L= 20| E== 3H M ZHHEE 200 2% 2[0]A] FAL
= 2k O|F YA 7|50| 4552 JE (60km/h Ol d) W A=

- b et F%OHHOIP CAN/C-CAN H|O|E{Al 2kl
» ZAFZEE 20| ADAS A|AEIO| ZREE ZCHO| HAY e st

o 197km X A e . 8 LAY
i e ) A
) )
MY

X2 0% 31 ALY

-
=
P

19t

#0 D0

24 o1 YA B2 (LKA) 20|12 RES Set 7|2} wT
MUAS A ststat-atng



05 AEHMA HEYT oMY 24

= Ct0]2(D) /2|0 (R) SEH OlAM S2&5hs MY /2 28T HIMS T
=of 247 |% S3HA] 10lA 22000Hz 77HA| CFQ

A 230 MM HIAE

o LISA SRS



05 Az} AMA HES3 F|okd

| ZHoilzt A Cjo]Ef A

H| - HIO|Ef A

G H[O|E Al

i o7 5.3745 1 Rx 436n 4 00 00 00 08 29.4023 1 Rx 436n 4 00 00 00 0%
u 1 EJ.L 5.3972 1  Rx 436h 4 Co 00 03 09 26.4507 1 Rx 436h 4 00 00 00 08
z :3: 1 :x“ :gz: Z gg gg g;‘ gz 29.5018 1 BRx 436n E 00 00 00 08
Climae 1 me saen N o 00 03 o8 29.5508 1 Rx 436n 4 00 00 00 08
o s745 1 Rx a36n 2 o 00 03 08 29.6018 1 Rx 436n 4 00 00 00 08
5.6239 1 Rx 436h 4 Co 00 03 08 29.6507 1 Rx 436h 4 00 00 00 08B
Distance 5.6738 1 Rx 43én 4 Co 00 03 08 29.6740 1 ERx 436n 4 Co 00 18 0%
: _7]_2’:: i E :gg: : gg gg gg g; 29.7135 1 Rx 436h 4 cg 00 18 09
Deran 1 n ot : o o0 o3 o8 29,7540 1 Rx 436h 4 Co 00 18 0%
= c 5743 1 R 236 : 0 06 03 08 29.8017 1 BRx 436h 4 co 00 18 09
7|‘77|E CO OO 03 09 / CO 18 OO 09 5.9245 1 Rx 436h 4 Co 00 03 09 29,8508 1 Rx 436h 4 CQ 00 18 0%
5.9745 1 Rx 436n 4 co oo 03 08 29.9014 1 BRx 436n E C0 00 18 09
6.0240 1 Rx 436n 4 co oo 03 03 29.9508 1 Rx 436h 4 co 00 18 09
€.0742 1 Rx 4360 N €0 00 03 0% 30,0022 1 BRx 436h 1 Co 00 18 0%

80 OO 02 09 80 ’IO OO 09 6.1245 1 Rx a36n ) co 00 03 0%
P saen N Co 0 03 08 30.0507 1 Rx 436n 4 co 00 18 09
6.2242 1 Rx 236n 2 Co oo 03 09 30.1014 1 Rx 436n 4 Co 00 18 0%
= 7|.77|.o 40 08 OO 09 / CO 00 18 09 €.2743 1 Rx 236 A co 00 03 08 30.1508 1 Rx 236n Fl co 00 18 0%
E E €.3247 1 Rx 436h 4 CO 00 03 0% 30.2018 1 Rx 436h 4 Co 00 18 09
80 OO 18 09 / 40 08 OO 09 2 :Z:; i E :gg: : gg gg gg g; 30.2507 1 Rx 436h 4 co 00 18 09
Camir 1 me saen N o 00 03 o8 30,3020 1 Rx 436h 4 Co 00 18 0%
65247 1 Rm 236n 2 o 6o 03 08 30.3508 1 BRx 436n 4 co 00 18 09
€.5744 1 Rx 436h 4 Co 00 03 03 30.4016 1 Rx 436h 4 Co 00 18 09
6.6245 1 Rx 436n 4 co oo 03 09 30.4506 1  Rx 436n E C0 00 18 09
6.6742 1 Rx 436n 4 Co 00 03 09 30.5010 1 Rx 436h 4 Co 00 18 09
; E A-”A €.7243 1 ERx 43en N €0 00 03 0% 30.5508 1  Rx 436h 4 co 00 18 09

. €.7745 1 Rx 436h 4 Co 00 03 08
L e o243 1 mx s3en N o 0o 03 o8 30.6016 1 Rx 436n 4 co 00 18 09
6.8742 1 Rx 436n 1 co oo 03 08 30.6506 1 Rx 436n 4 Co 00 18 0%
6.9246 1 Rx 436n P co 0o 03 0% 30.7011 1 Rx 436n 4 co 00 18 09
£.9745 1 Rx 436n 4 co oo 03 05 30.7508 1 Rx 436n 4 Co 00 18 0%
_7’ 3332 i E :gg: : gg gg gg g; 30.8018 1 BRx 436n 4 co 00 18 09
q Sisde 1 me saen N o 00 03 08 30,8506 1 Rx 436h 4 Co 00 18 0%
(:' [e]4] 71748 1 Rx 236n 2 Co 00 03 08 30.9011 1 BRx 436h 4 co 00 18 0%
7.2243 1 Rx a3en P co oo 03 08 30,9041 1 Rx 436h 4 00 00 00 0%
7.2744 1 Rx 436n 4 co oo 03 09 30.9438 1 BRx 436n E 00 00 00 09
22 0|2t Et| 340 2C40012CAC0011 1A LD oSR 1 SugSs sk om owe 1 wwao
= o | 7-3271 1 Rx _ 436h N £o 18 03 08 31.0021 1 BRx 436n 4 00 00 00 09
31.0506 1 Rx 436n 4 00 00 00 09

EYETTIOR 58b 1200 00 00 00 00 00 40

M 2= HE7] 38d 00 00 48 00 68 00 00 BE
_@eomes
ANIE 322 4F1 C0 96 58 F1 o ey

ri

130 7C80EF7F000007 DB
52a 4B 00000002 004B 00
541 03048180C001100D
559 0000040000400040

o
=]
rk | ojo | ri

r
N
oln
riy

o
°
H
o
i
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05 AtSAtMA HET HYH

| GPS MM - VI HlH[A[0]M, v2X

H|H[A|O|H 2t A == GPS HIO|E 2] 2| /|12|E 7| = YEE AHIS
ADE 322 ZEE2 A 210 7[2H510 2t ZHH|ERe] Aleh £S20] S &S5 (0]

—_ 1

874 AE3H2| 2L GPSES 71202 THUA| = H0[E|S £A1510] 2 HES S
GPS A5 D2 Al ZH|Z It4 7t} 9IX 2 0| S5H0] 428 A3 4 U

o LISA SRS



| GPs 4iA 2

ot - IVIH|H] Ao}

o
RS 7S = A
5

= QE/EE37.5706933/127.1591379

= CHEY| LR 2 GPS H|O]E| 2=

o LISA SRS
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05 AtSAtMA HET HYH

| GPs 41A @2t - OBU

- OBULE =
N
- B 9|

OII

S0f| Z2E|0] Y= GPS RES HACZ WEHA|E
£ E5|| “/dev/ttymxc4”2| GPS HIO|E{E £2igto 2

= OFAFA(3646.1357 N, 12655.9362 E)
of=2|7t £2(0001.8069 N, 07314.1091 E)

ZM 2{2]0f| Ceh Wk =kl

lu
0

=

S

rr rir

= WTh A

Y HIOJE] A
$GNGLL, 5 9
$GPGSA,A,3,28

g LISA S
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06 C-ITS ZH0jM2] 2ok £

Mobile communication
:

OFE MAI MO1AR
— Fuzing 33
B MuA 25 32
5G v oz g 32
oIS 28 32

[comecicacar RS

CAN HERZ FuzzingS 2
212 DT HAK| BE B2
éa - R10| T B
-V ALASE 9524 B2
o A 22 B2

N\

Drone [manned drone)

- GPS 28 B
- M 30|y B2

- o HE IH 84
Jamming 33

Car Sharing

- M 2R B2
- RPN AT ALAY 20
32

00 R HE N Ex
3

Smart ITS

cAIEHY Ay B
a3

- SHEE A

- QYR MM 2 B

g LISA S




06 C-ITS SHA0jAS] F{oH £A

| vax &gt

= AAH2| 2 0= AL =214 A =AM

0

2
O -

w MIA 7|HEe| A2

= \/2V (Vehicle to Vehicle), V2I(Vehicle to Infra) & &% E4I
2 AA|HIS A Ol :IE|-| |=||'ZI_
HIAOf

wetketo 2 M HLH HAUSHHO[HE 4l S = U= =
M| DSRC(Dedicated Short-Range Communications) 24]0] WAVER} HlE2{ !
= &l 7|&0| &Y

C-V2X & 59| g =4
1= WAVE C-V2X
BMM 7 |1EE 21 S| MBS LTES xt2f SAI0)| 236tz 2
e 91H-|E|74 L LA 2 7|-|k| 21 EA| Ol 24QJ5tC) H) |:|I-Jk| IHM
ol=4d Z|tH 200km/h 2|t 160km/h
LE Al 201245E| RR/01F/YR FE AR
CHA = 2|t 27Mbps (10MHz 7|&) 2|t 100Mbps (10MHz 7|&)
£4 A 100ms O|LH 100ms O|LH
62| 2| L 7|22 12 2| 1km LTE 7|Z|= 1~5km
Echo system WS Qlmef, FME X RAL 7|Z LTE S414H|, T HZAL O|SS LA

AAHEMAIY

LISA:E
," LA, OF IFORMATION SYSTENS SECURTY ASSURANGE




06 C-ITSEF0M| 2YHE =X

| WAVE (Wireless Access in Vehicular Environment)

» 150 = FolSt= A=A A QUAH|AE AHSSH | 51 E3t=l ZIMICH ITS S417|=
= WLAN 7|=(IEEE 802.11)=2 At=AF 2H40]| == 445 EEE 802.1 1pE 78t = &4
= V2I(Vehicle-to-Infrastructure) 2} V2V (Vehicle-to-Vehicle) EA1= X|¥

Safety Applications | Non-Safety Applications
Sublayer Sublayer
SAE J2735 = = = — = |- »
= Message Sublayer
£
IEEE 1609.2 ——> 's; Transport Layer —
S Network and Transport TCP/UDP
g' Layers - WSMP
n Network Layer — IPv6
IEEE 1609.3 — — - — — —»
LLC Sublayer
IEEE 1609.4 —8M8M8M8m™— MAC Sublayer Extension
MAC Sublayer
IEEE 802.11p
PHY Layer
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S WSMP Header ========——c—m—moececc—meeaee——- -+« WSMP -»
: : Data :
e WSMP-N Header '================= —>+- WSMP-T Header - .
1 1 1 1
Subtype/ WAVE Information Element Extension .
ubtype or
/ i TPID | PSID | WSM Length
Version e Channel Data Rate Transmit g J2735
Number Power Used
WSMP Frame 0x87 : WAVE Service Advertisement

etc : J2735 Message

N/

LLC Header
LLC Data
| EtherType
0x88DC : WAVE Short Message
0x86DD : IPv6
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16.680000
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RCV.DATE  VEHICLE_VEHICLX

2/0.ononon ISSUE_DATE OBUID  RSUD
‘o coo0ns 2.01508E+13 T001FB0B CA0GORSS0M432 2.01508E+13 9220 4 127331059
2.01908E+13 T001FA0B C39S0RSS0M432 | 2,.01908E+13 4] 127.330003
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E Tracel - PCAN-Trace [Playback]

File CAN Edit Trace Tools Help
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e i RTR 0 o
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