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Operations

(full SDLC)

Requirements (definition of critical
mission threads)

Mission Requirements Organization
Reguirements/

Constraints

Criticality
Analysis

Threat Vulnerability
Analysis Analysis

R

Accept, Mitigate, Share,
Transfer, Avoid Risk

Likelihood
exploitabili
Impact Analysis/
Assessment

R

. e s e
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ICT SCRM Risk Management

JOMUON

Mission /Business Process

e E flet

X& 7

F

* Darverlop ICT SCRM Palicy

* Conduct Baseline Criticality
Determination

= integrate ICT SCAM
considerations info enterprise
risk management

= Define ICT SCAM Missionbusiness
reEquirements

* Incorporate these requirements
intn mission, business processes
and enterprise aschitecture

= Establish ICT SCHM Risk
ASSELEMENT

* Establish FIPS 199 impact levels

» Conduct Mission Function Baseline
Criticality
Determination

* Detarmina ICT SCRM risk
assenment methodology

Integrate ICT SCAM
conshBranions ko
Enterprise risk
management

* Conduct Risk Assessment

incfuding Critscality
Analysis for mission
threads

= Determing curment risk

posture

2| T2 M|A + NIST SP 800-53 R42| HOIEH| &5
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[ |

Make enterprise risk
decilon 10 dwold, mitigate,
share, or transfer risk

Sedect, tallor, and implement
appropnate entenprise ICT
SCRM cantrols

= Document controls in

Enterprise ICT SCRM Plan

= Make mission/business-ievel

risk decisions 1o avold,
metigate, share, or transier risk

= Salect. tailor , and implement

appropriate mittion/ busineds-
lewel controly

* Dorument controls in hission-

lewel ICT SCRM Plan

(=1 3=
o=

+ Define system-level
ICT SCRM
requirements

= Conduct ICT SCAM Risk

Assessment including
Criticality Anakysis for
individual systerm

* Determine curment risk

posture

= Mzks misskon/business-ievel

*

risk decisions to avod,
mitigate, share, or transier risk
Sedect, milor , and implement
approonate syslem-devel
controls

» Docsment CT SCRM controls

in System Security Plan

==

Integrate ICT SCAM into agency
Continuous Monitoring

program
» Monitor and evaluate

enterprise-level constramts and
risks for change and impact

* Morstor effectiveness of
enterprise-leviel fisk responie

= |dentify which mission

functions need to be
mionitored for ICT supply chain
change and assessed fior
Impact

integrate (CT SCitM into
Continuous Monitoring
processes and systems

* Monstor and evaluate mission-

leved risis and constraints for
change and impact

* Monitor effectiveness of

= Monitor and evaluate

system-level requirements
and risks for change and
imipact

= Monitor effect|veness of

system-level risk response

ICT SCRM Activities in Risk Management Process

=7t/7H

- 13 -



0|2

X KISA

2 Internet & Security Agency

NIST IR 7622 _National SCRM Practices for Federal IS

41
41
43

44
43
46
41
48
49
410

Uniquely Identify Supply Chain Elements, Processes. and Actors

Limit Access and Exposure within the Supply Chain

Establish and Maintain the Provenance of Elements, Processes, Tools, and
Data

Share Information within Strict Limuts

Perform SCRM Awareness and Traiming

Use Defenstve Design for Systems, Elements, and Processes

Perform Continuous Integrator Review

Strengthen Delivery Mechanssms

Assure Sustamnment Actrvities and Processes

Manage Disposal and Final Disposttion Activitees throughout the System or
Element Life Cycle

4 Type of Actions

Tvpe of Action Rale Description of Action

Programumatic Acquirer | Practices that a faderal department and agency acquirer

Activities will undertake withan their programs, mcluding
requirements to be mcluded in contraciual documents,
as well as mternal policies and procedures.

General Integrator | General practices that an mitegrator will implement

Fequirements within programs that are either in response to
contractual requirements or to document existence of
programmatic activities that reduce ICT supply chain
nzk.

Supplier General practices that a suppher will implement withan
programs o document existence of programumatie
activities that reduce ICT supply chain nsk.

Techmcal Integrator | Detaled technical practices that an mtegrator wall
Implementation mmplement within programs o decument techmcal
Fequirements capabilities to manage ICT supply chamn nsk.

Supplier Dietailed technical practuices that a suppher wall
mnplement withon programs to document techmical
capabilities to manage ICT supply chain nsk.

Venfication Acquirer Suggesnons for how a federal agency acquirer can
and Validation ascertaan that integrators have mmplemented ICT SCEM
Activihes in compliance with contract requirements.

Integrator | Suggestnons on how an integrator can demonstrate that
they have implemented ICT SCRM.

Supplier | Suggestions on how a supplier can demonstrate that

they have implemented ICT SCRM.
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MITRE, ICT 322 50| £ ¢, 34 Tffe S Ao 2 QF 2t X| A

< Points of Attack — Supply Chain Locations > < Points of Attack — Supply Chain Linkages >

- Directed at il
Malicious Insertion *> | System and Software Malicious Insertion Directed at | Supply Chain Linkages l
Supply Chain Attacks: Development Locations Supply Chain Attacks:
i et b i and their internal i ik
L Environments (e.g., IDEs) Logistics — Physic =
Prirme Contractor - B 25% a2 1 Packag ng . B Prima Contractor N
- and Processes * Distribution Process | {Acgeston sumainmest)
e
Ma Ficl ous insertion includes: 0 Ma| kChou S INSErTon INChudes
. = SubstiTution | v * Substitueion
= = Alverstion 'U * Alteration
- Malware I I I - Mahwane
— I r— m— System Data/information inchudes: = s = == C System Data/Information inchdes:
iy * Requirements HErdwa e ware » Requirements
Integration 1l = —— mtmgration -
(Il Bed parny bundling) 4 z:s.-.:.,-s I et 3Iru ﬂf’w:u"‘ﬂlurv T o ::sr:::,s
Lezens =1 T [ = N ——
Possible Points °"""'“": . 4 Ma e ouS InSertion sffects s Malicious insertion affects
Pa e . all Rems listed inthe red box ail items lsted in the red bow
Attack Point - Tag & oy Legend:
Pr.maqwmun;-:namwam] Frimary Proguction [sofmasne] et e e ol M = iy Praduckion aefvware)
1 integrators Testing r e 5 : WFE,._:,."_
Azzembly Supgiiecs Implementation Abtack B = s implermantation
SubsssemBly Suppliers Deign i Fotek - T Subsssembly Suppliers Design
Orig Equip Manufacturers Reguirements Anabysis Ol By Mmismcturr R Arahysis
Attacks con occur at all
SUPPLY CHAIN Attocks con occur at all
levels in the supply chain Sevels i e soppylyr vl SUPPLY CHAIN
1. Elevate Security as a Primary Metric in DoD Acquisition and Sustainment
MSA Phase TD Phase EMD PhBSE‘ P&D Phase O&S PhaSE 2. Form a Whole-of-Government National Supply Chain Intelligence Center (NSIC)
3. Execute a Campaign for Education, Awareness, and Ownership of Supply Chain and Digital Risk
3Aﬁ k 12Aﬂ k 28 An k 24 Aﬁ k 22Aﬂ k 4. ldentify and Empower a Chain of Command for Supply Chain with Accountability for Integrity to
dCKS dCKS dCKS dCKS dCKS DEPSECDEF
5. Centralize SCRM-TAC under DSS and Extend DSS Authority
[ [— [pa—— f— [ 6. Increase DoD Leadership Recognition and Awareness of Asymmetric Warfare via Blended Operations

7. Establish Independently Implemented Automated Assessment and Continuous Monitoring of DIB
Software

Ml Isertionof: Ml nsertonof.  dMal. Insertonof Ml Insertionof. Ml nserionof | [ & Acvocate for Litigation Reform and Lisbiity protection
-HBFUWEI’B E Hamware (5) 3 HEFdWHfB (13) -HEFUWEI'E “2) L Hardware ‘10} 9. Ensure Supplier Security and Use Contract Terms

10. Extend the 2015 National Defense Authorization Act (NDAA) Section 841 Authorities for “Never

- Software -Sofware  (5) |-Sofware  (15) [-Sofware  (9) |-Software  (H)[ |~ Conact with the Enemy’

11. Institute Innovative Protection of DoD System Design and Operational Information

‘Firmwafe E Firmwarﬂ m T Firmware (BJ ‘Firmware ‘B) i Firmwafe (5] 12. Institute Industry-Standard IT Practices in all Scftware Developments
13. Require Vulnerability Monitoring, Coordinating, and Sharing across the Chain of Command for Suppl
- Sys InfoData (3) J- Sys InfolData (4] - Sys infolata (3) {-Sys InfoData (3) |- Sys InfoData (2) : X - 9 : pply

Chain
14. Advocate for Tax Incentives and Private Insurance Initiatives
15. For Resilience, Employ Failsafe Mechanisms to Backstop Mission Assurance

< 41 Attack Patterns > < 2320+ Ol AlO|{EHOF 2+ X|&l >
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(UK) NCSS= AtO|H E2F QIAK| D, RIZIRZ THE L& Z3HE 2ITF Natioanl Cyber security programme =&

(UK) Defence Cyber Protection Partnership (DCPP) 2 &
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(UK) Industrial Security Working Group(ISWG)O| Cabinet Officedf] =& 22+ 2|

(UK) Cabinet Office, Supplier Assurance Framework HE (2018 7H78)

(UK) 322 22 2SH = A[ZH(Cyber Essential)

(UK) NCSS= MoD S F8 7[20] ICT HE % MHIAE MS5h= S5X= Cyber Essential 2

o[
ot
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10
40
ot

(ENISA) Secure ICT Procurement in Electronic Communications & &

(ENISA) Security Guide for ICT Procurement HE
(UK) MOD DEFSTAN(Defence Standard) 05-1380{| A Cyber security model 274

(UK) MOD DEFCON(Defence Condition) 658 & E(MOD Identifiable Information Z& A2 A| Cyber security

model & 2|F3})

(UK) CPNI(Centre for Protection of National Infrastructure)= =% AIO|H 54 1SS ot 127 & €&

(EV) s 8oz, FEAS O|AIR|, fE )27t Cybersecurity Act 22|

(EV) Cybersecurity Act ICT FH[/MH[A ALE0] IHE 2™, A 340 HE FSE=E 13T A2 A
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UK, Cyber Essential Scheme

= AJO|H{ £
> F9 XX

Essential QI

= Cyber Essential Scheme®2| t°d

|'|I oN
U o

Technology 1* 5 7 10
Governance 2 1

Culture & Awareness 3 2
Personnel 3 3

Risk Management 1

Info Management 2 3

Incident Management 1 1
Total Requirements 1° 17 33 44

*This Reguirement, Cyber Essentials Scheme, comprises 26 controls.

Cyber
Risk
Profile

Applicable

Low Moderate High

Additional
controls

Additional
controls

Cyber Essentials +, plus
additional controls

: recommended

Cyber Essentials




ENSIA, Security Guide for ICT Procurement ('14.12)

- ICT HIES ZYSALE £8 ICT MH|AE H3XH0|7| O} A Al

Flet HoF 2 AL H|Al

= 77HX 22 =0l

Governance and risk management
Human resources security
Security of systems and facilities
Operations management

Incident management

Business continuity management

Monitoring, auditing and testing

Of

P HoF #{ES eS|

2.1 Governance and risk management

501: Information security policy/ S02: Governance and risk management

Security Risks

Vendor's failure to align its security practises to the provider’s security objectives.

Security requirements

v The provider’s security objectives should be fully understood and integrated by the vendor.

v The vendor selected should have an information security policy ensuring the security and
resilience of its products and services, and aligned with the provider's high level security
objectives.

V" The vendor should provide evidence of its relevant internal information security policy
ensuring the security and resilience of its products and services for provider's analysis.
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