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= China Cyber Security Law .
- Data Localization — e
Data Compliance i A N S

- Supply Chain Accountability ggﬂ%g WK g 2ol *19.10)
- Personal Data Protection
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NEQAHA HIANEAT AB(KISA HEAT)

loT Kitemark

Data Protection Act

Consumer Rights Act

Digital Economy Act

UK Supplier Assurance
T =

= Basic Cybersecurity Act e
METI Society 5.0 oy
Personal Information Protection Act CAP(CyberSecurity Assurance I
Program)

loT Security Rating

Federal Trade Commissions Act

L~ 35 California lot Security Bill
e Cyber Security Information
Cyber security label : \ Sharing Act
NIS Directive | | - ¥ NIST CyberSupply Chain Risk
Member States. Regulation Energy Grids - Privacy Act - /
E%P%/bersecurlty Act = Notifiable Data Breach Act -
ENISA Supply Chain Attacks
ECSO )
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UL loT Security Rating
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Finland Cyber Security Label
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UL CAP(Cybersecurity Assurance Program)

NETWORK-CONNECTABLE PRODUCTS & SYSTEMS
@ ¢ B @ 6 B W @ T & m 2

)
AUTOMOTIVE LIGHTING APPLIANCES SMART HOME HVAC BUILDING ALARM SMART MEDICAL FIRE INDUSTRIAL lol
AUTOMATION SYSTEMS METERS DEVICES SYSTEMS CONTROL SYSTEMS

YOUR NETWORK CONNECTABLE
PRODUCT AND/OR SYSTEM

YOUR REPORT AND/OR
CERTIFICATION

Choose the UL CAP
services to fit your needs:

CYBERSECURITY RISK-ASSESSMENT SERVICES

Fuzz Testing Access Control &

PRODUCT SYSTEM Known Authentication

Vulnerabilities Cryptography TEST CERTIFICATE

Penetration Testing  Remote
Communications

Code & Binary
Analysis Software Updates

KEY TAKEAWAYS: v RISKMITIGATION  + INNOVATION v COMPETITIVE ADVANTAGE
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UL launches loT
Security Rating

Empowering consumers
through product security labeling

-ULQ| lIoT HOt &

- Energy metering

- Application Developers

- loT Device (components of PCB)

- Connectivity (eUICC*, network products)

- Access control

- Smart home S.

- Device Makers
- Service Providers

- Product vendors .

* eUICC : embedded universal integrated circuit card
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ZEX : https://www.verify.ul.com/ (2020.04.09 7| &, 215 & 1A

=X : A Cartography of Security Certification Schemes/Standards for IOT (2019.6~9)
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