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F+HZAFH 19 (2020.06): Supercomputer Fugaku, Z|CH 513,854.7 Tflops (£
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U=z L11E|F (Computational Security)

U0

N2

2R 4.16 x 10172])

Security Level | # of Operation Symmetric RSA ECC Hash
280
80 (= 121 x 10%9) TDEA 1024 160 SHAT
112
112 - cTo 10 Nion 2048 224 SHA-224
2128
128 (= 3.40 x 10%) AES-128 3072 256 SHA-256
2192
192 (= 6.28 x 105) AES-192 7680 384 SHA-384
2256
256 (= 116 x 1077) AES-256 15360 512 SHA-512

AF10: NIST SP 800-57 Part 1 Revision 5, “"Recommendation for Key Management: Part 1 — General”, 2020 E
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.1994'-.j Daniel Simon 19943 Peter Shor 19963 Lov Grover
Simon 12| S M|t Shor ¢ 12| Z X[t Grover 2112|Z H|¢H
F7|gne|EFe| Yxpds7l4M) (CF&A|ZF Factoring =HIsHZ) (BMLNE|FO| ¥XHES71M)

10y —2] gon 4 gon L
0) —* A=



https://www.google.com/url?sa=i&url=https%3A%2F%2Falchetron.com%2FUmesh-Vazirani&psig=AOvVaw0Vas7H5-Qf7VDs5AU6Wtep&ust=1594041502528000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCIiGxr6ZtuoCFQAAAAAdAAAAABAI

Netsec—KR 2020 — ETRI O| A=

O AT &34 A2 - ¥ #FE &4
&) Quantum Parallelism: X AR 2 o 1™ AFE] Cjd| BE7)?

Quantum Computer

2[0) + B11)

HHIE T

SHE dEH(FRHIE)NAM At 7ts, BS5A| otLte] JEf(AHH| E)2 S1|

« XA\ nH|E BIOIE} 2n ) SAIO] E > SAl0f QA > QE%@ ﬁwga
« BE 2H(S3], NPl TSl X145 &= 35442 OfLILE, 2S3lS




Netsec-KR 2020 — ETRI O| A &=

module foo ( qbite q
1{

H ( qf0:999] );

CNOT ( q[9991 , q[0] );

R heeas

i
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<IBM Q Experience> <ETRI ¥XIEHE (Type-1 QC)>

- UXt 224 (Quantum Supremacy) ACH Z1! ('19.10.23 Nature X' &E - 12 3 UCSB, 200sec vs. 10k-year)

nature

Article | Published: 23 October 2019
Quantum supremacy using a

programmable superconducting
processor

Frank Arute, Kunal Arya, [...] John M. Martinis

<Nature &¥H® =&>

<Y LM 3|2 E It M0 SZF (53Qubit, 1500+QGate) >
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(GCHQ whitepaper, Quantum-safe Cryptography, '16.11)
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« 2017.11: 82 7 YXILYMHEUS T H H4 > 647 EE
- 2019.01 : 24} 2}2E 8 MA > 267 PQC &

Second Round Candidates — pke/kem — D.sign
O BIKE © LEDAcrypt ® Rainbow
@ Classic McEliece ® LUOV ® ROLLO
0o CRYSTALS-DILITHIUM @ MQDSS O Round5
0 CRYSTALS-KYBER ® NewHope 00 RQC
O FALCON o NTRU O SABER
O FrodoKEM O NTRU Prime O SIKE
@ GeMSS o NTS-KEM ® SPHINCS+
O HQC ® Picnic O Three Bears
0 LAC ® qTESLA
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= NIST: National Institute of Standards and Technology, 0| = = &l H#&7|= A4
= PQC: Post-Quantum Cryptography, QAL =
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@) ECDLP %! Factoring =MIE &7| figt O|EX UK} ds
ECDLP in E(F,) Factoring of RSA modulus N
simulation results interpolation from [21]
log,(p)] | #Qubits # loffoli Toftoli Sim time || [logy(N)] | #Qubits # loffoli
bits gates depth sec bits gates
110 1014 0.44 - 10° 8.66 - 107 273 512 1026 6.41 - 10"
160 1466 2.97.10" 2.73.10° 711 1024 2050 5.81 - 10!
192 1754 5.30 - 10" 4.86 - 10" 1149 _ — —
294 2042 8.43 .10 7.73 .10 1881 2048 4008 5.20 - 102
256 2330 1.26 - 10! 1.16 - 101! 3 848 3072 6146 1.86 - 101
384 3484 4.52 .10 4.15 - 1011 17003 7680 15362 3.30 - 104
521 4719 1.14 - 102 1.05 - 102 42 888 15360 30722 2.87 .10

Table 2: Resource estimates of Shor’s algorithm for computing elliptic curve discrete logarithms
in E(F,) versus Shor’s algorithm for factoring an RSA modulus N.

=X: Martin Roetteler et al, “Quantum Resource Estimates for Computing Elliptic Curve Discrete Logarithms, 2017 A
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@ 0|21} 4|, 22|11 Shor Algorithm

How to factor 2048 bit RSA integers 114 8 hours using 20 million noisy qubits

Craig Gidney!* and Martin Ekera?

'Google Inc., Santa Barbara, California 93117, USA
*KTH Royal Institute of Technology, SE-100 44 Stockholm, Sweden
Swedish NCSA, Swedish Armed Forces, SE-107 85 Stockholm, Sweden
(Dated: December 6, 2019)

We significantly reduce the cost of factoring integers and computing discrete logarithms in finite
fields on a quantum computer by combining techniques from Shor 1994, Griffiths-Niu 1996, Zalka
2006, Fowler 2012, Ekera-Hastad 2017, Ekera 2017, Ekera 2018, Gidney-Fowler 2019, Gidney 2019.
We estimate the approximate cost of our construction using plausible physical assumptions for large-
scale superconducting qubit platforms: a planar grid of qubits with nearest-neighbor connectivity,
a characteristic physical gate error rate of 1077, a surface code cycle time of 1 microsecond, and a
reaction time of 10 microseconds. We account for factors that are normally ignored such as noise,
the need to make repeated attempts, and the spacetime layout of the computation. When factoring
2048 bit RSA integers, our construction’s spacetime volume is a hundredfold less than comparable
estimates from earlier works (Fowler et al. 2012, Gheorghiu et al. 2019). In the abstract circuit
model (which ignores overheads from distillation, routing, and error carrcctmn} our construction
uses 3n + 0.002nlg n logical qubits, 0.3n* + 0. 000573 lz n Toffolis, and 500n* + n* lg n measurement
depth to factor n-bit HSA integers. We guantify the crvptographic implications of our work, both
for RSA and for schemes based on the DLP in finite fields.
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© 0|21} A, 12|12 Shor Algorithm

S{X 4098FH|E x|l UXIHZE{7} =XYSIK| 221

RSA-20485 77| ®{ot Z[A0to| FHH|E == :4098~4099 HH|E
SH|EZ 19| 12 Bristlecone : 725 H|E

9HE{Q1 R}
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(Q|Crypton) 7H'8

© &= ot (x| RSA ECC 5)
CiFot XHM|CH 2 (PQC &= —)01|
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Q-Complexity

g|2Z(Circuit)

Q-Complexity
2812, QAHOIES,

Qbit$:, T-depth, etc.)

FTQC=
Q-Complexity

(=AIZE QHIOIES,
Qbit4, step%:, etc.)

Q-HW=Z& |
Q-Complexity

THAIZE QAIOIES,
22| Qbit$, etc.)

K|l =<(Q|Crypton)

Q5 SAl=2] QIR 73

UXIERE High-level
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© (QICrypton) : ¥ 7|4t ots AXIEN EHE (SR HLE, URY, 24 S

ETRI (Q|Crypton) SSHE=E

<Q\Cr39+on> X} MR (UK} O 2| A AA)

n for Cryptographic Algorithrr

QIRIEIZ - A|AR B U ST AJAH
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Q@ (QICrypton) : 8l 7|4 Y= AXIEM SHE
FATi A A
S e S¢ TANIEAS THAHHAL 7|t

@ <acopion- <[ | e (small scale)
| URIHFE (Q40)

< C  © 9 2| 1.227.166.162:35050/%/ * 0O - @EDmez @ :

% éG)JCr\jP’rom

File ~ Module 1
E |~ | -5 ﬁ <[> -t b ark Theme 4 Prepz qbit2
PrepZ qbit3
H gbito

CNOT gbito,gbit1

sample.py
T gbito
Tdag gbitl

AL AnEo

DNA Analysis

2020-03-06 16:03:08 Task : 0 (ms)

xS

WY 24 Shf2|= - AAH =Y
(large scale) 2l M7 A|AE

= O{E7 =told &= US7h

gjo

2M09| 40l Large Scale ZE7 Hets| LY

(571 2ol orx[=2 Hi7I == 28 = 5+ A=)
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1.227.166.162:35050/%#/

Infomation
Dark Theme

sample.py

Q_Type 1
qc = Q Circuit()

Q 1lib cRn,cRn_dag

QASM Resource Analysis Simulation Result Visualization View DMNA Analysis

Start Date : 2020-03-06 16:03:08 End Date : 2020-03-06 16:03:08 Task : 0 (ms)
Qubit gbite
Qubit gbit1l
Qubit gbit2
Qubit gbit3
Cbit bite|
Cbit bitl
Cbit bit2
Cbit bit3
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i WE
Q_Type_1 qc-h(q[i])
gc = Q Circuit() J (n-i-1):

cRn(q[i+j+1],q[1].3+2)
Q lib cRn,cRn_dag

i (n):
gc.measz(q[i], c[i])

4
gc .quantum_register( qbit™, n)
gc.classical register("bit™, n)

i (n):
qc.prepz(q[i])
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(Q|Crypton) ENF - ¥

Sixl 7' E2E @olt 7]et FXIEE)

#For using Type-1 QC / Type-I =ci& B & Import EU— 1= A R
from Q _Type 1 import * #For using Q Compiler

= Q_Circuit() #Q Circuit class

gc
# For using Q library / Q_lib 2= Import (cRn, cRn_dag &)

from Q_1lib import cRn,cRn_dag

#Number_ of Qubit

n - 4 - FHIE L DMH|E MO (2 4H|E)
g = qc.quantum_register("gbit", n)

c = gqc.classical register("bit", n)

#Preparation / MK HH|E Preparation

for i in range(n):
qc.prepz(q[i])

#OFT N
for i in range(n): / QFT EE’ :rLo'—:I
qc.h(q[i])
for j in range(n-i-1):

cRn(q[i+j+1],q9[i],]+2)

#Measurement / MAN| tH|E Measurement
for i in range(n):

gc.measz(q[i], c[i])

HHHH S
# End: Programming of Algorithm
HHHH S
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7|2 ZXIA 0| E (Universal)
m X,Y,Z,S H TRz
m CNOT
m PrepZ, MeasZ

a =2 AXHA0|E (20| B22)
m cRn, ccRn (2 cRnd, ccRnd)
m Toffoli (CCNOT)

m OFT
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(Q|Crypton) ETHE - &y

Sixl ZHEEE (AuE Z1t - QASM)

Start Date : 2020-02-26 21:10:27 : 2-26 21:10:27  Task : 0 (ms)

Qubit gbite
Qubit gbit1
Qubit gbit2
Qubit gbit3

Cbit bite

Cbit bitil

Cbit bit2

Cbit bit3

PrepZ gbit®e
PrepZ gbitl
PrepZ gbit2
PrepZ gbit3

H gbite

T gbit1

T gbite

CNOT gbitl,gbite
Tdag qbite

CNOT gbit1,gbite

Rz gbite, -8.392699
CNOT gbit2,gbite
Rz gbit3,0.19635
Rz qbit@,0.19635
CNOT gbit3,gbite
Rz gbit@, -8.19635
CNOT gbit3,gbite
H gbit1

T gbit2

T gbit1

CNOT gbit2,gbit1
Tdag gbitl

CNOT gbit2,gbit1
Rz gbit3,8.392699
Rz gbitl,@.392699
CNOT gbit3,gbit1

Rz gbitl,-©.392609

CNOT gbit3,gbitl
H gbit2

T gbit3

T gbit2

CNOT gbit3,gbit2
Tdag gbit2

CNOT gbit3,gbit2

H gbit3

MeasZ gbit@ -> bite
MeasZ gbitl -> bitl
MeasZ gbit2 -> bit2
MeasZ gbit3 -> bit3
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Start Date : 2020-02-26 21:12:19 End Date : 2020-02-26 21:12:20 Task : 1000 (ms)

MeasZ gbiteé -> bite
+(0.35355+0.01) | ee00>
+(8.3 .81) |eee1>
+(8. .8i) |ee1e>
+(8. .8i) |ee11>
.8i) |e1088>
.8i)|e101>
.8i)|e11e>
.8i)|e111>
MeasZ gbitl -> bitl
+(0.5+0.01) |eeea>
+(0.5+0.081) |@eel>
+(0.5+0.081) |@e10>
+(0.5+0.01) |@e11>
MeasZ gbit2 -> bit2
+(0.767114+0.0i) |e010>
+(0.7671140.0i) |e011>
MeasZ gbit3 -» bit3
+(1.8+0.081) |e010>
Final State
+(1.8+0.981) |@010>
Measurement Outcome
[6, 8, 1, @]
S5tart Time: . 1:12:26.111785
End Time: . ' 1:12:26.114191
Runtime:
Memory Usage:

L]
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[}

L
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(Q|Crypton) ETHE - &y

Start Date : 2020-02-26 21:1%:00 End Date : 2020-02-26 21:19:00 Task : 0 (ms)

KR ER EE KX KR KRR}

H — Itz — H3

l HH R:

H‘ .II?'_E H:| .II?.L ]
|
|
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(Q|Crypton) EHEH

XY WL QAR Za

Performance Analysis in Compile (Algorithm) Level Performance Analysis in FTQC System Level
No. ltem Value : ltem Value
Algorithm Qubits 4 units Algorithm Qubits
Computing Cycles 24 steps Circuit Depth
KQ 96 units x steps Code Distance
Total Gates 42 Compuing Time

K
1. Algorithm Qubit: The quantity of qubits described in the user =

algonthm _
Logical Gates

2. Computing Cycles: The circuit depth composed by the
compiled algorithm Physical Qubits

3. K& One method to calculating the circuit cost (KQ =

#Algonthm Qubits x Computing Cycles) Time Overhead (Qubit

) _ Movements)
4. Total Gates: The quantity of the compiled (decomposed)

guantum gates
1. Algorithm: The name of the user algonthm

2. building_block: The information about a logical qubit encoded
in quantum error-correcting code

3. global_layout: The layout for inter-modules

4. local_layout: The layout for inter-qubits of each module
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