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1. What 1s the Cold Boot Attack?

 Normal Situation for RAM contents l EMPTY
Spey
= =

Laptop Desktop IoT device  Secure USB ; ) )
If powering off the main equipment,

all data is automatically erased in RAM

P ey

(Random Access Memory)
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1. What 1s the Cold Boot Attack?

 Cold boot attack for RAM contents

0 O]
Om @ g
== @O @

Laptop Desktop IoT device  Secure USB

Even though powering off the main equipment,
all data is temporally alive

- i

RAM
(Random Access Memory)

Air duster (cost under $10)
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1. What 1s the Cold Boot Attack?

 Cold boot attack for RAM contents

v" Boot Sequence Of| LSt AH X[ A ZQ

> TargetO| Booting 2 2| St= &? OFF . ‘ ON

Ex) ot=420] Z=7|=t 3 [0 (BIOS), Even though powering off the main equipment,
SIEQ| O Self-test, all data is temporally alive
2IGAHX©OS) BEE, 5...
o1 % 2 0l2 A Ol=7}9 -50°C

> QX RAM = &S & UE7N

BIOS Boot Device -~
II_ > Al OH

% BIOS: Basic Input Output System .
% POST: Power-On Self Test Air duster (cost under $10)
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2. T,be Outline of Cold Boot Attack S

x USENIX 2008 IEEE HPCA 2017

Memory Type | Chip Maker | Memory Density Make/Model Year

A SDRAM Infineon 128Mb Dell Dimension 4100 | 1999
. B DDR Samsung ST2Mb Toshiba Portégé__| 2001 .
Target. Laptop [ DDR Micron 756Mb Dell Inspiron 5100 | 2003 Target. DDR3 / DDR4 RAM
D DDR2 Infineon 512Mb IBM T43p 2006
_____________________ E DDR2 Elpida 512Mb 1BM x60 L
F DDR2 Samsung 512Mb Lenovo 3000 N100 | 2007
%| 2= Cold Boot Attack M| 2F Table 1: Test sysiems we used in our experiments v DDR3/DDR40|| CH3H x| x 224

CHF5E RAMOI| CHSF Cold Boot
Attack (DDR / DDR2)
v' Encrypted Disk EF M0 0f

St A4 Ny
Lot 34 . v Latency’} &2 Encryption &M
Ofl) dm-crypt, Veracrypt, BitLocker | et
=

v' Scrambled solutionOl| CH St Cold
Boot Attack

2008

2013 2017

State of RAM with power on

808808080080

Freeze + extract RAM

Target. Galaxy Nexus Target: Laptop
> DES: (0.5, 0.001) bit fiip rate trivially [HSHCPCFAF09]
————————————————————— » AES: L e e e e e e e e e e e e e e e e e =
N » AES-128: (0.7.0) bit-flip rate in 1 sec on average [KY10]
v' %|ZX Smart PhoneOf| LSt 224 » AES-256: (0.65,0) bit-flip rate in 90 secs on average [Tso09] v
» RSA (1024-bit modulus): PQC(Post Quantum
) (0.4,0.001) bit-flip rate in 2.4 secs on average [PPS12] Cryptoeraphy)2| H| 2! 7|2| NTT
v SZA4Xt 7}4: Unlocking the » NTRU: (0.01,0.001) bit-lip rate in minutes to hours on ryptography) I 12712
= g
bootloader average for the ntru-crypto epsd4Sepl parameters (Number Theoretic Transform)
N = 449, af = 134,dg = 149, p = 3,q = 2048) [PV17 . =
( 8= 140 =30 =208) [PVIT] encoding #{Ofl CH2H H| Y 7| =3
o
v RAM Dump, 4_d1t PIN Crack, . bit-flip rates NTT non-NTT HIE
cheme Po m cost rate cost
decrypt user data Kyber  02% 0.1% 3.0211 g5y %7
Kyber 1.0% 01%  3.283 o019%  2m3 v Alg.Target: Kyber and NewHope
Kyber 17% 0.1% 3.2028 89% 21001
NewHope 0.17% 0.1% 2487 84% 2537
NewHope 0.25% 0.1% 2006 81% 2600
NewHope 0.32% 0.1% 2702 81% 2601
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2. The Outline of Cold Boot Attack =

[USENIX 2008] J.Alex et al., “Lest We Remember: Cold Boot Attacks on Encryption Keys”

* Target
m
| | Memory Type | Chip Maker | Memory Density | Make/Model | Year |

A SDRAM Infineon 128Mb Dell Dimension 4100 | 1999

B DDR Samsung 512Mb Toshiba Portégé 2001

C DDR Micron 256Mb Dell Inspiron 5100 | 2003

D DDR2 Infineon 512Mb IBM T43p 2006

E DDR2 Elpida 512Mb IBM x60 2007

F DDR2 Samsung 512Mb Lenovo 3000 N100 | 2007

Table 1: Test systems we used in our experiments

v Main Target: IBM T43p laptop with 512MB RAM (DDR2)
» RAM: HYS64T64020HDL-3-7-A (Infineon)

RE
HP SPARE
385821 - 001

AT

& o 5
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2. The Outline of Cold Boot Attack T

[USENIX 2008] J.Alex et al., “Lest We Remember: Cold Boot Attacks on Encryption Keys”

* Flow Chart for Cold Boot Attack against Main Target

Main Target e.g.) Laptop, Smart Phone, IoT Device

v

RAM 0O & e.g.) Adversary Assumption

e
by

RAM

v

Secure Booting e.g.) H/W Solution, S/W Solution

}

Modify Secure Booting e.g.) USB Booting, PXE Booting

l

RAM Dump

% PXE: Preboot eXecution Environment
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2. The Outline of Cold Boot Attack

USENIX 2008] J.Alex et al., “Lest We Remember: Cold Boot Attacks on Encryption Keys”

3 Applications Places System &) 4~ €3 sun Feb 2, 7:08 PM @ yo0se:

° M am Targ et (] BB G DR T

Project @ @@ root@yooseung-laptop: /home/yooseung/Desktop/Project/cold_boot_attack/LiME-master/LIME-mas!

File Edit View Terminal Help
H 2020-02-02 19:02 Linuxaz.mem 3
1 yoosaung yoosaung 44K 2619:10:1 18183 READHEY
S UL Rl oK 2020-02-62 18
rdrootayooseung: ta me/yunseung/nesk!ap/Prt)]ect/(nlu boot_attack/LiME-master/LiME-master# ls -lha
M

v' IBM T43p laptop with 512MB RAM (DDR2) ’ =‘¢'f»‘“:‘:§'f§fj” Tk

root@YOOSeun. ryxr-xr-X 3 .gitignore
@yooseur rexr_xr-x 10-19 10i03 LIceNsE
v ro 38m 20: 2 Linua2.men
4 3 READHE. nd
Jooseung yooseung 4.0K Zo2 18:52 src :
o o vogseing/beskton/Project/cold_boot_attack/LiME-master/LiHE-master# 1s ~lha
total soM
yooseung yooseung 4.0K 2020-62-02 18:54 .
Jooseung yooseund 3.0k 2020-02.02 10:43 ..
Yooseung yooseung 4.0K 2019-10-19 10:03 doc
yln u 163 20121013 1050 [gitignore
rout@youse" r\vxr xr x lBK 1919 10- 19 LIC
deflate.c d.r Toot ot 20-03-02 19:05 Linuss.
|dertate o yooseung yooseung 4. 4.( So0-30-15 RERDRE -
[disk.c ldrwx 3 yooseung yooseung 4.
|gocteyooseud roote noseun»\up( p el»e/yunseunq/nesk(ou/?ro ectcotd boot attack/LiNE- master/LiME-masters
deriacec hazhie Vimen meo | Makefile Hodule symvers
|dis| mod. c efile.sample
Fosteyooseuns: \aprep /heme/yenseunwngsktnw?re}e:t/culd Boot. attack/LiME-master/LIME master/src# sudo insmod ./lime-2.
52738 generic. ko -pathe. -/Linux32 mem fi

* Open Source Code

SAMSUNG

v' https://citp.princeton.edu/our-work/memory/
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2. The Outline of Cold Boot Attack

USENIX 2008] J.Alex et al., “Lest We Remember: Cold Boot Attacks on Encryption Keys”

3 Applications Places System &) 4~ €3 sun Feb 2, 7:08 PM @ yo0se:

_
e &4 HitH

File Edit View Go Bookmarks Help
Project | ©.©.@ root@yooseung-laptop: /home/yooseung/Desktop/Project/cold_boot_attack/LIME-master/LIME-masi
File Edit View Terminal Help
1 2020-02-02 19:02 Linuxaz.men A
s oxrx 1 osteung Yooteung 474K 2015710710 16103 neaone.
e oseing yooseung 40K 2020-03.02 18
rm@msmg g o cuns/besktop/Pro] ect/cord_boot attack/LiME-master/LiNE-master# Us -lha
File Edit m;ml o ey
: 18 ..
3 doc
aKkm 00 2 i e
3 ifcense
2 Linwxss.men
4 3 Reone. d
Yooseung yooseung 4.0k 752 10153 sre i
e o ousauns/beskion/Pro]ecs/cotd_boot_attack/LINE-master/LiNE-masters 1s -lha

yooseung yooseung 4.6K 2020-62-02 18:54 .
yooseung yooseung 40K 2020-02-02 18:48 ..
coseung yooseung 4.0K 2019-10-19 1 doc
Jooeing Vooeuny “ioh 2615 1613 10:0. [gitignore

. ldrvex-
bash: cd: Unx
. . . rosteyooseu nrxr-x 1 yooseung yooseung 13K 2019-10-19 19:03 (xc
deflate.c d . Yoot " Yoot 0-09-03 19:03 Linux3s.
(0} 00 acK a 1n 1CtiMm : GESEEIS V0TI L Yotioma et 470 Sots-to 33 1a:03 Redime o
sk "® o oseung yooseung 4
= |gocteyooseud roote noseun»\up( p em/yunseunq/nesk(ou/?ro ectcotd boot attack/LiNE- master/LiME-masters
deftatelo hazhic Ume.h Time'o Haketite Hodule symvers
efile.sample

(dist mod. ¢
Foetayooseuns: \anrep /helnelyenseuﬂ!lﬂgsktﬂl’/?rﬂ]e:tlculd boot attack/LANE-Raster/LINE-master/src# sudo insmod -/lime-2-
32-38-generic.ko "path=. ./Linux32.mem f

NUs Sumkerenwa

3) Obtaining RAM data via USB Memory

SAMSUNG
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2. The Outline of Cold Boot Attack T

[USENIX 2008] J.Alex et al., “Lest We Remember: Cold Boot Attacks on Encryption Keys”

. A A

00784090 55 54 63 69 73 20 €9 73 20 50 41 43 45 20 4C €1 UThis is PACE La
007B40R0 62 20 69 6E 20 4E 54 55 54 68 €% 73 20 6% 73 20 b in NTUThis is
007B40B0 50 45 43 45 20 4C 61 62 20 €9 6E 20 4E 54 55 54 PECE Lab in NTUT

v Dumped memoryO‘”A‘I 007B40CO 68 69 73 20 69 73 20 50 41 43 45 20 4C 61 62 28 his is PACE Lab(

L. . " - 007840D0 69 6E 20 4E 54 55 54 68 |79 73 20 69 73 20 50 41 in NTUThis is PA
“ThlS 1s PACE Lab in NTU” O—JIArﬁ}C %I'O|_| 007B40E0 43 45 20 4C €1 62 20 €9 I;E 20 4E 54 55 54 68 69 CE Lab in NTUThi
007B40F0 73 20 69 73 20 50 41 43 45 60 4C €9 62 20 €9 6E s is PACE'Lib in
00784100 20 4E 54 55 54 68 79 73 20 69 73 20 50 41 43 45 NTUThys is PACE
00784110 20 4C 61 62 20 69 6E 21 4E 54 55 54 68 €9 77 20 Lab in!NTUThiw
007B4120 69 73 20 50 41 43 45 24 4C 61 62 20 €9 6E 20 4E is PACESLab in N
00784130 54 55 54 E8 6% 73 20 6% 73 20 50 41 43 45 20 4C TUTé&is is PACE L
00784140 €1 €2 20 6B 6E 20 4E 54 55 54 €8 €9 73 20 69 73 ab kn NTIUThis is
00784150 20 50 41 43 45 20 4C 61 62 20 69 6E 20 4E 54 55  PACE Lab in NTU
00784160 56 €8 €9 77 20 €9 73 20 50 41 43 45 20 4C 61 62 Vhiw is PACE Lab
00784170 20 €9 6E 20 4E 54 55 54 63 69 73 21 69 73 20 50 in NTUThis'!is P
007B4180 41 43 45 24 4C 61 6R 20 69 6E 20 4E 54 55 DS €8 ACESLaj in NTUOn
00784190 69 73 20 6% 73 20 50 49 43 45 20 4C €1 €2 20 €9 is is PICE Lab i
007B41R0 6E 20 4E 54 55 54 68 69 73 20 6% 73 20 50 41 43 n NTUThis is PAC
007B41B0 45 20 4C 61 62 20 €9 6E 20 4E 54 55 54 €8 €9 73 E Lab in NTUThis
007B41C0 20 6% 73 20 50 41 43 45 22 4C 61 62 20 €9 6E 20 is PACE"Lab in
007B41D0 4E 54 55 54 63 69 73 20 €9 73 20 50 41 43 C5 20 NTUThis is PACA
007B41E0 4C 61 62 R4 69 6E 20 4E 54 55 54 68 €9 73 20 €9 Labein NTUThis i
007B41F0 73 20 50 41 43 45 EOQ 4C 61 62 RO €9 6E 20 6E 54 s PACEaLab in nT
00784200 5D 54 68 69 73 20 6% 73 20 50 41 43 45 20 4C 61 ]This is PACE La
00784210 62 20 69 6E 20 4E 54 55 54 68 €9 73 20 69 73 20 b in NTUThis is
00784220 50 41 43 45 20 4C 61 62 RO €9 6E 20 4E 54 55 54 PACE Lab in NTUT
00784230 68 69 73 20 6% 73 20 50 41 43 45 20 4C €1 62 20 his is PACE Lab
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2. The Outline of Cold Boot Attack

[USENIX 2008] J.Alex et al., “Lest We Remember: Cold Boot Attacks on Encryption Keys”

* Encrypted DiskOl| Ci St Cold Boot Attack

v" Software Solution for Disk Encryption

>

Y V VY

>

BitLocker — Windows OS

FileVault — Mac OS

TrueCrypt — Windows, Mac, Linux OS
dm-crypt — Linux OS

Loop-AES — Linux OS

v’ Software Solution2| AES €11 2|&2| H| 2 7| = Cold Boot Attack= &30 & F| 7t=

>

Open Source: https://citpsite.s3.amazonaws.com/memory-content/src/aeskeyfind-1.0.tar.gz

R
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2. The Outline of Cold Boot Attack e

[ACNS 2013] T.Muller et al., “FROST: Forensic Recovery of Scrambled Telephones”

Main Target e.g.) Laptop, Smart Phone, IoT Device

S
v O% v
RAM E RAM O] & e.g.) Adversary Assumption

Samsung Galaxy Nexus ‘
(Android 4.0) Secure Booting e.g.) H/W Solution, S/W Solution

!

Modify Secure Booting e.g.) USB Booting, PXE Booting

l

RAM Dump

Samsung KMVYLOOOOLM Multichip Memory
Package with 512MB RAM

Samsung K3PE7E700M 512MB DDR2 SDRAM

% Samsung Galaxy Nexus Teardown: https://ko.ifixit.com/Teardown/Samsung+Galaxy+Nexus+Teardown/7182

14 /48 [The 26th Network Security Conference-Korea
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2. The Outline of Cold Boot Attack

[ACNS 2013] T.Muller et al., “FROST: Forensic Recovery of Scrambled Telephones”

% Unlocking Bootloader: M| Z= A7} 7| 2 K| & St= Bootloader 22 ZE Q02| 4

(1) Locking the bootloader

Main Target
S v" Locking — Unlocking
i Y ] e
E} X EFX
RAM E RAM 0| B v" Recent e-mails, photos, visited websites
v 2 v .
Insecure Booting Secure Booting (2) Unlocking the bootloader

Lo
Modify Secure Booting

|
7 v’ AES key & F, pin crack, ... &H
RAM Dump

v' Recovery mode®| €5 firmware & &

% Open Source: https://www.cs1.tf.fau.de/research/system-security-and-software-protection-group/frost/

@ NANYANG TECHNOLOGICAL UNIVERSITY | SINGAPORE 15/ 48 [The 26th Network Security Conference-Korea
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2. The Outline of Cold Boot Attack

[IEEE HPCA 2013] S. F. Yitbarek et al., “Cold Boot Attacks are Still Hot: Security Analysis of Memory Scramblers in Modern Processors”

(1) DDR / DDR2
Main Target v' Raw Ol_l' oo:I EHE E” Ol E'I X-I Jél- gcl ==
‘)
[ ]
v v (2) DDR3 / DDR4
RAM EHZ| RAM O] &3 -
v Cold Boot AttackOf| Ciot CHS 7| H o =2
T Scrambler (64HIO|E) M &
Secure BOOting th» 648 CPU Model [ Microarchitecture | Launch Date
PRNG Serambler i5-2540M (DDR3) | SandyBridge QL 2011
l Key 15-2430M (DDR3) SandyBridge Q4, 2011
77-3540M (DDR3) TvyBridge QI, 2013
i Data -8 Output i5-6400 (DDR4) | Skylake [ Q3,2015
Modify Secure Booting 15-6600K (DDR4) | Skylake [ Q3. 2005
DDR4 Scrambler Main Target
l v Scrambler 7| +2!
o
RAM Dump (16MBZ 2= 7| & 3)
K[i i+ 1J@K[i+2:i+3] = K[i+8 : i +9]@K[i+10 : i+11]

Kli:i+1)®K[i+4:i+5) = K[i+8:i+9]@K[i+12:i+13]
Ki:i+1)@K[i+6:i+7) = K[i+8:i+9]@K[i+14: i+15]

) K[i42 : i+3|@K[i+4 : i+5] = K[i+10 : i-+11]OK[i+12 : i+13]
» DDR SDRAM: Double Data Rate Synchronous Dynamic Random Access Memory for i = 0,16,32,48 (i.c., for cach 16-byte aligned words)

@ NANYANG TECHNOLOGICAL UNIVERSITY | SINGAPORE 16/ 48 [The 26th Network Security Conference-Korea
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2. The Outline of Cold Boot Attack

[CHES 2018] M. R. Albrecht et al., “Cold Boot Attacks on Ring and Module LWE Keys Under the NTT”

« Cold Boot Attack 2t-4 0 A|, PQC(Post-Quantum Cryptography)2| H| 27| 215§ S8 <

State of RAM with power on bit-flip rates bit-flip rates NTT
Sch Average Time

Gl L o) r n_AesgeTme  Sheme g g oot rae
DES 0.5% 0.001% Trivially Kyber 0.2% 0.1% 3.922L1 g5y

Freeze + extract RAM N o 433 N
AES-128 0.7% 0% 1 sec Kyber 1.0% 0.1% 3.2%3 91%

0 0 . n62.8 0
AES-256 0.65% 0% 90 sec Kyber = 1.7% 0.1% 3-2° 8%
NewHope 0.17% 0.1% 24951 84%
1Eventua| ground state decay RSA-1024 0.4% 0.001% 2.4 sec NewHope 0.25% 0.1% 260'6 81%
NTRU 0.01% 0.001% 1 hour NewHope 0.32% 0.1% 2702 81%

38880000
unnn. (ntru-crypto eps449ep1 parameter: N=449, df=134, dg=149, p=3, q=2048)

% Reference

[1] [Communications of the ACM 2009] J. A. Halderman et al., “Lest We Remember: Cold Boot Attacks on Encryption Keys”
2] [IEEE 2010] A. A. Kamal et al., “Applications of SAT solvers to AES key recovery from decayed key schedule images”

3] [SAC 2009] A. Tsow, “An improved recovery algorithm for decayed AES key schedule images”

4] [ASIACRYPT 2012] K. G. Paterson et al., “A coding-theoretic approach to recovering noisy RSA keys”

51 [INDOCRYPT 2017] K. G. Paterson et al., “Cold Boot Attacks on NTRU”
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3. Cold Boot Attack on Practical IoT device

1) Identifying the Target & Potential Vulnerabilities

v Main Target: Raspberry Pi Model B+

Top
Target Raspberry Pi model B+
A Bottom
SoC Broadcom BCM2835 (Technology: 65nm)
CPU 700 MHz ARM1176JZF-S single core

Broadcom VideoCore IV @ 250 MHz
OpenGL ES 2.0 (24 GFLOPS)
MPEG-2 and VC-1 (with license), 1080p30

GPU H.264/MPEG-4 AVC high-profile decoder and
encoder
(L2 cache of 128 KB)
Memory LPDDR2 512 MB (shared with GPU)
(SDRAM) (SAMSUNG k4p4g324eq-rgc2)
Raspberry Pi model B+
NANYANG TECHNOLOGICAL UNIVERSITY | SINGAPORE 20/ 48 [The 26th Network Security Conference-Korea
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3. Cold Boot Attack on Practical IoT device
1) Identifying the Target & Potential Vulnerabilities

v' Raspberry Pi &%} 2HH

> OSt= MEE| 7HEQl SD cardOfl BX[Z|0| 2, O] 2O A ZSSHCL,

AN — 10O L—

v BAR Y

v
jnd
rot
jo

20 2F2 Xt 0| 2|0 RAM access =7t

v
vl
AN
Ral
rir

=28 2 2 Raspberry Pi2| SD cardE W A& o= QUL

A

> BZCIAXIO SD card 22 E| OfE3H B L HEE 22 4 gict, ﬂ
SD card

% NANYANG TECHNOLOGICAL UNIVERSITY ' SINGAPORE
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3. Cold Boot Attack on Practical IoT device

Power on

1) Identifying the Target & Potential Vulnerabilities

v' Boot Sequence &= Ad

Main Target

o

RAM EHF RAM O] EH|

v

Secure Booting

!

Modify Secure Booting

l

RAM Dump A4

Kernel starts booting

4
4
4

15 stage bootloader reads bootcode.bin
the 2nd bootloades

start.elf reads system configuration parame

NANYANG TECHNOLOGICAL UNIVERSITY | SINGAPORE




s P2CE

3. Cold Boot Attack on Practical IoT device

Power on

1) Identifying the Target & Potential Vulnerabilities

v L2 cache memory

4
4
4

Potential
e «
» Attack point: Minimum 1% stage bootloader o ential
\/ RAM 1<t sta ige bootloader reads bootcode.bin

> Attack point: Minimum 2™ stage bootloader

T QP Gy A SR T cmdline.txt SDRAM

4
Kernel starts booting
v

NANYANG TECHNOLOGICAL UNIVERSITY | SINGAPORE
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3. Cold Boot Attack on Practical IoT device -

2) Recovery of image stored in RAM e
Operating System Application
_ Bare Metal -
EEL R =

v Bare-metal programming =

Hardware

> Processor, Clock, Memory M| El5t11, Z|A8HO] Boot Loader= OSSi0| o= 7|5 Z= 12 Y

5v

GPIO2 (SDA1) sV

GPIO3 (SCL1) GND
) GPIO4 (GPIO_GCLK) [GPIO14 (UART_TXDO)

)
\..l° GND IGPIO15 (UART_RXDO)

/ RAMO.” X_I XI-El 7'- OI O_I 2 — H H'l LR GPIO17 (GPIO_GENO) GPIOT8 (GPIO_GENT)
O - HA E1 - O K- | g::gg:g::g:g::ii Esizs(smo,ssm)

-

@ GPIO24 (GPIO_GENS) Specty the destination you want to connect to
GPIO10 (SPI0_MOSI) GND Seralne A Soeed
GPIOS (SPI0_MISO) GPI025 (GPIO_GENS)
GPIO11 (SPI0_CLK) GPIOB (SPI_CEO_N)
GPIO7 (SPI_CE1_N)
ID_SD (12C EEPROM) ID_SC (12C EEPROM)
o = - —_ o 134 GPIOS
> I ART EAI— 2".9.0'- HEI o RAM ol GPIOs
O L= 20 L—, O T 210 GPIO13

GPIO19

GPIO26
GND GPIO21

UART to USB ¥ &

UART Communication Program
(e.g. PuTTY)

% NANYANG TECHNOLOGICAL UNIVERSITY ' SINGAPORE
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3. Cold Boot Attack on Practical IoT device

2) Recovery of image stored in RAM

Application

Operating System Ba re M e ta l
v' Bare-metal programming Z-&05t0{, £ & Drivers T

= o

Hardware

> Processor, Clock, Memory M| El5t11, Z|A8HO] Boot Loader= OSSi0| o= 7|5 Z= 12 Y

NANYANG TECHNOLOGICAL UNIVERSITY | SINGAPORE



3. Cold Boot Attack on Practical IoT device

2) Recovery of image stored in RAM

EEFERERE Size of Physical memory FREFFRRR
setin arm_loader
(4000000) 10 Peripherals
1/0 Base setin kernel arch
/ B . C d f d, h M 'C’ Alias - direct uncached > (F2000000)
asic Command for reading the RA — et v
VCSDRAM | addresses
€0000000 (optional)
SDRAM
(for the ARM) User/Kernel split
_ determined by kernel
. . . . 1/0 Peripherals configuration {CUDUOUOU)
static inline u32 read32 (uintptr nAddress s Lz o
10 Base setin
{ — ader (20000000)
* A * . - l ﬁ
7E000000
return *(u32 volatile *) nAddress; —_— )
User-mode Page-mapped
‘4’ Alias - L2 cache Qm— Tota] System SDRAN Virtual Address
coherent (non allocating) e
— (optional)
40000000 2z VCIARM split determined
by VC platform
o O configuration
p N SDRAM
/ RAM T A| %II- |_| 0" Alias - L1 and L2 cached (forthe ARNM)
00000000
ARM Physical
Addresses
00000000 00000000

» 0x00000000 ~ 0x20000000 (512MB) o

1.2.3 ARM physical addresses

Physical addresses start at 0x00000000 for RAM.

e The ARM section of the RAM starts at 0x00000000.
e The VideoCore section of the RAM is mapped in only if the system is configured to
support a memory mapped display (this is the common case).

% SoC(Broadcom BC2835) Datasheet: https://www.raspberrypi.org/documentation/hardware/raspberrypi/bcm2835/BCM2835-ARM-Peripherals.pdf
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3. Cold Boot Attack on Practical IoT device -

2) Recovery of image stored in RAM

v" Scenario — Normal situation
1. ZLt2| X} O|OX| & RAMO| 2 E
2. Raspberry Pi OFF — ON
3.RAM= 2104, O|0|X| 2=

v" Scenario — Cold Boot Attack

o Lta| Xt o|O|X|

1. 2 Lt2| X} O|O|X| E RAMO| RIZ2E

L

2. Air DusterS &238}0 RAM & %F7| (2 -35k)
3. Raspberry Pi OFF — ON w
o Air Duster

4. RAM= 2104, O|O|X| 2E
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3. Cold Boot Attack on Practical IoT device -

2) Recovery of image stored in RAM — Result

v Temperature: -35°C

Decay time: 5 seconds 30 seconds 60 seconds 5 minutes
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3. Cold Boot Attack on Practical IoT device

2) Recovery of image stored in RAM — Result

Recovery Ratio
v O|0|X| £ A B8 59.7% 100%

95%
v Chip BH 2&:33.6% "
80%

N 75%
v’ 205 O|S}O|A] 99% E =

70%
(Decay: 1second) 65% s
60% :
55% &
S ’ -10°C
v 512MBE BEF NYot=0 S5 22 50%

Decay Time

10 seconds
5 seconds 0°C
1 second

050%-55% [0O55%-60% 60%-65% 65%-70% 0O70%-75% 0O75%-80% 0O80%-85% 0O85%-90% 0O90%-95% 0O95%-100%
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v" Disk encryption system &

Application

» BitLocker — Windows OS

— Mount point: /mnt/<mount point>

i

> FileVault — Mac OS Flle System
 Logical Block Device:
. . Decrypt /dev/mapper/<Encrypted File System>
» TrueCrypt — Windows, Mac, Linux OS Fmpm—
Encryption
> dm—crypt — Linux OS Encrypt Physical block device:
/dev/loop
>

Loop-AES — Linux OS E

¥ Disk encryption system S8 Overview of dm-crypt solution
» Partition encryption/decryption

» USB encryption/decryption
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v’ dm-cryptZh?

> kernel crypto APIE 2805} 0 Transparent Encryption= A& -

File System
*  Full disk encryption / File system encryption Decrypt| o
Dm-crypt
Encryption
1L Encrypt
> LUKS(Linux Unified Key Setup)* ZBI X| &l S N 11115 S

> OE7, 2YRE VMY RE S22

Mount point: /mnt/<mount point>

Logical Block Device:
/dev/mapper/<Encrypted File System>

Physical block device:
/dev/loop

Overview of dm-crypt solution

* LUKS(Linux Unified Key Setup) is a disk encryption specification created by C. Fruhwirh in 2004
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v LUKS Format

start offset field name length data type description
0 magic 6 byte[] magic for LUKS par-
tition header. see
LUKS MAGIC
6 version 2 uintl6_t  LUKS version
8 cipher-name 32  charf cipher name specifica- offset field name length data type description
tion .
40 cipher-mode 32 char|| (‘.iplu‘r mode specifica- 0 active 4 unit32 t state of k(‘)'.\‘l()t. en-
tion ’ 2a
72  hash-spec 32 char| hash specification abled /disabled
104 payload-offset uint32_t  start offset of the bulk 4 iterations 4 uint32 t iteration parameter for
data (in 512 bytes sec- YD1 9
tors) _‘ PBKDF2 X
108  key-bytes 4 uint32 t number of key bytes 8 salt 32 })_\'( e salt parameter for
112 mk-digest 20 byte[] master key checksum PBKDF?2
from PBKDF2 . . - .
132 mk-digest-salt 32 byte] salt parameter for mas- 40 key-material-offset 4 uint32_t  start sector of key mate-
ter key PBKDF2 rial
164 mk-digest-iter 4 uint32_t iterations parame- . o . s .
8 - . 29 . . _f .
ter for master key 44  stripes 4 uint32 t number of anti-forensic
PBKDF2 stripes
168 uuid 40 char|] UUID of the partition
208 key-slot-1 48  key slot key slot 1 Ficure 2: kev slot lavout
256 key-slot-2 48  key slot key slot 2 = ) *
544 key-slot-8 48  key slot key slot 8
592  total phdr size

&5

Figure 1: PHDR layout
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v LUKS Format

» Root of trust: passphrase or master key

» Disk layout

LUKS phdr KM1 | KM2 KMS bulk data

*  Phdr: partition header (A& &l &2 &7, 28 &, 7|20, OI2H7[ H3Y, 7| X &)

*  KMI~8: key material
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

Passphrase & &

Ex) PBKDF2, scrypt, Key deriyation . Salt
berypt, Argon2, .... fincticn * [teration count
l * Digest size
Master Key
Ex) AES-CBC-128, Block Cipher * Mode of operation
AES-XTX-512,.... * Key size
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v’ dm-crypt AHE B
(1) Connect USB and erase file system
mount /dev/sdal /mnt/tiny _usb
umount /dev/sdal
wipefs —a /dev/sdal
(2) Create a LUKS partition

cryptsetup luksFormat /dev/sdal

or

(--cipher=aes-ecb --key-size=1281t Z 2 &M 7t5)
(3) Open the encrypted drive

cryptsetup luksOpen /dev/sdal reddrive

(4) Create a filesystem

mkfs.ext4 /dev/mapper/reddrive —L reddrive

(5) Using the encrypted USB

mount /dev/mapper/reddrive /mnt/red

@ NANYANG TECHNOLOGICAL UNIVERSITY ' SINGAPORE
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// sda12| StEY X = linux tiny usb =5 0| It A|AEH AHZ
// mountE A|AE A A S Al

// sda12| file system A K|

// /dev/mapper/reddrive L E[ 4 0] luksA| A S HZAStD He

// (passphrase & &)

// (passphrase & &)

// reddrive partition= /mnt/red 25 0f| T} Y A|AE AHZ
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v’ dm-crypt AHE B
(6) Unmount the USB and close LUKS
umount /mnt/red

cryptsetup luksClose reddrive

B
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

pi@raspberrypi

—_— - i v o x‘ red
/ dllrl-(:r}lr)tE USB %I-29-|- X|_I OOH »s Help | File | Edit |View| Sort||Go| Tools

|| b 3“‘1“1‘ S 2w e L mintyred

b e

b il Public

> B= default 8™

b | M| Templates

gt mtied ey ||

Build | Tools | | Help

il - 9 % Ul Sl - i

T

File Edit Search View Document Pr

> AT AES-XTS-512

Symbols » | netseckr_2020.txt %

1 hetsec kr 2020 secret informationi
No symbols found netsec kr 2020 secret information2
netsec kr 2020 secret information3
netsec kr 2020 secret information4
netsec kr 2020 secret informations
netsec kr 2020 secret information6é

~NouswN

> 2% (netseckr 2020.txt) 2450 X%

G »
17:44:50: This is Geany 1.33. ‘
Statys | 17:44:50: File /mnt/red/netseckr 2020, txt opened(1). |

Compiler

line:1 /7 col:0 sel:0  INS TAB 'mode:LF ' encoding:UTF-8  filetype: None! | scope:unknown

‘ b sys Ml
A b tmp I

usr
+2 items
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v /dev/mapper/reddrive Li &

00000360: 000 0000 0000 0000 0000 0000 0006
00000370: 0000 0000 0000 0000 0000 0000 0060
00000380: 0OOO O0OO 000D G000 0000 0000 6000
000B0390: 0ERE 0OOO 0000 0000 0000 0000 0000
: ODGO 0000 0000 0000 0000 0000 0000

: OPO0 000G OO0 0000 0000 0000 0000

: OOOO 00O 00RO 00RO 0000 00EO 00O

0000 0000 000G 0000 0000 0000 0000

0000 0BO0 00LO 0000 00EO 0EOO 0O

000 OO0D 0RO 000O 00O 0000 0000

46bc 6300 fofe 0e00 3fbf 0000 265

34bc ©300 ©OOO 0000 0200 00O 0200

BB80 6006 0080 0000 e0lf 0000 c3db

c3db 8b5e 6200 ffff 53ef 0100 0100

: c4d3 8b5e 0060 0OOO 0OOO 0OOO 0100

: BBBP 60BE ©bOO 0AEO 0001 0O 3cee

: c662 6PEP 6bB4 0000 f6fe 1c91 9310

: 99ce 56e0 2ad9 02e8 7265 6464 7269

: DBBP 6PPO PPEO 0PPO 2f6d 6e74 2f72

: ©6BG OPOO OPEO 6OEO 00O 0OEO 0000

: OBOO POOP 0PAE POEO OO0 00EO 0000

reddrive
/mnt/red

: BBO PO OOPO OO OO 0000 0000
: OOBO 0OPO OPOO 0OPO POEO 00O0 0000
: OOBO 0POO POOO 0POO PEEO 0000 0000
: 0860 00PO 0POO 0OPO PPEO 0OOO 3e30
: 6efc 46ec 88ba cd6l a4ca 490a 0101
: Oco0 0PPO PPEO 0POO c4d3 8bSe Oaf3

il
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3} 0|

-

—

021200341
092100044
0210008

821000
021e00b:
821e00c
021e00d4:
821e0004:
0210074
921e0104:
821e0114:
821e0124:
82101341
021e0144:
021e0154
92100164

821e0lca:

7400 0 0000 O
0000 Q00D Q00R Q8RR
0000 Q000 0000 aeee
0000 0000 0000 0009
000 0000 000D QB
0000 0000 0000 9088
0000 0000 0080 0088
0000 0000 00080 008
0000 0000 0000 008
0000 0000 0000 68Ed
0000 0000 0000 0880
0000 0000 0000 0880
0000 0000 0000 0088
0000 0000 000 0BR0
0000 0000 0000 0000
0000 0000 0000 0088
0000 0000 0009 9900
0000 0000 0000 0008
0000 0000 0000 8000
0000 0000 000 0080
0000 0000 0000 0080
0000 0000 0000 0088
0000 0000 0000 0089
0000 0000 0000 0888
0000 0000 0000 6880

000!
0000
0000
0000
0008
0009
0000
0080
0000
0008
0000
0008
0008
0000
0000
0000
0008
0000
9000
0000
0008
9000
0000
0008
(L

0009
0008
0008
09009
0008
0008
0008
0008
0000
0000
0000
0000
0000
0000
0000
0000
0000
0009
0000
0000
0000
0000
9000
0008
0008

302e
0008
0000
0008
0000
0080
0000
0000
0000
0800
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

0000

0008

0008

(L

0000

7478 netseckr_2020.t

File Edit Tabs Help

081e00
081e001
081e0020:
081e0030:
081e0040:
081e0050:
081e0060:
081e0070:
081e0080:
081e0090:
081e00a0:
081e006b0:
081e00cO:
081e00d0:
081e00e0:
081e00f0:
081e0100:
081e0110:
081e0120:
081e0130:
081e0140:
081e0150:
081e0160:
081e0170:

3230
6174
2032
6f72
206b
696e
7365
6574
6e65
6563
6e35
3020
7469
0000
0000
0000
0000
0000
0000
0000
0000

0000

0000

netsec kr 2020 s
ecret informatio
nl.netsec kr 202
0 secret informa
tion2.netsec kr

2020 secret info
rmation3.netsec

kr 2020 secret i
nformationd.nets
ec kr 2020 secre
t information5.n
etsec kr 2020 se
cret information
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

rE

079CEC60 2E 41 52 4D 2E 65 78 74 61 62 2E 69 6E 69 74 2E 74 65 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.extab.init.text..
079CEC80 2E 41 52 4D 2E €5 78 69 64 78 2E €9 6E 69 74 2E 74 65 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.exidx.init.text..
079CECA0 2E 41 52 4D 2E 65 78 74 61 62 2E 65 78 69 74 2E 74 €5 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.extab.exit.text..
079CECCO 2E 41 52 4D 2E €5 78 69 64 78 2E €5 78 69 74 2E 74 €5 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.exidx.eXit.Text..
2E 72 6F 64 61 74 €1 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2E 72 €F 64 61 74 61 2E 73 74 72 31 2E 3¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .rodata.strl.
SF 5F 6D 63 6F 75 6E 74 SF 6C 6F 63 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 _ mcount_loc.
2E 6E 6F 74 65 2E 4C 69 €E 75 78 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .note.Linux.
2E €4 61 74 61 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
SF 5F 62 75 67 SF 74 61 62 6C 65 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2E 64 €1 74 61 2E 6F 6E €3 65 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2E 67 6E 75 2E 6C 69 6E 6B 6F 6E 63 65 2E 74 68 69 73 SF €D 6F 64 75 6C 65 00 00 00 00 00 00 00
2E 70 €C 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .Plt..........
2E €9 6E 69 74 2E 70 6C 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .init.plt.
2E 62 73 73 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .bss..
2E 73 79 €D 74 61 62 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .symtab.
2E 73 74 72 74 61 62 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .strtab.
2E 6E €F 74 65 2E 67 €E 75 2E 62 75 69 €C €4 2D 69 64 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2E 74 €5 78 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
079CEECO 2E 69 6E 69 74 2E 74 65 78 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
079CEEE0 2E 65 78 69 74 2E 74 65 78 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
079CEF00 2E 41 52 4D 2E 65 78 74 61 62 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
079CEF20 2E 41 52 4D 2E 65 78 69 64 78 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367780 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367720 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
133677C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
133677E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367800 00 00 00 00 24 B9 35 CO CO 28 17 BF FO 28 17 BF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367820 00 40 17 BF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367840 7E OF 01 CO 4B AB 87 65 65 19 Cl OD D2 6A 27 5D DA E4 DE 93 F8 F7 OE 18 16 60 FD 58 77 CB 7E E1
13367860 60 FC F9 35 2B 57 7E 50 4E 4E BF 5D 9C 24 98 00 04 D2 98 FO FC 25 96 ES EA 45 6B B3 9D SE 15 52
13367880 7B A5 F9 6B 50 F2 87 3B 1E BC 38 66 82 98 A0 €6 17 94 78 C3 EB Bl EE 2B 01 F4 85 98 9C 7A 90 CA
13367820 A5 C5 8D BS FS 37 OA SE EB 8B 32 ES 69 13 92 SE EE E9 37 DA 05 58 D9 F1 04 AC 5C 69 98 Dé CC A3
133678C0 5B SE 87 F3 AE B9 8D 7D 45 32 BF 95 2C 21 2D 1B 9F 14 EF 75 9A 4C 36 84 9E EO €A ED 06 36 A6 4E
133678E0 4E AA A8 9C EO 13 25 E1 A5 21 9A 74 89 00 B7 €F 38 77 46 DD A2 3B 70 59 3C DB 1A B4 3A ED BC FA N*"xa.3a¥!3t
13367900 3B CF 85 1C DB DC A0 FD 7E FD 3A 89 F7 FD 8D E6 50 23 1B 53 F2 18 6B OA CE C3 71 BE F4 2E CD 44 ;I..00 y~y
13367920 4A 72 9E A3 91 AE 3E SE EF 53 04 D7 18 AE 89 31 42 72 9E A3 91 AE 3E SE EF 53 04 D7 18 AE 89 31 Jr22'®>"iS.x.@k1Jrzf '®>"iS.x.®kl
13367940 79 70 44 76 DO 09 44 16 96 DB B6 39 42 BD DD 71 2E 12 4A 1B 9E 1C 51 89 C3 08 E7 1C 54 35 EC EC ypDvD.D.-0998¥q..J.2.Q%4. .
13367960 6B AS A6 BC A9 79 00 60 46 D2 F2 2F D4 66 €3 48 22 7C 7F F1 BO OE 1B 92 5D 14 B6 95 97 3D 0B FO k¥{MOy. FO&/Ofka"| AES_XTX_S 12 Block Clpher

13367980 DO FF 82 BC C2 DC A6 DC EF AB F2 4F 92 B4 99 €7 €9 AD EC 89 92 72 €4 63 ED 1A AD 07 CA 29 BD 65 Dy,%AU 01«00’ ">gi . . ];if: Si}lf:
1336790 52 79 44 85 12 23 24 60 2D 77 54 93 7D 1F 6B 28 6B 20 F3 EO FB DF 88 EA 7F 68 C9 64 27 33 10 62 RyD...#$ -wI“}.k(k 6238°2.hEd'3.b )/
133679C0 4E F3 51 D4 40 5A 60 E5 3F 54 70 F3 50 68 3F BB F& 12 E2 44 90 FF 7B OA 84 B7 41 8E 58 5B D9 06 NoQORZ &2TpoPh2?»e.aD.¥{., AZX[U.

133679E0 CC F7 37 B2 OE A9 31 31 7F OE 10 16 6F 3C 4F 48 F7 19 CE 70 68 ED 99 4E 14 48 3A 84 DC EC 98 88 1 o<OH:. fphi=N.H:, 01"

13367200 70 91 92 00 C2 SE 06 83 71 A7 21 27 10 32 SF SE 7E OF 01 CO 4B AB 87 65 65 19 Cl OD D2 6A 27 5D p‘’.A .2_"~..BR«tec.A.03']
13367420 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 B
13367240 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367260 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367280 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
13367AR0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

v 2 F =l RAMO| A Master Key 215 &f

o Passphrase & &

" Ex)PBKDF2, scrypt, | Keyderivation | . gat
berypt, Argon2, .... funcicn * [teration count

* Digest size

Master Ke

i
¥.iusL6,2431.6:N
08wFY¥e¢;py<y. " :ite

* Mode of operation

& o 5
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

rE

v 2 F =l RAMO| A Master Key 215 &f

2 4D 2E 65
2E 41 52 4D 2E 65
2E 41 52 4D 2E 65

=

74 €1 €2 2E 69 6E €9 74 2E 74 65 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.extab.init.text..
€9 64 78 2E €9 6E €9 74 2E 74 €5 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.exidx.init.text..
€1 62 2E 65 78 €9 74 2E 74 €5 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.extab.exit.text..
2E 41 52 4D 2E &5 €9 64 78 2E €5 78 69 74 2E 74 €5 78 74 00 00 00 00 00 00 00 00 00 00 00 00 .ARM.exidx.exit.text..
2E 72 €F €4 61 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
2E 72 6F €4 61 74 61 2E 73 74 72 31 2E 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .rodata.strl.
SF S5F €D 63 6F 75 6E 74 S5F 6C 6F 63 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 _ mcount_loc..
2E 6E 6F 74 €5 2E 4C €9 6E 75 78 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 .note.Linux.
2E €4 61 74 61 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0O 00 00 00 00 0O
S5F SF €2 75 €7 SF 74 €1 €2 6C €5 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
079CEDAO 2E 64 61 74 61 2E 6F 6E 63 65 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
079CEDCO 2E €7 6E 75 2E €C €9 6E €B €F 6E 63 65 2E 74 68 €9 73 SF €D 6F €4 75 €C 65 00 00 00 00 00 00 00
079CEDEO 2E 70 6C 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 .plt......
2E €9 €6E €9 74 2E 70 €C 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .init.plt.
2E 62 73 73 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .bss..
079CEE40 2E 73 79 6D 74 €1 €2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .symtab.
079CEE60 2E 73 74 72 74 €1 62 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 OO 00 00 00 00 00 .strtab.
079CEE80 2E 6E 6F 74 €5 2E €7 6E 75 2E 62 75 €9 €C €4 2D €9 €4 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
2E 74 €5 78 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00
079CEECO 2E 69 6E 69 74 2E 74 65 78 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
079CEEE0 2E 65 78 69 74 2E 74 65 78 74 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
079CEF00 2E 41 52 4D 2E €5 78 74 61 €2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
079CEF20 2E 41 52 4D 2E 65 78 69 64 78 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 0O
1336778 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
133677A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 0O 0O 00 00 00 00 00 00 00 00 00
133€677C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O 00 00 00 0O 00 00 00 00 00 00
133€77E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
13367800 00 00 00 00 24 B9 35 CO CO 28 17 BF FO 28 17 BF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key

v aeskeyfind £ master key S 2 A=

root@ubuntu: /home/yooseung/Desktop/W

File Edit View Search Terminal Help

root@ubuntu: /home/yooseung/Desktop/WORK/MEM_AES_ SEARCH/aeskeyfind# 1s

20200706_RAM_DUMP_CBA.bin aes.c aes.h aeskeyfind aeskeyfind.c aeskeyfind.o aes.o DATA.BIN LICENSE
root@ubuntu: /home/yooseung/Desktop/WORK/MEM_AES SEARCH/aeskeyfind# ./aeskeyfind 20200706 RAM DUMP_CBA.bin
len: 402653184

ccb66669abb81edbb4a70fe8887fc75ce17a2e283¢c268143eed1870f61912a19
4b4c20e23c51ee7154c67f9ac2ccd474f2a719¢c1a83c2a52192bfal12cde2d30d
fadffe97d7b696fadc6de0672431ab74fbd495f87762aca507a3b68e059032e5
7e0f01c04bab87656519c10dd26a275ddae4de93f8f70e181660fd5b77cb7eel
39f8b80dfa81f14ccd2d7c8alc442fb67c1ff3ca38adc663ffdf8d20bcb463a8

Keyfind progress: 100%

root@ubuntu: /home/yooseung/Desktop/WORK/MEM_AES_SEARCH/aeskeyfind#

v' https://citp.princeton.edu/our-work/memory/
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3. Cold Boot Attack on Practical IoT device -

3) Recovery of the dm-crypt master key

\/ AEI X‘” master key 9" I:Il le_ root@ubuntu: /home/yooseung/Desktop/W

. File Edit View Search Terminal Help
(Default AES_XTS 512) root@ubuntu: /home/yooseung/Desktop/WORK/MEM_AES_SEARCH/aeskeyfind# 1s
20200706_RAM_DUMP_CBA.bin aes.c aes.h aeskeyfind aeskeyfind.c aeskeyfind.o aes.o DATA.BIN LICENSE
root@ubuntu: /home/yooseung/Desktop/WORK/MEM_AES_SEARCH/aeskeyfind# ./aeskeyfind 20200706 _RAM_DUMP_CBA.bin

len: 402653184

ccb66669abb81edbb4a70fe8887fc75cel17a2e283c268143eed1870f619f2a19
4b4c20e23c51ee7154c67f9ac2ccd474f2a719c1a83c2a52192bfa12cde2d30d
fadffe97d7b696fadc6de0672431ab74fbd495f87762aca507a3b68e059032e5
7e0f01c04bab87656519c10dd26a275ddae4de93f8f70e181660fd5b77cb7eel
39f8b80dfag81f14ccd2d7c8al1c442fb67c1ff3ca38adc663ffdf8d20bcb463a8
Keyfind progress: 100%

root@ubuntu: /home/yooseung/Desktop/WORK/MEM_AES_SEARCH/aeskeyfind#

cryptsetup luksDump -q --dump-master-key /dev/sdal | grep -A 3 'MK dump' | sed -¢ 's/MK dump://g' -e 's/\s//g' | xxd -r -p >
(Lt 20| &).bin
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3. Cold Boot Attack on Practical IoT device

3) Recovery of the dm-crypt master key
v' Passphrase 910| master key= A& 523}
> cryptsetup --master-key-file (7| It &) luksOpen /dev/sdal reddrive

Cold Boot Attack@ 2 &OtLH 7| gk
(Hex ValueZ 7| )

, l PassPhrase”/} Of tl master key It ¥ 2
3.86 ¢ won FAT32 (LBA) USB &3} 8} A

3.8G

Open ~ netseckr_2020.txt
netsec kr 2020 secret informationi
netsec kr 2020 secret information2
netsec kr 2020 secret information3
netsec kr 2020 secret information4
netsec kr 2020 secret information5
netsec kr 2020 secret information6
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4. Conclusion

* (Cold Boot Attack
v SZESH= RAMO|| = Boot Sequence T 2f O 20| 2t 54 75
> RAM LI StEQ|0] Of- 87| ¥ 2l Scrambler (DDR3, DDR4)= O EX| & H 23| 7ts

v ToT HX[E 28t Security Solution0f| CSHA] Cold Boot Attack 0| CHeH CHS 7| 112 ER

= O

« Cold Boot Attack]| CH ot L& 7| H

v [Disk Encryption CH & 7| 8] RAM= Z-&05IX| £,
Register0| Master keyS X &0 f 2o} 5f= £F 0| EXY

> EL O 2= 49 2R

v RAM W& SIEY|O] CHS 7|2 latencyE 1 2{5t0 ChaCha, AES &2 &112|& A ¢t
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