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360373106 426h-ald-FOeGD04aNRT,  COTAFAMBAOSOBDESEF; [2OHE M7 B HA] FOGBATS018007ISCET0NDOC200GEDACEIC C2O0OGEDACBIIC nl
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- . { = ]
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= - "agent":"XMRig/2.5.3
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9140800450001 EBO00040003D06 70CD8 IFEAAT

C606564222C226C 6566745
26DB574616461746150657263656E744 36FED
S 3746564222C227065657273
3 64696E67546F

68656E44¢ 221
646F776E6CEFE 164446
706C6F6164526174696]
5573225D2C2269647322:
D

26563656E746C792D616374697665227D7

Step 1

\#00'x00*\ 20020 1\ 14200\ 290\ e0bh b1 4\ 08\ =00E 0\ 201,

N0\ =0=\xp\zod\ <81 \efe'maa\dd 2 Oe'\wr 1 &\ e | \bb\,
#07\ze5eTM\ead\sm T\xB9 ' eBa\wB0\c 1808 \m e P 0\c0\s)

1108\ 23 \eB3\r! \mod \re I method" torrent-get” argqument
&' {fields"{'id", "error”,"errorSiring” eta’, isFinished" 'isStalled" leftUnt
IDene’, metadataPercentComplete peersConnected” peersGetiingfr

omls", peersSendingTols" ‘percentDone” ‘queuePostion” Tat=Dovn]

oad" ratellpload" rechectPromress’ seedRatioMlods” "seedRatioLimit’,
“szelhenDone” "status’ ‘trackers’, ‘downloadDir’ ‘uploadedEver’ uplo
adRatio’, webseedsSendmalolls'] ids" recently-active T}

b\

Step 2

0200\ 0\ z0 1L 400\ x50\ b9l 4\l VOB w00\0L,
¥eb w00\ e00@\x0=\e6p ol w81 \cfe e B\ 1 e
07T \mad e 7\c89' 206 x8a B0\ 18\ 0B \m ek L F\ 200\ x0\x0
Tva0 1 \x0B\ni\e8d\eB5\r] e \ze | method" torrent -get” "argument
o' {'fields"['id’ "errar”, ‘errorSiring' eta”, isFinished",isStalled” TeftUnt
iDone""metadataPercentComplete" "peersConnected” ‘peersGettingFr
omls’ ‘peersSendingToUs""percentDone’ queucPosition” rateDownl
0ad", retelpload ‘recheckProgress’'ssedRatiollode’ "seedRatiolimit',
"sizeWhenDone' "status” ‘trackers’,"downloadDir’, uploadedEver” "uplo
gdRatio”"webseedsSendingTols'] ids". recently-active}

Step 3

ARRARARYIIA (ST ARAYINNT-A
IRE RN RARYY

i\ \ef\
‘[tields"{3d""error” "errorSiring
ete” "iinished” isStalled” TefmtDone” ‘metadamPercent Complete”.

"peersConnected” peersCettingPromls” ‘peersSendingTols' ercent

['method" 'forrent-get’ ‘erguments’

Dane” ‘quenePosifion”. reteDowmloed”. telpload” recheckProgress”.
"sedRatiollode’‘seedRatioLimt” ‘szelhenDlone status” trackers’ d
omloedlr' ‘yploadedErer’ ‘ploadRatio” ‘webseedsSendingTolls'] id

o recently-artive}

IRV/IRRRRY
AL b LY

W\ i

{'method"'torrent-gef” "arguments"{Tielde"{'id" "error” "errorSiring””
et sFimished ‘jsStalled" TeftUnfillone” metadaimPercent Complete',
“peersConnected peerstetfinaFromlls’, peersSendingTolls' "percent
Done”"mueuePosition”. meteDowmload” ‘matellpload” recheckProgress’.
“seedRatioblode”"seedRatiolimif,"soelhenTlone status” trackers’"d
owmloadDir’ “uploadedFrer’ uploadRatic” WebseedsSendingTolls] 'id
o recently-active

Step 5

| @ s
L oy r  method torrentget
arguments  fields i emor emorSiring efe isFinished
isStelled  efilntDone  metadaisPercentComplete
peersConpected  peersCettingFromls  peersSendinglols
percentDone  quewePosition  mteDownload  rateliploed
rechechProgress  sesdRaficloge  seedftiolimtt slhenDone
sttus treckers  downloadir  uploadedEver  uploadRafio
webssedsSendnaTolls s recentiy-active

Step 6

| @ s

method  torrent-get
argments  felds W emor emorSitng e iFinished
is%taled  lefiUntDone  metadataPercentComplete
peersConnected  peersGettingFromls  pearsSendingTols
percentDone  queuePosition  raieDownload  retelipload
recheckProgress  seedRatiollode  seecRefiolimit  szelhenDone
situs trackers downloedDi uploadedEver uploadRatio
vebseedsSendingTolls s recently-aetive

L mr T

Step 7

n @ p st
method  torrent-get
argments  fields © emor emorstng efs idnished
sgalled  efnflions  metadatapercenicomplete
peerscormected  peersgettingiromus  peerssendngious

n my T

percentdons  queucposition rfedownlosd  rateupload
racheckprogress  seedratiomode  seedratiolmit  szewhendons
status trachers downloaddir uploadedever uploadratio
webseedssendingious s recenfly-sctve

Step 8
n P s
method torrent-gat  arguments

felds W emor emorstrng el fmished sl
leftuntldone  mefadatapercentcomplete  peerscomnectd

n T

peersgettingromus  peerssendingtous  percentdons
queuspestion ratedownload mateupload  recheckprogress
sedmtbmode  seedratiolimit  sizewhendone  stas  trackers
downloeddir uploadedever uploadretio  webseedssendingtous

s recently-actve

Step 9

n ) sim
1 ny r  method torrent-get arguments
fields 1 emor emorstng et isimished isstalled
lefuntildons  mewdstaperoentoomplete  peersconnectsd
peersgettingfromus  pesrssendingious  percentione
queseposition  matedovnboad retewpload  rechechprogress
seedratiomode  sesdratiolinnt  sizsvhendons stz trackers
downloaddir uplosdedever uploadratio  webseedssendingtous

e recenfy-active

Step 10

i P sTm
L ow r method torrent-get erguments
fells 1 emor emorsting el ifmished sstaled
lefuntilone  memdataperoentromplete  pesraconnectsd
peersgsiinaiiomus  pesrasendngtous  percentions
queueposition  ratedovmlcad  reteupload  recheckprograss
ssedratiomods  seedrstiolinit  clzsvhendone  stams  trackers
downloaddir  uploadedever uploadratio  webseedssendingtous

ds recenfy-actve

Step 11

il p sfm
n nw r method torrentget arguments
felds i emor emorstrng et ifmished  Isstelled
leftuntldons  medatapercentoomplete  pesrscommactsd
peersestingiromus  peerssendingious  percentdone
queusposition  ratedowmload  rmteupload  rechechprogress
sedmtomode  secdrafiolimit doovhendone  sfshis  frackers
downloaddir  uploadedever uploadratio  webseedssendingious

ds recenfly-acive

Step 12

sTm niw method torrent-get arguments fields id ervor errorsring
et igmished sstaled eftunildome meladateperceniomplete
peerscomnected peersgetingfromus peerssendingious percentions
queepostion ratedomnload rateuplosd rechectprogress
seedrafiomeds sssdratiofmit Szevhendone safus frackers
domlogddr uplogdederer uploadrato webseedssendingtous ids
recently-sofive

Step 13

sTm niw method torrent-get arguments fields id ervor errorsring
et igmished sstaled eftunildome meladateperceniomplete
peerscomnected peersgetingfromus peerssendingious percentions
queepostion ratedomnload rateuplosd rechectprogress
seedrafiomeds sssdratiofmit Szevhendone safus frackers
domlogddr uplogdederer uploadrato webseedssendingtous ids
recently-sofive
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o CHE E4UI0f| mE CIE BN =1t

- o) 24 7I=2| xlo], TEH M3 Ho|, BA i FEL JIEL FH Ol S

SH ME

= . |

1) MN/HT | Z& json 23 EE :—;/‘z,”:
TYEEL .—.: Sy M o5 BY |

Lo o o o o - ——

701100
oono| B

3311 EAl
100101 b

Ty E RS

= 1L

239/ Ip BE RF
9tY Agent Z & 29/

"jsonrpc":"2. hod":"login","params":

A

"Iogin":”ABC@abc.com‘-

"pass":"x", -
"agent":"XMRiqg/2.5.3

(Windows NT 10.0; Win64; x64) _,
ibuv/T.14.1 msvc/20177 : HOFH|EE 10
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o S EAl0ll I CIE BA o

- Of) 241 Mo £}, BE 271/HM WA, BMOjA £t S

ECRE X7 2N e ECRE
00
— el

010110 “OtA Web packet LA Al
]00]01 Web/Host Connection

Web/Host ConnectionO]

AFEfQ} 2HA|S1 0] ‘Close’ O] X|2F

M& A|E2
oA Y H = oopr hack.abc.com
BAE =72Y oF A3 9 upa

=

ot Web ZZ O|X|TF,
Web/Host ConnectionO| ‘Close’ A%
& Mz 'QFEloz B2

== | =

/includesffckeditor/editor/filemanager

connection:| close
=+ host: |ﬁacE.ch.com —
user-agent: Apache-HttpClient/4.1
Host connection:|close

efof £
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o AlZkxiol o2 CHE B4 Hi}

- o) S AIMOIM BE 27/38 W S

T EARCREIEE)

010110

100101 100101

®
uEI

ol ALX| S&E FTA — 2 ™ENDB

Mo AKX ol Y 52
‘http://www.abc.com/exe/’

Accept: image/png, image/svg+xml
Referer: http://www.abc.com/exe/

Accept-Language: ko-KR ~2
=+ User-Agent: Mozilla/5.0 -~ 2 15D
Accept-Encoding: gzip, deflate

Host: hack.abc.com
If-Modified-Since: Tue, 01 Oct
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o W - 2| #ZFxi0[0f] E CHE A Hi}

- 0ol) SZ/ulsi AlA”S| CHE OS/MH|A/ZE/HERT 7Y S

o

jjzl -E—*—-l(Windows) =78 OS%Zl:IUiHUX) i

N "agent":"XMRig/2.5.3
a9 1011008 uUbuntu16.0.1; x86: x64; GNU/LINUX
o 010:01 libuv/1.14.1 msvc/2017")

100101 '

"agent":"XMRig/2.5.3

Ubuntu16.0.1; x86; x64; GNU/LINUX
libuv/1.14.1 msvc/2017"}

}
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010::0
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Src IP, Dst IP, Port, Direction,
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(TF-IDF, Cosine SAIk, Pearson M4 T

D

(1/11)

¢ HoHUN 4IOlE 2dy =HH Y X EXt
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¢ HOHUN UI0IE 2y HH SYE

Stepl. Ak2A 2] 7|4k obAd 9] dlo|y F=

52 57

|
+ 2017 ~ 2018 Al2X2| H=(YE e 4 ) - & 1062H

X SHESUIOIEIE AH201)] 9100 MEPH ™HEH H =

Step2. oh4d B dlolE 71U FAE P2

oy HolE M fAE dE

oy W9l HIolE 2}

TE DB /AL HIQ

AN dE Hogy
E’&(feature) MY

Src IP, Dst IP, Port, Direction,
Payload(header MI2|)

o

o Pm T AT HE
(| BT TR

(TF-IDF, Cosine MEZ, Pearson H4 §

C067AF4AAB40503DE |
192.168.0.1 192.168.9.1 SFF2C3008004500002
FBF3E400..

BDSFF4AA840503DE
2 192.168.10.1 192.168.21.3 80 IN SFF2C3008004500002

FEF3E400...

CO6TAF4AAS40503DE

192.168.0.9 192.168.9.1 80 IN SFF2C8008004500002

EBEJEALL
.

7| = o|HMIE

' 3

L]
»

~ ZtEd 7t H| i o]l
(e 9 SALE AH A
192.168.0.1 < » 192.168.0.9
- -

16

BDSFF4AA840503DESFF2C8008004500002FBF3E400... <—» CO067AF4AAB840503DE5SFF2C8008004500002FBF3E412...
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E aE
u

¢ SOoHU HI0lE 2y St BEE
Step2. ¢t A dloly 7Hk

TF-IDF & Cosine SAIT &£ ditHo| (f
« oJHlEY : Wepb-PAT-Apache_Struts(CVE17-5638).17030804@
o AA EAQ A4 : 10,0007

- AA deoje] 5 : 3,560
+ 7]& Rolo|HEES slof TF-IDF Matrix 2%
& ] & 883} 34 3,56071
N
Accept- . . .
encoding identity keep-alive
Event 1 1 4 1 1 0
Event 2 1 4 1 1 0
Event 3 1 4 1 1 0
Event 4 1 4 1 0 1
Event 5 0 1 0 0 0
Event 10,000 0 1 1 1 0
DF 2,219 9,990 5,560 5,079 2,953
1 10,000 1 10,000 10,000 10,000 l 10,000
IDF G219+  ®Gooo+ 1 8Gseorr 8G9+ 1 8Go5s1 | 17
=0.6536 =0.0004 =0.2548 =0.2941 =0.5295




03 HOHUN ML A/ML 2t& HIOIE 7= - WHE (1) O

¢ ZOHEN dI0lH a3y =Y BEE
Step2. <4 A9 dole /% FAE AE HH - AAE AL

TF-IDF & Cosine SAIT &£ Ol (f
« ZA oM E 10,000/¢ TF-IDF%} 24

Ex) Event 1& 7]£2 = http¢] TF = 4, http¢] IDF = 0.0004, TF-IDF =
4+0.0004 = 0.0016

TF-IDF Matrix

AN
Accept- . . .
encoding identity keep-alive
Event 1 0.6536 0.0016 0.2548 0.2941 0
Event 2 0.6536 0.0016 0.2548 0.2941 0
Event 3 0.6536 0.0016 0.2548 0.2941 0
Event 4 0.6536 0.0016 0.2548 0 0.5296
Event 5 0 0.0004 0 0 0
Event 10,000 0 0.0016 0 0 0

18



H HE  (511) @D
& HoHuUN HI0E LA = WHE

Step2. ¢t 4 wlolg 7 AR HE WY - FAE A4

TF-IDF & Cosine SAIT &£ 4itHo| (f

. A o|ME 10,0007 ¢ TF-IDFZ &4
Ex) Event 1% 7|2 % http2] TF = 4, http9] IDF = 0.0004, TF-IDF = 4*0.0004 = 0.0016

. AZAT o]Po] Y& RekolwE A

Accept- : : .
encoding identity keep-alive
Accident Event 1 0.6536 0.0016 0.2548 0.2941 0
Accident Event n 1.3072 0.0004 0 0.5842 0
Accept- . .
encoding 3003
Event 1 0.6536 0.0016 0.2548 0.2941 0
Araxe
Event 2 0.6536 0.0016 0.2548 0.2941 0
Event 3 0.6536 0.0016 0.2548 0.2941 0
Event 4 0.6536 0.0016 0.2548 0 0.5296
yirs - B
Event 10,000 0 0.0016 0 0 0 |
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¢ SHOBUN HIOIE &N =ty WHE

Step2. ¢t 4 wlolg 7 AR HE WY - FAE A4

TF-IDF & Cosine SAIT &£ 4itHo| (f

. A o|ME 10,0007 ¢ TF-IDFZ &4
Ex) Event 1% 7|2 % http2] TF = 4, http9] IDF = 0.0004, TF-IDF = 4*0.0004 = 0.0016

. AZAT o]Po] Y& RekolwE A

« AR HoE gt Yz o ES(10,000—n7) 7] FAEE SA

Accept- : : .
encoding identity keep-alive
Accident Event 1 0.6536 0.0016 0.2548 0.2941 0
Accident Event n 1.3072 0.0004 0 0.5842 0
Accept- . .
encoding 3003
Event 1 0.6536 0.0016 0.2548 0.2941 0
Event 2 0.6536 0.0016 0.2548 0.2941 0
Event 3 0.6536 0.0016 0.2548 0.2941 0
Event 4 0.6536 0.0016 0.2548 0 0.5296
Event 10,000 0 0.0016 0 0 0

cos
similarity

20



03  SOHUE M AI/ML St HIOIE 7= - BE  (7/11) D

¢ SoHU 4ol 2y S Y

Step2. o} A4 dlolg 7dk FAE HE WR - FAE A4

TF-IDF & Cosine SAIE &L ditHo| (f

AB
lAllBIl

* similarity = cos(8) =

: o
« Accident Eventl & Event 3 A%
Slmllarlt 0.6536%0.6536+0.0016%0.0016+0.2548+%0.2548+0.2941%0.2941
y 10.6536%0.6536+0.0016+0.0016+0.2548%0.2548+0.2941%0.2941%1/0.6536+*0.6536+0.0016+0.0016+0.2548%0.2548+0.2941 0. 294-1

A
« Accident Eventl }& Event 4 A= \
=0.7360

0.6536%0.6536+0.0016%0.0016+0.2548%0.2548+0.2941%0+0%0.5296
V.6536%0.6536+0.0016+0.0016+0.2548x0.2548+0.2941x0.2941%/0.6536+%0.6536+0.0016+0.0016+0.2548+0.2548+0x0+0.529640.5296 -

*  similarity =

Accept-

encoding identity keep-alive

Accident Event 1

Accept- . . _
encoding identity keep-alive

similarity
Event 3 ) ) ) ) ‘ /
Event 4 . . . .
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TF-IDF & Cos F2At% A4 F Z} o]WlE fALE E AE7HFA 29) A5 A4
Flo] REE FA S @l ZAolrt ZojAW SA 2= B Ao 7} A uk ©hof
o] /|$+= A}e]7} A o] TF-IDF & Cos FAEN A= 2 s}o)7} UA] 34
Case 1 & Case 29| Cos FAEE 70%°] A (77]¢] <ol F 57 €x])
olg| & H-2-& &3} Y Cos A A3 S Sd3Hs17] $13H4 80% A

CASE 1 dd, eval, base64_decode, post, z0

COS‘ﬁ"IE
70%_°I¥

dd, eval, base64 decode, post, z0, z0,

ggluav9zzxgoimrpc3bsyxlfzxjyb3jziiwimcipoObzzxrfdgltzv9sawlpdcgwkitac2vOx21hz?2lj
CASE 2 x3f1b3rlc19ydw50awil
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CASE: FAIE B4 Z1IE UEE + 8= 32

Uhjvz3jhbsbnyw5hz2vyaa

“Uhjvz3jhbsbnyw5hz2vyaa== “ — “Program Manager” (base 64 decoding)
Trojane] 29X 52 =AY, A 7M5AE Z5)

> H= HO0=ZJ01 YT 80F =)0 4 88

Get, http, host, accept, text, html, accept-encoding, deflate, gzip, identity, user-agent, mozilla,
windows, nt, rv, 9.0.1, gecko, firefox, 9.0.1

3

> NIPY & M2 B XN 2M g

o

FANAE e 5 Gk Bol B
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04 Si= HI0IH A= Eill  (3/3)

ol HI0IE SBA X Z8 AS

AdA3 - &£F 3E (Confusion matrix)

Confusion matrix, without normalization 201810
2000000
1750000 5000000
correct - B 35002 1500000 0 812764 66708
4000000
— 1250000

z —

© E]
@ 1000000 © 3000000

2 o

= 2

750000 =
+ 2000000

error 1 3827 500000
1 30096
250000 + 1000000
T
A
‘@é &£ T —
& Q
Predicted label Predicted label

g A A% F

ol Tar N2l & F1-score
98.02% 93.76% 59.6% 72.8%

98.23% 96% 95.42% 94.3%
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