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CoTS
Application

Legacy aintenance 0
Rause Software and Support / o
—— | — =i
Open Source Software o o
Sibeonkact Softw:re lntegratlon‘
e Hardware HSZ';’I&’ =
. evelop ; ardware g —
In-house [\ jriegration - o, M=
Y e—
RAID
Crypto Arrays
oftware-as- coTS Devices @
a-Service Operating Sys ==
= Outsource
CcoTS Offshore
Web App.
Help Desk
Software Source z i
Integration =i+ Il
=iz — Custom
- Development

Develop ‘ Outsourcedl
In-house Custom SW,
EL': =1 =

o W o)

IT and Communications
products are assembled,
built, and transported by
multiple vendors around
the world.

Software contributions
include reusable libraries,
custom code,
commercial products,
open source

[ZX]1 Do You Have The Right Practices In Your Cyber Supply Chain Tool Box?, SEDC Conference, 2014.4&
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1. 38 Supply Chain) & CHSecurity) ©|2t?

Supply Chain SECURITY Supply Chain RESILIENCE

Multi-sources
*Multi-nodes
Multi-routes

*Nodes of storage & throughput
sLines of transport (& communication)

Dr. Joan-Poul Fodngue, Dent. o Ecaomcs & Geography Hofsra Unersty

How do we improve our trust & confidence in HW, SW
& Services we source from a global supply chain?

[ZX]1 Do You Have The Right Practices In Your Cyber Supply Chain Tool Box?, SEDC Conference, 2014.4&
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2. Common Criteria

‘?‘-iCommon Criteria

Common Methodology
for Information Technology
Security Evaluation

Evaluation methodology
April 2017

Version 3.1
Revision 5

CCMB-2017-04-004
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2. Common Criteria
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2. Common Criteria

MS SDL(Secure Develop Lifecycle)

(Training) (Requirement) (Design)
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(Core training)
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(Final security review)
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2. Common Criteria
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2. Common Criteria
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2. Common Criteria
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2. Common Criteria
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3-1. NIST SP 800-161

P------------------------l

NIST Special Publication 800-161

Supply Chain Risk Management
Practices for Federal Information
Systems and Organizations

Jon Boyens
Celia Paulsen
Rama Moorthy
Nadya Bartol

This publication is available free of charge from:
http://dx.doi.org/10.6028/NIST.SP.800-161

1031Uol

Monitor

COMPUTER SECURITY

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce
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3-2. NIST SP 800-1/1
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NIST Special Publication 800-171

Protecting Controlled Unclassified - 0] Mo 23 CUl(Controlled Unclassified
Information in Nonfederal Systems Information)7}F H| ¢I8F A|AE Ql RZlo|| AR 3 )

€.y A
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ArtE Y 7120 Als

RON ROSS
PATRICK VISCUSO
GARY GUISSANIE
KELLEY DEMPSEY

MARK RIDDLE _ Hl Odth- }_7;!0' OdECl)l' 7|.|_.'.|-% EHA_I6|-O=| %;IE%
°

This publication is avalable free of charge fom
hitsidoi org/10 BO2A/NIST SP.800-17111

) C .
N&sr 78NS ES5517|2THEY BT QFA

Standards and Technology
U.S. Department of Commerce
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3-4. ISO/IEC 27036-3
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3-5. O-TTPS (ISO/IEC 20243-1, 20243-2)
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[EX] O-TTPS Standaridization for Product Integrity and Supply Chain Security, SSCA 2018 Fall
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3-5. O-TTPS (ISO/IEC 20243-1, 20243-2)
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4. 33 AO|HEDH ME|(ACSC)

Cyber Supply Chain
Risk Management

NOVEMBER 2019

Introduction

ANl organisations should consider cyber supply chain risk ma
delivery of a product or service 10 your organisation, there will be 3 (
Ukewise, your tion will transfer any cyber supy

Effective cyber supply chain risk management ensures, as much as p
for systems throughout their Iifetime. For products, this includes the
disposal. As such, cyber supply chain risk management forms a signi
cyber security strategy

Managing the cyber supply ¢

Cyber supply chain risk management can be undertaken by identifylt
supply chain risk, setting cyber security expectations with suppliers, ;
monitoring and improvement of cyber supply chain security practice

Identify the cyber supply chain

The first step in cyber supply chain risk management is to identify th
such as software and hardware vendors, managed services provider:
Furthermore, it is important to know the value of information that y
well a5 the value of any information that may be entrusted to suppli

As a starting point, organisations should establish a list of suppliers ¢
exhaustive list of all suppliers, especially their sub-contractors, may |
responsible for products or services with security enforcing function!
sensitive information should be prioritised

Understand cyber supply chain risk

Following the establishment of a list of suppliers, shou

LESC ==

ANP C<<OEEOLO <>

Cyber Supply Chain
Risk Management :
Practitioner Guide [

JUNE 2020
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Introduction

The Australian Signals Directorate’s Australian Cyber Security Centre (ACSC) has produced this guidance to inform cyber
security practitioners, procurement officers and supply chain decision makers in government, critical infrastructure and
large organisations, about key cyber security issues related to Cyber Supply Chain Risk Management (SCRM).

All organisations need to consider some element of SCRM. If another party is involved in the delivery of a product or
service to your organisation, then there will likely be an induced cyber security risk from that entity. Additionally, your
organisation will transfer any untreated supply chain risk to your customers.

Organisations can use this guidance to frame the correct questions with relation to SCRM and vendors that are
considered high risk.

Executive summary

Understand your cyber supply chain. Holistic supply chain management governs a secure supply of products or services
to your system, ensuring business continuity and in some cases, national security. SCRM is a whole of system life
undertaking. Your supply chain includes the design, manufacture, delivery, support and decommissioning of hardware,
software and related services in your systems. The cyber security component of your supply chain is a significant
component of an overall SCRM strategy due to the impact and extent of cyber supply chain exploitation vectors on
business.

Know what makes a vendor high risk. A high risk vendor is any vendor that by nature of the product or service they
offer, has a significant influence over the security of your system. That vendor can be subject to adverse extrajudicial
direction, or the vendor’s poor cyber security posture means they are subject to adverse external interference. In both
cases if not managed, the vendor can transfer unreasonable risk to your system.

that those suppliers pose through established risk management prac
cyber supply chain risk refating to suppliers may be a result of poor s
vuinerabilities within a supplier’s product or service offerings, or due
extrajudical influence or foreign interference

In determining the cyber supply chain risk that suppliers pose, organ
posture of their suppliers in a number of ways. This may involve spei
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Specific direction related to supply chain. Government may provide explicit direction where there is
legitimate concern over significant non-sovereign ability to control or influence a nationally critical system. Specific
SCRM direction by Government should be well understood and not applied out of context or avoided.
Consistently approach supply chain risk management. The following four steps are common to managing complex risk
consistently:
*  Know your system. An organisation must determine criticality of their systems, with regard to sensitivity and
business value, especially in a national security context, in order to inform appropriate risk activities.

*  Understand your supply chain risk. Make relevant system risk assessments by knowing the systems well,
including how they can be exploited and keeping informed of the relevant current threats.

cyber.gov.au
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