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» Adversarial Examples

- JI2r 8H2 SH / Adl
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- Untargeted attack / Targeted attack
- White-box / Black—box

> SHUA J|0 3 J|S

- Substitute model attack
- (Gradient estimation attack
- Model Ensemble attack
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Classification Model
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Classification Model

> E2 O]
- Unseen data = Zil (=
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Evasion Attack
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Evasion Attack

» 0101 X|

L A%OH HENE. 97%= B B2
o

Ostrich

ol |
Original Perturbation 1 Adversarial Original Perturbation 1 Adversarial
example I example

<C. Szegedy et al. “Intriguing properties of neural networks” ICML 2014>
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Evasion Attack

> L2

“Ok Google”
Enough
AI'II-%I'I'O I OEI'O I'%% ¢ acoustic
o= Oi2q( information
HA— oo -I for target to
p— 2 understand
Parameters -‘ .

4
|—-[ Audio Mangler } b

<&X : Tavish Vaidya, et. al.Cocaine Noodles: Exploiting the Gap between Human and Machine Speech Recognition, WOOT ‘15>

"Order the Doll"

"Good Evening" o

HEH0] 2= '
,

<Z X : Unvi. California, DLS ‘18>
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Evasion Attack

> HIO2
- HIU2 clipE I Y20t S HE0l=
- GAN [Generative Adversarial Netowrk) &2

0
J

real-world video stream

—
_ . sample by _ _
sliding window Tl video clip
' fixed

‘\-‘-“1._
"“"—-—._). - . . .
33— discriminator: > > Loss

laten space variable Lmm T T - - ﬁenurbed video inpput C3D

— ! Post- '
—»sample - Generator —> / i
' Process | - score vector

)] F o
for each class

~ . _ _ - génerated perturbation

Li, Shasha, et al. "Stealthy Adversarial Perturbations Against Real-Time Video Classification Systems.”" NDSS 2019




© 3zg=uu

ki J KONGIU NATIONAL UNIVERSITY




134 2R
» 2A ZHiclass)Ol Wk

- Untargeted attack
- Targeted attack

> SA X 3(SS10l Ucl
- White-box attack
- Black-box attack
- Unknown target attack
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» Untargeted attack
. AR SYWATOIY 0= SHAZ QINOIH 2H N T
. Of) Al 9II - WEIX £

SE

(Classifier]

Adversarial (any class BXCBDt 0I'IQII'I3| class)
Examples
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» Targeted attack
- SZ(target] EHAZ QAUADIEE R
- Untargeted attack Ol |0 01 & (class)t O SsCHSD)

. 0l Y2 Q15 - SH S N AL 8

E

(Classifier)

A. » 3 >

Adversarial (target class)
Examples
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Training Learning

I
data ‘ ' algorithm :
I

Target Model » Logits _ ', | i

™ (Architecture, weights Confidence I
parameter)

Test
data

< Q0| EYA >

Query Label
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L(X, w)

QKIE S0|7] Yot Er \

. AL(w)
[ Gradient descent ]

- 389 #& sdJI

w > W'=WwW - aAL(w)
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- Qno
X ™ - 0 80% < Target >
A((ja\)l(grl{:,glr;m — MRS — 6:10% ~— V6
| \ 4
Xt : LIX, w)
L(X, w)
342 ot M \

. AL(X)
[ Gradient descent ]

 BERAI9 &E Sd)|

X > X'= X - aAL(X)
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» C & W attack (L2 attack)
« 100%0ll VDI MasS
- EPI 29 MEE e ISt 2

L) = lx" = xll + ¢ f(x)
f(x') =max({Z(x);: i # t} — Z(x")¢)

l

Modifier — Target Model  |—

X Sd=a VL (x" x'=x+6

<N. Carlini et al., Towards evaluating the robustness of neural networks, IEEE S&P 2017>
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» SHAIS2 (Gradient

- Targeted attack
- EPU EHAQ &HESE =01 AT B
- Untargeted attack

- HE YA #HEE BT

S

o o
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10

0z

» Gradient € F01)| YOH L MY

- Weights (architecture)
 Logits or confidence
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Transferability

» 0L0ICIOf
. «@gio] Xy} sk [{I0|E{J} HI20I0HW, o QU J|HIo=
&d%t adversarial example2 UE R20E 28 & += AL~

success

LI —> Success

(LGN —> Failure

Target
é

<l. Goodfellow et al., Explaining and harnessing adversarial examples, ICLR 2015>

Success P / Failure ?
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Transferability

> 3 oY (X2)
- W 22 EPI 220] H8-E 32 d3E& g
- B 2 HEE 30| 245 K3

p LTS T HE (FQ3 2M)

Training data (e.d. ImageNet, VGGFace?2)
Architecture (e.g. ResNet, Inception)

Learning algorithm
- Loss function (e.g. cross entropy)
- Optimizer (e.g. adam, SGD)

- Hyper Parameters

> WO TY MR 9F WX
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Substitute Model

. o I'.1I IE1 ; %'JEISZIHIOIE(EI A TR0 27 2
« M PYWSHS S [N P
- [HHl Y2 adversarial example Al 5 Ep1 oY 2 A

Input data Black-box
N Label
(query) Model — |

s D __| Substitute | _ q,cioq
A Model

| Substitute ‘ Black-box
> Model Success?

Training substitute model Attacking target model

<N. Papernot et al., Practical black-box attacks against machine learning, ASIA-CCS 2017>




Substitute Model

> SHTL EE
- QX |0 (St label B AIE Query Label
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- Transferability®] s JIM
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Gradient Estimation

» Gradient F=H
- SHUA SHAMA gradient HlLt 2}
[ weights, architecture, confidence 25 E Q)
- X-h, X+h & EUI 2 20f 32l & confidence &5
- ConfidenceE HIB 2= gradient =8

AL'(X)
Estimated gradient : AL'(X)

ALTXIE ALIXION HIOH 5=t

X-h X X+h
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Gradient Estimation

<A. llyas et al., Black-box adversarial attacks with limited queries and information, ICML 2018>
24 1y
- HdE St gradient =3
Adversarial example & (O] EHAQ S&

St

Logits or Confidences

Gradient
Estimator

Black-box
Model

§ =a-AL'(x) x'=x+96

<A. llyas et al., Black-box adversarial attacks with limited queries and information, ICML 2018>




Gradient Estimation

- Confidences Al Query

Logits
Confldenceil_> Label

[ |
- HHLEO| Y training data S 2
- V\/S. Substitute model

- 37 438 =8 ¥ 5 A BL

» oM
- (Confidences HIEA| 2 (EiZI @ EO] HISB0LX| 252 ™)
> 20

- a2l = HIBt confidence OIHIE
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Ensemble
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Model A |—> Success

Model C |—> Success

oram  Vodel

<<Y. Liu et al., Delving into transferable adversarial examples and black-box attacks, ICLR 2017>>




Model Ensemble

FA %g [ Training
I data

Dol Hi=8t training data 2
add 2 59| 8= O 0l &l
- T O0IXE (distortion) 0] &3 ;.A;
-1y
- Detection €172lZ, training data O Z/HA
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Training Loglts Other

Transferability

Substitute model X X X X
Gradient estimation X O X X
Model ensemble O X X X
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Transferability ot~= X
Substitute model A Al UI
Gradient estimation Al = 0],
Model ensemble Al X -]
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Retraining Substitute Model
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Retraining Substitute Model

> 2

Class 1

Class 2
;}\\ (Original)

(AN

— Target model
- = Substitute model

— Target model
- = Substitute model
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Retraining Substitute Model

> 24 A

Target model (Black-box)

@

Substitute Substitute
learning data learning algorithm

ﬂ;?;ea' | Substitute Adver&h /4
> model Example U

Retraining

A

€
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