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Figure 6: 5G-enabled industry digitalization revenues for ICT players, 2026
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5G Challenges ETRIz
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Gi Firewall: Gi/SGi LAN Protection GTP/SCTP Firewall IPsec VPN for Mobile o MME Protection
Anti DDoS Protection * S8 Interface - GRX/IPX Protection Backhaul Protection

« S5 Interface - EPC Protection

sk 22123 A10 Networks
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5G E?_I' °|1}'?' - AT&T 5G Security Survey - ETRIZ:

Top 3 5G Security Concerns

( Larger attack surface due to the % \
massive increase in connectivity 44

Greater number of devices 39%
accessing the network

loT: Extension of security policy 36%
to new types of devices

Authentication of a larger number and N % =
wider variety of devices ) 33 0|||ZI E?_l‘ Tl.ahil

. 9af Zrf

Insufficiency of
\ perimeter defenses

J

Unknown security vulnerabilities with 5G AKA %

(Authorization and Key Agreement) 23
Automated change
to the network

1%

NI

Ephemeral nature of workloads, including 18%
dynamic bursting/scaling
AT&T Cybersecurity Insights™ Report:

Uncertainty about the physical N o
locations of workloads . | 16% S?tgy I‘Ity

The need to secure Multi-access %
Edge Computing (MEC) 13

Enables the movement and access %
to higher quantities of data n
It's an immature and untested %
set of technologies 8
7%

Speed-5G

Preparing y&r business for 5G acceleration

We will depend on 5G for more
mission-critical apps

@ Survey by AT&T Cybersecurity with 451 Research during '19.08.~'19.09
J

Many use cases and threats D o 704 professionals from organizations w/ more than 500 employees
are still unkown ' 5

sk 2% AT&T Cybersecurity Insights Report, 2019

[NetSec-KR 2020] 5G SlIz| €Ot 7|& © Rth A L AH T 27

[



I.5G =] Hot La/d R ')
5G E?_I- oH‘?‘ - AT&T 5G Security Survey - ETRI

Most Important Challenges of New Devices under 5G

Difficulty authenticating
the devices

41%

A need for more stringent
certification of the devices

41%

Introduction of insecure loT
devices onto the network

37%

Need for centralized or 36%
automated security controls
Security policies will need to be 29%
more robust or specific
Greater potential for
DDoS attacks

16*

| expect entirely
| expect the new security threats
fundamentals of to emerge as 5G
attacks to remain the becomes established
same as 4G (albeit
faster and potentially
more voluminous)

As it relates to 5G which of
the following statements do

5G Security Perception

[NetSec-KR 2020] 5G olIz| Hot 7|& © R A2 U AR F3|

you agree with more?

Z2|: AT&T Cybersecurity Insights Report, 2019
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E I I Eectronics and Telecommunications
Research Institute

System which provides an IT service environment and cloud-computing capabilities
at the edge of an access network which contains one or more type of access technology,

and in close proximity to its uers [ETSI GS MEC 001, V2.1.1, 2019.01]
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)

ol5/d (Mobility)

MEC MH|A AL/S B2 fIoh AL&AF oAl MEC -89 0| 5/d(migration) S 9I2 HEQH 22| T

AIA|2F (Limited Resources)

39 329 o AlTiHo 2 HerEl xtelo| 52H et 274

¥ (Collaboration)

A&2F HERH Z 3§ o5 5= AIE37| fIs MEC At 7He| HHo| 274

HHHT (Privacy and Security)

N
r

A-EAH U TSR loT THEe| FE7F A3 /32[Hof| w2t YE G2 T Afo|HE4 s 2

o|AlM (Portability)
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5G Non-Public Networks (NPNs) ETR

Eectronics and Telecommunications

A NPN provides 5G network services to a clearly defined user organization or group of organizations.
The organization deploys on its defined premises, such as a campus or a factory.

o =2 HoMg
@ =2 CapEx [/ 52 OpEx
@ 35% 27 8o
9 28 H2H 27
9 k23 22| 2
o 52 2o
@ 5f2 CapEx /| = OpEx
S5

-
CONESR (D)

((“f ))) |

Shared RAN Shared RAN & CP NPN hosted by Public Network
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CD, enabled by Agile product
development practices, is about
shipping small batches of SW to

production constantly, through
automation

The collaboration b/w Dev and
Ops with the goal of constantly
delivering high-quality SW that
solves customer challenges

CONTINUOUS

\ DELIVERY
/ /////-\ %)

1| CLOUD-NATIVE i | |'i

DEVOPS

An architectural approach to '
developing an App as a collection
of small services.

Each microservice can be
deployed, upgrade, scaled, and
restarted independent of other
services in the App.

Containers using OS-level
vritualization offer both

efficiency and speed compared
with standard VMs

sk 22123 https://tanzu.vmware.com/cloud-native
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Development Process Application Architecture Deployment and Packaging  Application Infrastructure
DevOps Microservices Containers Cloud
@Q@ . . EEEEEEEER
EEEEEEEEE
@ @ EEEEEEEEE
. . . EEENEEEEE
EEEEEEEEE

Agile N-Tier Virtual Servers Hosted

1111 -

Waterfall Monolithic Physical Server DataCenter

k1%l 24 :0racle
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Al - CNCF Survey - ETRI=EEE v

Q AZEYo| HE 37| 74t
Q 7ol 7|t S8 g8 S

What are your release cycles?

40%

30%

10%

0%

Daily

Weekly Monthly

*Responses were multiple choice in 2019 vs. fill in the blank in 2018

[NetSec-KR 2020] 5G SlIz| Ot 7|&

Use of Containers since 2016

100%

B 2018 M 2019

94%
92% 92%

89% 89%

89% 90% 89%
88% 86

90%
90%

84% 84% 85% 85% 88%

80%

70%

60%

50%

40%

30%

20%

10%

0%

Ad Hoc N/A or other

Development Test PoC

Production

M Mar'l6 [l Junl6 M Nov'16 M Mar17 M Dec'17 M Jul18 [ 2019

@ Survey of CNCF's community during '19.09.~'19.10 with 1,337 responses

Z2{:CNCF Survey 2019, https://www.cncf.io/wp-content/uploads/2020/03/CNCF_Survey_Report.pdf
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Classical Network Appliance NFV Cloud Native
l’ - - — / Stateful Stateless
Message DN  Session Border ~ WAN _—  Monolithic
Router Controller Acceleration ] [ |
= = ‘ | . Intelligent
s n w ‘l’!“ VNF Orchestration » CNE Orchestration
Firewall Ca G de T E
gy rner rade ehsntg;/I%? \ NFVI | Efficient NFVI
92 o & g
(111111 oo00]
SGSN/GGSN BRAS Radio/Fixed Access COTS server (i ess) COTS server
Router Network Node ———
PNF VM VM VM Container = Container @ Container | Container | Container

Network functions on dedicated H/W VNF VNF EA EA Ea

Container | Container | Container | Container | Container

Guest OS Guest OS Guest OS % m m m

Hypervisor Container Engine
Host OS Host OS
Infrastructure Infrastructure
PNF: Physical Network Function VNF: Virtualized Network Function CNF: Cloud Native Network Function
VM: Virtual Machine S
s JRIEA: Addat

= —

VNFs [ ONAP Orchestrator VNFs CNFs o ONAP oss/ |___VNFs || ONAP
rchestrator CNFs || oce || KubeVirtVirtet | Orche-
strator
OpenStack or VMware OpenStack Kubernetes /OpenStack :
fizure of l Kubernetes ] :
Rackspace -
Bare Meal ' Bare Metal Any Cloud | Bare Metal | | Any Cloud | :

kEA: U* 'Cloud Natlve for Te\co ; Kmet 7070 2020
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Hybrid Virtualization & Cloud Orchestration

SCO | S0 |
| NO | 7
| DSO(VNF+CNF) |
2 | )
| VNFM | | VNFM | | CNFM |
I I
VNE ‘ VNF CNF CNF
VM " Container |
+ Container + %
VM || VM VM || VM [ Container |
3 openstack £ openstack ’ kubernetes }

Compute | Network | Storage ~compute W Nework M Sorge

CNF :Cloud native Network Function NFV : Network Function Virtualization VNF :Virtualized Network Function
CNFM : CNF Manager NFVM : NFV Manager VNFM : VNF Manager

DSO :Domain Service Orchestrator NFVO : NFV Orchestrator SCO :Samsung Cloud Orchestration
GSO :Global Service Orchestrator VM  :Virtual Machine

sk 2223 MMMt “Cloud Native 5G Core”, Vol.2, 2020
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MEC A|AE] HOF

Q (HIERZ 7|4 3ol¢lE) MEC SHE Y 3-8 AfH|L0f Chet CHi 2 THEr SA| H& E= AH|A Foli(DDoS 5) /%
7

|8 Z AR LEYT KOt FulS S5 Aokl T Y Rt

9 ZAA|A MH|AL FH EokS 93t FEo|H

[ L OO o =2 - O o = [
Q (MEC ZE U 88 HOISIF) 3¢ party S8 59| YL Aol 2202 Qg MHlA Yo E= UIZHY 83
9 WIER| 2 AR A SEo 20| M, AT 24, HZE U 2§ H|of 5o thigh S
9 23d 34 S HW3Q 38§ 2 HoH /& E A AR Ao QIS 2k 17 B3|
@ 20 L HE o apFgofA o] MECO|l T ARSAH L AMH|A HHO| {2 2| &

Application plane * Exploiting known
vulnerabilities

T * App manipulation
‘ Password guessing
Buffer overflow
* Malware Injection Attack
* Rogue VM Privillege escalation

VNF impersonation

s *——>
» APl exploitation

eg Fuzzing

* SDN surface

» Network Manipulation
 Traffic diversion/redirect
* Injection attacks

Route BGP/VRF injection
Traffic sniffing
Data model injections

‘ Network Ncde/SDN/MANO « VMI DKSM attacks

» Untrusted evacuation
* VM escape
* Rogue SW update

VNFI/ Hypervisor »  Memory/ Side channel
» Hardware focus attacks Ceferences
attacks (eg.DDoS) Blade/Server Storage attacks CVE-2017-18191, CVE-2018-7262 ,CVE-2018-1128

sk D221 S, Bhattiprolu(NOKIA), “5G Trust model: Recommendations and best practices for CSPs”, RSAC, 2020
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Eectronics and Telecommunications

Resaarch insttute J

2 Agf7|7H 2020. 4. 1. ~ 2023, 12. 31. (% 4571¥)
(AT (121H5): 2020. 4. 1. ~ 2020, 12. 31. (I7HY))

ETRI

2tof7 |2t PR 5
(Syzzoea == SK telecom #1SOMANSA

1l

(ZF-FEF 1E)
LgpazEre sysmate @LGUT wins
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5G Edge 5G Core
Security Zone Security Zone
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