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PART 2. DID(Decentralized IDentity)

#1. DID(Decentralized Identifier)(1)

+ SAHID AfHIA O] CHoH AR Al B E

Decentralized lIdentifiers (DIDs) v1.0 W3C
Core Data Model and Syntaxes

DID2| 4 #Z 2= ojo|C|e| ¥4, DID2| H|ojE & Fo|
W3C Working Draft 09 December 2019

This version:
https://www.w3.0rg/TR/2019/WD-did-core-20191209/

Decentralized ldentifier Resolution (DID W3

Resolution) v0.2

Resolution of Decentralized |dentifiers (DIDs) 7 7 7
eSS oto|c|e| HIE} Rt THA A= DID 2ME NElst7| flet 14

o

o
X410

Draft Community Group Report 09 January 2020

Latest editor's draft:
https://w3c-ccg.github.io/did-resolution/

DID Method Registry

A registry for Decentralized |dentifier Methods
Draft Community Group Report 17 January 2020 DID uiliE OIEEI %%% tg‘xl -61' I '?'IB-H %E.E_I DID method% %EI-?.-_I'

Latest editor's draft:
https://w3c-ccg.github.io/did-method-registry/
Editors:
Manu Sporny (Digital Bazaar)
Drummond Reed (Evernym)
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#1. DID(Decentralized Identifier)(2)

1:1
Decentralized Identifiers DID Document

did:example:123456789%abcdefghi {

o “@context”: “https://www.w3.org/ns/did/v1”, DID
i | ! I : “id"”: “did:example:123456789abcdefghi”, Public Key(2!15 & HX}
“authentication”: [{ Ma)
// used to authenticate as did:...fghi -
“id”: “did"example:1256789abcdefghi#keys-1 A MH|~ BE(URL S)
Method “type”: “RsaVerificiationKey2018”, SN 2AM S HE
Name Status DLT or Networi “controller” : “did:example:12356789abcdefghi , °
did:abt: PROVISIONAL  ABT Network “publickeyPem”: “----BEGIN PUBLIC KEY...END PUBLIC KEY----"
o 11
didibter: PROVISIONAL  Bitcoin “service™ [{ B _
// used to retrieve Verifiable Credentials associated with the DID
“id” : “did:example:12356789abcdefghi#vcs”,
“type”: “UniversityDegreeCredential *

7]

did:erc725: PROVISIONAL  Ethereum “proof” : {
“type” : "“RsaSignature2018”,
didiexample:  PROVISIONAL  DID Specification created”: "2018-06-17T10:03:48Z

A\ ", A\

jws”:

SchemeDID MethodDID method Specific String

did:stack: PROVISIONAL  Bitcoin

did:ipid: PROVISIONAL IPFS
did:life: PROWISIONAL  RChain
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#2. Verifiable Credentials(1)

Verifiable Credentials Data Model 1.0

Expressing verifiable information on the Web

Verifiable Credential2| 7|2 7i'd, 74 24 U 27AIE O
W3C Recommendation 19 November 2019 I l H 7 ; 7 7 ? I'o 7 I

This version:
https://www.w3.0rg/TR/2019/REC-vc-data-medel-20191119/

Verifiable Credentials Implementation
Guidelines 1.0 =

Implementation guidance for Verifiable Credentials

Verifiable Credential2| 78 710|E H|A|
W3C Editor's Draft 23 September 2019

This version:
https://w3c.github.io/vc-imp-guide/

Verifiable Credentials Use Cases
W3C Working Group Note 24 September 2019

This;f;i:?/'xww‘WS.orgﬁR/Em9/NOTEfv:fuse—cases—20'l90924/ Veriflable Credential% '§E|- 6"01 LI-EI-LE" 1A_ QAIE AI LI'EIQ x-"AI

Latest published version:
https://www.w3.org/TR/vc-use-cases/

Latest editor's draft:
https://w3c.github.io/vc-use-cases/
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#2. Verifiable Credentials(2)

« Verifiable Credential2| SE|
- Holder= 2222 \ferifiable Credential £ $E{ Verifiable PresentationS 2444610 HMEH

Verifiable Credential Verifiable Presentation

Credential .
Credential Metadata Presentation Metadata

ﬂ i Verifiable

) L _
850316- ik |:> : Credential Metadata — > Presentation type

M8 AET Bz L}O| :

Claim Context(version)

2013.0401

GEmmam A OIEA Proof Presentation 7|2 H&

Proof Proof

v

Issuer’s DID Signature type Signature type
Holder’s DID Created(44 ) Created(MA ¥)
Credential type Signature value Signature value

Context(version) Credential M@ M5 Presentation A3 Xk Signature type: RSA, CL, ECDSA, EDDSA

Credential 7|2 & 20
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#3. DID Auth

« Holder2t VerifierZt2| QIE{H|O]A KA
- End Point ZF& A|Lt2|2 X|A| (Mobile, Web browser) &

(2 H}IY & Web browser) || (Web sever) (Z2HY) || (Web sever)

- Challenge(Nonce)#t M&
A \ E 1. Challenge(Nonce)zt M
_ (Link)

Verifier 2. Presentation A= Verifier

2. QRcode A 7H

3. Presentation X'”% (Return Link) 3. Presentation ?:'!%

4. Presentation 4%
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#4. DKMS
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&= OlH| Sigma protocol — O[421 ZH|

Non — Interactive

L g .,y 3% (commitment)

y=g*(modn) _ -

secret : x

Peggy randomly takes
either path A or B, while Victor chooses an exit random : r
Victor waits outside SR gr (mod n)

c=H(all glly
B2l chet 5 s )

1— (%)N o| g2 z=r+x-c(mod n)

aczMS

Peagy reliably appears at
the exit Victor names
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GX|A F

Zero Knowledge Proof

3
H=

4/\»

Interactive ZK

» Graph Isomorphism
> zk-stik (2018~)
AN

with TTP

» zk-snark (2013~)
» Libra (2019~), semi

Non-Interactive ZK

Blockchain scope

without TTP

> Ligero (2017~)

> zk-stark (2018~)
> Bulletproof (2018~$
» Supersonic (2019~}

30




snark(Succinct Non interactive ARgument of Knowledge)
stark(Scalable Transparent ARgument of Knowledge)

« ZKProof.org NIST E&11+ FX|
1st ZKProof Standards Workshop 2018, 5/10-11 3rd ZKProof Standards Workshop 2020, 4/20-5/21(&,5)

; n
qedit =y vmware A Deloitte.
\’f

€ sz, clearmatics § sz, ([P HACERA

s’
h.‘ STRATUMN ING &0 .h MICI‘OSOft
Protocol Labs S p Onsors

719 : MS, IBM, ING, QED-it, Deloitte,
Zcash, Hyperledger, R3, Consensys &
gkl MIT, Technion, UIUC, Yale, Stanford Boston, &

Challenges

- Parameter setup

- Performance

- Verifying correctness of algorithms and implementations
- New (and correct!) application
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Selective disclosure?| ds

10406 ms

I |
Raspberry Pi
PRy 5076 s

Model Pi 3 B+

1 Go of SDRAM LPDDR?2

64 bit quad core processor 1.4GHz

1003 ms

1 claim 5 claims 10 claims

@ Issuance Time (ms) @ Verification Time (ms)

I2PA, U-prove, and Idemix: An Evaluation of Memory Usage and Computing Time Efficiency in an loT Context, 2019
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Range proof(2)

« 34M|%1= ESUIX| 11 19M| O] RI= B8 7=

1. m(34)>b(19), A=m-b  m:HI37, b: 37l @ | u u [nf ] [n|2 ] [n|3 ]

2. A =ui+ ui+ ui+ ui <BRaZFo| Y HZ$ Hal>

(Lagrange's four-square theorem)
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TSP Ty T T - Z49) = ST
L) Ti=sw-zh by m,
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T, = (TR T - 2k A S (st gy (st gy - (st
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Sb ] T —gm . s } Sb+ 124 Uz Uy VARG +r2u2 + r3ug + r4u4+ 40) } = gMm. 7"
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X I 2] "'l-_ (Agent Protocol and Wallet Services)

I-O | H E-I EI | Agent Implementations (Server-side & Mobile)
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AHEXEC| X|2f 22| 5L
E5Ust 7| 22| A|IAR(DKMS)2
X|glsl= &7

Agenty Things

Agent Frameworks ” Static Agent

i i i M ing Layer and Default Me:
Libursa Libzmix Messaging Layer and Defaut Message

@ Digital Signature 0 Zkp Wallet Interface & Default Implementations
ECDSA Signature proof of et T
EDDSA Knowledge
BLS + Bulletproofs
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« Set Membership = e ';gggr_'f‘g-
# Key Exchange i s
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* BBS+ Plenum (BFT Ledger)
@ Encryption + Pointcheval
+ AES-CBC Saunders

« AES-GCM * Groth

Wallety Things
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- ==
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