<

]

ol

=2

I

T

IBMO| AI7|

IBM Security



IBM Watson®| 7| =

IBM Security

/7



g 7l=0 7|t

IBM WAT

What is WATSON ?

-t 10 .
K[ a7 &0 <0 o0 T o
~ T = o -
_._.mv_ ol i1 __oo .__A_._._ W wr <
oy o] ™

A
o
S
9]
X
(@
2 MEZO0FHOHZ
E2E =41 2H MS5tHo,

o T aa
MK g ol o~y
i -~ uld Jjo
o |A - -~
S Fx_ = ol o R
Tlx8L ol o = & W
_— i ™ 2w o- o
STIow Mg R s
Ol o13ra ™ N LS
= Zma Ol e ol
N Ks rew = zootm
~|Zzxn 2 Hg Jjo n o
o S e K &mm. - o
el 2 ° PR
TN O s® Kol
A T R [ B
Wiz K4 o1 g o o <D
T oo, = X o ] o
c mT SwR olww
g dww e L m T ul A
m T o IF m [ oM_ .. H 3 H
= o o c o
Szom & w®y £ s
C BIs @ WITX QO WRT
D KT o RKUIEHE -1 < RO




DeepQA O} 7| El

74 4l Evidence
A30/2

2|
)

7t 4l Evidence 230

—

croperability



///7

IBM Security



adayin
the life..

A H| |
EEN IS
24 18

P
_I_OOH

Think 2018 / 8126 / March 22, 2018 / © 2018 IBM Corporation

IBM Security / © 2019 IBM Corporation



© w2
E

o %EJ

1E Lw|
—
I— ° °
IA = —_
ol o
o< o =
oF H * R
10 37 ¥F il MR
X0 R L
< L ol EREUE
= = o o n I 5 oF
A % [ ] [ ] [ ]
ol oT
. <r
.Aﬂo__”_ K
Kos s " 4
O< e 1l )
—r o Y |._A| H oo
odr L ol oy B RO T
H_u_ —_ W i 5l 13U o oy
10 e R .. T8l @ @
Ol_E._A ™ o < 81 X1 H oFmM
% T




Watson for Cyber Security?| 24 S E|

g ol H[E < Glo]

X-Force Exchange Research Breach

Trusted partner feed Websites replies

Other threat Blogs Attack write

NEwG Best practice

Open Course of actig

LY,
HOEX|A9] .

2 RT2

100+ customers SEE THE BIG PICTURE ACT WITH SPEED & CONFIDENCE
4 eite “QRadar Advisor enables us to truly “The QRadar Advisor results in the
1 40 K WD VISTS T 5 TEEhE understand our risk and the needed enhanced context graph is a BIG savings in

2 0 0 e quests actions to mitigate a threat. ))UNB time versus manual researc/(—_\sa%@




IBM Cognitive SOC

@ FAt 2=

oF

=

10

CELE

Bl
oF
I+

H[0|&

-

@=222E Y

KO
.@
o

&0
ol

K

@
o+
oK
p|
ol

K+

OX-=Re [l

{21
[S)

2|#|0] M Ly
Echr= AMS HE

=
=

o

LHO

=
10

xr
IH

i3]
v

K

0|t = QIX|

ploK
ojoxr
foill TR

____l_____aa M
< oF Kk

—t

=
<

Tz
T
= w..__._
& <0

-

<0

I~
THKf
OH 36!
M &
=N

jod —

ol X wo
WH_.._ 10
2 o B0

> - =
n <0 oF

Bl
ol OF

ojru I oH

mo IH MH

ol =<

~ A jod od

EREN T

IBM Security / © 2019 IBM Corporation



///7

IBM Security



- o
ou & @r
Ikl N

IR 7 o K-

=3
=]

At=2 2 Advisord|

QEUA(EHEE)

U

AL



QRAW 0| O| E

Assigned to:
Magnitude: 3

Observables
AV Signature

Domain

Malware

URL

Relationships
Local
= \Vatson enriched 52

=== Expanded local context 5

@

Key insights only

of

Packed.Geheric.b0cb4dfdd3d8oe...

D)

7b0cb4d14d3d8b6. ..

@\ome.suddenhnk .

http://home.sud...

http://nbesport...

ntipdiuyghurwe. .

@ 192/16810.235

474847690
hﬂp,//wv/w.dv/he..@ hitp//fe.mg2.m...

http:/fssf.dmm...

Corry_draw

D 192.168.0.220

'gmuweb exe
D 3. %71 e s Heo|
Chal Lhs 27} 2+,
Hz oy, 014 #¢)

o|A Rt 2t )

rgjan.downloade...

http:/wwwWinpecs,

http:/npec.com.

(P

203.69.42.22

@

http:/wwwiaano.

1. 2HA S
Cyst
24 Mol &4
=HA|

192.168.0.146

" -
doris_fredman

192.185.139.76
www.aanon.com.t




QRadar Advisor =2 7|

IBM Security

/7



ATT&CK L2

Investigations / ID: Offy

Key Insights

0

Key Observables

44

Bbficf:
ni.smith
3f118d00888:

langford

Locky_recoy
5071165

s.bmp

O
—0

|
=

Found

Locally

MITRE ATT&CK Tactics

Insights

cious. The in

am zero-d

Credential Access
31 observables

g m:

ay

alysis found 73 ney
ere found to be linke

aled four additional ob

168.0.122.

onal hig

Graph Relationships



= IBM QRadar

Dashboard Offenses Log Activity Network Activity Assets Reports

Watson Investigations / ID: Offense 132 /

Relationsh f

Source IP 10.100.21.99

Default | Investigated

Highlight

Relationships

Local (16)
Watson Enriched (1)

New Local Context (6)

Scenarios

Concern

—\ Critical (1)
[] High (1)

[] Low (16)

Relationship Graph

System Time: 8:26 AM

View Offense

Export [




Ol Tier 22 0|2

ORadar
Advisore= Ot
ES\TIN

=l 2]

oto

Nk

Advisor 1
O] ZAL= 24 %?I(HIH

SHA = A S

Offense # 152+= Offense # 29,
#53 8l #1129 S Alet.Of
DEZ2 0tA 01| QEtoZ

H 22 AS.

Advisor # 11
O| Z=AH= Of 2HE[ RS-

Offense # 221 170
O| 2=l Offense # 42 3 #
681} S Al



AI Bl — Of A

User Analytics Watson 10C Manager Pulse Use Case Manager App Manager Reference Data Management

Watson Investigations ¢

7 3 3 3 0
g ‘¥ Evaluation @ | D Source Suspicious Observables @ Domain Last Investigation Status
Domain 1 USA Event
O I High priority & Offense 1416 frank_sanchez 83 of 9 5 hours ago Investigated
Use Collector
Domain 1 USA Event
O I High priority & Offense 1419 kyle.langford 5 5 hours ago Investigated
Usernan Collector
Domain 1 USA Event
O I High priority & Offense 1406 Celino_Espinoza 12 0f 19 c 4 days ago Investigated
Use Collector
Domain 1 USA Event
O Low priority Offense 1403 Dan_Goldman 5 N 5 hours ago Investigated
U Collector
Domain 1 USA Event
O Low priority Offense 1410 lance.springwell 1 - 4 days ago Investigated
1 Collector
& - Domain 1 USA Event
O Low priority Offense 1407 192.168.107.107 0 Gollector a month ago Investigated
S P t

IBM Corporation




SoCoj| CHst

///7

IBM Security



Al H-g0 [tE TEI(Total Economic Impact) Of| Al

HMaks 0|2l
o o 1 1

- =02 TS EM 3 Atse 42| 2
O=F th=

- 7|E S0C 242 A|ZH2 50% O| & A5 proactive BF 01| AHE
-SOC Levell 5= NOCZ 0|2t 4= R/I{ M SOC =7 0 & ottt
HMZS O}2AAMGIE ZHE2 QoA R HASIO] 126,829$(2F 123K at
g) Herst

-QRAWO|H0||= &2 S22 12/L3 M Y5 = Of A0S
-SOC 2 &M TUE AILIO SOCEM It ol|E YR E QISR AR K|
s

ZX| Hobd S7H2 651,936%(%F 7HH) 21t ¥

-EHA EM AL AQNOCOIEHE |1 ERALR SESI0, TACHA 7| Y
O] AZt EMSH= 7471 1,8007HU|A] 7,0007H 2 S7t& (71 =0 = 24
O| QtE|HL} CHEO| CHE| 1 /NS

-S7tet M2 Ol MZtot HoF At 7E 8% Zh A

* 2 L2 A Forrester Total Economic Impact Study Commissioned by IBM Security May 2019” L§ &2 Z2H2E &



< ™
o 104

ol 5r
o-FE
2K}
™ .._A|_|

< IH

20

IBM Security / © 2019 IBM Corporation



< ™
o 104

ol 5r
o-FE
2K}
™ .._A|_|

< IH

21

IBM Security / © 2019 IBM Corporation



mﬂﬂ
o Ml

A<l <]
1T =z
1 od MH
H &I H|
|

NI
< IH

o
T
IBM Security / © 2019 IBM Corporation



Thank you

IBM Security / © 2019 IBM Corporation

23



Thank you

Follow us on:

ibm.com/security

securityintelligence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2019. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty
of any kind, express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo,
and other IBM products and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both. Other company, product, or service
names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and
outside your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including
for use in attacks on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing
improper use or access. IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational
procedures, and may require other systems, products or services to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your
enterprise immune from, the malicious or illegal conduct of any party.
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