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0 KU-Survival Analysis Dataset — key reference

Mee Lan Han, Byung Il Kwak, and Huy Kang Kim. "Anomaly intrusion detection method for vehicular networks based on

survival analysis." Vehicular Communications 14 (2018): 52-63.
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- Positive, NegativeZ} H2FE = Q0| Precisiont Recall®| =3t B2 HIISH= B
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False Negative(FN)  True Negative(TN)
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- False Positive= A X| False2 TrueZ 0 Z¢t Agtg 2|0l (2Eh
- False Negative= A H| TrueE FalseZ 0|53t A2g o|0|gh (O]Eh
o TP TP Precision X Recall
Precision = TP + FP Recall = TP + FN F1—score =2x Precision + Recall
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Lessons learned
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We provide datasets which include DoS attack, fuzzy attack, impersonation attack, and attack free states. Datasets were constructed by
logging CAN traffic via the OBD-II port from a real vehicle while message injection attacks were performing.
We extracted the in-vehicle data from KIA SOUL.

DoS Attack : Injecting messages of ‘0x000’ CAN ID in a short cycle.

Fuzzy Attack : Injecting messages of spoofed random CAN ID and DATA values.
Impersonation Attack : Injecting messages of Impersonating node, arbitration ID = '0x164".
Attack Free State: Normal CAN messages.

Node A Node C Node A Node C Node A Node C

| o], [ | o)
[} Delayed Delayed {] [} D [} cred {:]
CAN bus - ‘ CAN bus CAN bus T )

[oaco] L]
‘S ‘55 =

(a) DoS attack (b) Fuzzy attack (c) Impersonation attack
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G| O] E{ Al Access

X}2F =8 OJo|E{ Al (Know Your Master dataset)

« Original dataset: http://ocslab.hksecurity.net/Datasets/datachallenge2019/car

« Description (0|4): http://datachallenge.kr/challenge19/convergence-
security/vehicle/introduction/

- OfM/24 HOolEHAM X HEHX &
http://ocslab.hksecurity.net/Datasets/datachallenge2019/car
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