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Security Applications

3 Service Level Threats

Efficient Implementation

Side Channel Analysis
—> Physical Attacks

Secure Crypto Algorithm

——> Mathematical Analysis
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CMOS Inverter circuit
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Power = P(static) + P(dynamic)

150 or 01 switch = [, P(dynamic) 2+ &t
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Simple Power Analysis(SPA)

Conditional path

secret\y

A
F G -
input —(7)%

A technique that involves directly interpreting power
consumption measurement(i.e. traces) collected
during cryptographic operations.



RSA exponentiation
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Algorithm 1 Left-to-Right Exponentiation Algorithm

Input: g, b=1[b, 1b,_2bibp] with binary expression
Output:| ¢ = a” {mod m
c—1

for k=n —1 down to 0 do
c+— c-c mod m

if blk] =1 then I S22 ]
c+— c-a mod m
end if
end for

return c




RSA exponentiation
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Current measurement of 160-bit EC point multiplication from VCCINT
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Side Channel Analysis -Differential Power
Analysis

» Attack strategy

input (I) For many inputs m;,m,, ... m,,
l Collect power traces T, T, ... T
S ‘ = (2) Guessing “Secret” and calculate some
ecre value related to H(output)
l (3) Compare and calculate some statistical
value between (2) and power traces
output(??) (4) Find maximum(minimum) for all possible
secret

D(s, m) = H(the first bit of F(s, m)))

Peak Detection

Differential



What 1s DPA?

Gray box attack model

v

Intermediate state

v

I(p;, k) p is plaint text, k is small portion of key(usually one byte)
» Power consumption
L(I(p, k) + &

» Guess key(0 ~255)= i€ = S7I
oz Basir}
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» guess key/t =2 87 WHOHH /7 =0 B2l K= o0 7Ht=
Z40|C},

» HICHZ guess key HCHH CHE S HI|HLCF =2 4f= 7HE AO|LCH
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o T
Input Gi| O| E{ 2t Trace(Zt ) 2| o &
Example

AB (2,5,7,3,8,9,3)
05 (5,7,3,0,9,8,6)
F2 (5,7,8,3,0,0,5)
» DPA 24
SHE = S U T
Intermediate = Sbox( Plain xor Key)
Sbox = inputO| HFO|E 0|11 outputO| HFO|EEt1D 24 Zt5HH F.

7|19| 2 2= 3t HIO|E 345 & 240|222 0x00 ~ OxFF 77t X| 2567
ol
.



DPA Example(2)

» DPA =4
D=EFHEIQFRE TH A0 Of5t0] CH2E Bt =
0xC27} SAXH AlASE D A= 2 HF[2FH (0x00 ~ OxFF S 2| S M)
0x54 = Sbox(0xC2 xor 0xAB), (2t A ZZHEL2 0x54.

0x54(010100100) O| 22 HW-E 3 = AB[2]5,7.3.8,9,3)
HW 42 7|£ 22 Smallll Big 1 S22 257 = 05(5/7,3,0986)
Merd B8 L2402 Small 15 S. = F2(5/7.8,3,0,0,5)
0x052} 0xF27t Big 10| =l CHH, Small{2} , Big{5,5} .

zt 1 E9| X}7} DPA Z1t 20|22 -3 = AvgSmall(2) — AvgBig(5)
D E ZOIEQ| AAS 5I™ DPA of 0xC2 = {-3,-2,1.5,1.5,3.5,5,-2.5}

Peak Detection

Differential



DPA (At=M = M2 2| 7HE

Attack point

~ ~ ™

KEY KEY 27| = Plain, [ 22 8t | Cipher,
KEY KEY 2H & Plain, I 2t & gk Cipher,
' KEY KEY 2H| & Plain, I 2f2E gt | Cipher,

HWE bit 12| &= HWO0,1,2,3,4

it

0{)11001100 = HW(4)

KEY GUESS
g e QI eko] 9 E Fw el S ] Fat ol S
R == 9}s SETS H+f 118 o] xfof| A 37 o 32 A+



Open SCARF 274
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http://www.trusthingz.org/

Open SCARF
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Open SCARF A&l AF

Traces: 12[2] /3000 |AuL| 4 Overlap []Difference [ Fixed Y-axis

Point Count: 10002 10001. 0.002740037 From: 0, To: 10001

rappea Traces 0 ~ ~

‘1\ O L e i ﬂw\uU by ‘.‘mu O
"‘W{,‘,‘W‘ur“{""“ H‘ A il i i ,',‘,ww;,m;,{,: iﬂ';ﬁ.@ FJ, ,-a,ﬂ'.,‘. i WM

1630 2787 267 450 5514 042

COMS hy n I u Mm il Jnm
Board Port ,““IMN‘MW 'l‘ I ’,mmpu viyr]m i
OscilloScope Address 192,168.0.3 oo

Collect Trace Test

Trace Count 3000

Trace File Name
C:WVSWODenSCAHFWTraceCOIIectExecuteWbin‘|

Create Trace File

Fun Collect Trace

lu
1Iu>: 0.14113

finish.
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» Voltage glitching
Very short glitches on the supply voltage
Can change the value of read data

Threshold of
read value

Data value

- A powerdip at the
moment of reading a
ry cell




AES o= Xo|l a7
1 —4— 1 I H O
After ShiftRows 9 Fault injected 1E After Mixcolumn kg
87 | F2 | 4D | o7 99 | F2 | 4D | o7 7B | 40 | A3 | 4C AC| 19 | 28 | 57
- 6E | 4C | 90 | EC 6E | 4C | 90 | EC 29 | D1 | 70 | OF 77 | FA | D1 | 5C
Substitute 16 | ET [4A ] C3 46 | ET [4A ] C3 8A | E4 | 3A | 42 66 | DC | 29 | 00
7 g A6 | 8C | D8] 95 A6 | 8C | D8] 95 CF | A5 | A6 | BC F3 | 21 [ 41 | 6E
) Y - Fault
ShlftRow i After AddRoundKey 0 After SubBytes 10 After ShiftRows 10 alue of Kyg
N — (D7 [59 [sB[1B]| [OE[CB[3D[AF| [OE[CB[3D[AF]| [DO[C9[EL]B6
erxCqumnj 5E [2E |A1[C3| |58 [ 31 | 32 | 2E 31| 32 [2E [ 58 14 [EE | 3F | 63
J 9t round |EC |38 | 13[42 ] [CE| 07 [7D[2C 7D | 2C | CE | 07 F9 | 25 | 0C | OC
¥ 3C | 84 | ET | D2 EB | 5F | 94 | B5 B5 |EB | 5F | 94 A8 | 89 | C8 | A6
( 10t round
AddKey
Y, Output with Faults
) 4 DE| 02 | DC | 19
Substitute 25 | DC | 11 | 3B
7 ’ 84 | 09 | C2 | 0B
[ ShiftRow 1D [ 62| 97 | 32
S
AddKey
)
Output = =
O| © = 21740 =
K10[0] o| stHo| 2] SHCE FolZl 7| FHS
Kio[0] € {703, °06°, ’09°, "0C’, "107, °15°, "1A°, "1F7, "21°, "24°, "2B’, "2E’, "32°, "37°, "38’, "3D’, 43, 467, 49’
4C7, 507, ’557, '5F”, 61, '64°, '6B’, 6E’, 72, 'TT, T8, 'TD’, '83’, "86’, 89", 8O ,'907, 957, '9A’, "9F", "Al’,
'A4°, 'AB’, 'AE’, 'B2’, 'B7’, 'B8’, ’C3’, 'CG6’, 'C9’, 'CC’, 'DO0’, 'D5’, 'DA’, 'DF’, 'E1’, '"E4’, 'EB’, 'EE’, 'F2’,

11:*?:!

-31:18:! *FD}



Countermeasures - Concept

Power

Consumption \
Processed Values 4\

Algorithmic Values

. Correlation
Correlation
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e Masking Hiding
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Countermeasures

» Hardware
Signal reduction
Adding amplitude noise
Adding timing noise
Dedicated components
» Software
Time constant programming
Adding random delay or alternating paths

Blinding(masking) of intermediate values with random values



SCARF Data Set

ETRI

* Acquisition Board for Data set
— SCARF AVR Board (8 bit MCU ATmega 128)
— SCARF STM Board (32bit MCU STM32F41IRET)
* Cryptographic Algorithms
—  Unprotected AES, First order masked (with shuffling) AES (full round masking)

— Unprotected SEED, First order masked SEED (first and last 2 round masking)
— Unprotected LEA, First order masked LEA (first and last 2 round masking)

25



SCARF Data Set

ETRI

Type and number of traces provided
— Fixed key and 2,000 traces (Can be used DPA)

— Variable keys and 5,000 traces (Can be used machine learning)

Data set file information

— {identifier}-info.txt : information text file

— {identifier}.btr : trace binary file(see below for structure of the binary file)
— {identifier}-plain.txt : plaintext expressed in hexadecimal

— {identifier}-cipher.txt : cipher expressed in hexadecimal

— {identifier}-key.txt : key expressed in hexadecimal

26



SCARF Data Set

* Structure of the binary trace file

Number of traces
(4 bytes, int)

Samples per trace
(4bytes, int)

Index of trace
(4bytes, int)

trace data( 1 sample: 4bytes float),
Float data repeated as many as samples

Index of trace
(4dbytes, int)

trace data( 1 sample: 4bytes float),
Float data repeated as many as samples

Index of trace
(4bytes, int)

ITR&D Global Leadk

ETRI

27



SCARF Data Set

ETRI

* OpenWeb Site

— Visible only to who logged in the site.
— We wiill keep updating!

TrusThingz
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