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DIDs : Decentralized IDentifiers

s DIDs are a type of identifier that enables a
verifiable, decentralized digital identity.

= A DID identifies any subject (e.g., a person,
organization, thing, data model, abstract
entity, etc.) that the controller of the DID
decides that it identifies.

s These identifiers are designed to enable the
controller of a DID to prove control over it
and to be implemented independently of
any centralized reqistry, identity provider, or
certificate authority.
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DIDs : Decentralized IDentifiers

s DIDs are URLs that associate a DID subject
with a DID document aIIowinﬁ trustable
Interactions associated with that subject.
Each DID document can express
cryptographic material, verification
methods, or service endpoints, which
Brovide a set of mechanisms enabling a

ID controller to prove control of the DID.
Service endpoints enable trusted
Interactions associated with the DID subject.
A DID document might contain semantics
about the subject that it identifies. A DID
document might contain the DID subject
itself (e.g. a data model).
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New Directions in Gryptography

Invited Paper

WHITFIELD DIFFIE ANl.) MARTIN E. HELLMAN, MEMBER, IEEE

HITFIELD DIFFIE & MARTIN HELLMAN

I, INTRODUCTION

RSTAND TODAY on the brink of a revolution in

cryptography. The development of cheap digital
hardware has freed it from the design limitations of me-
chanical computing and brought the cost of high grade
cryplographic devices down to where they can be used in
such commercial applications as remote cash dispensers
and computer terminals. In turn, such applications create
PP 1Y SR VRPUY e ppeeren 5 L L.l

mon occurrence in business, however, a
{0 expect initial business contacts to be postponed long
enough for keys to be transmitted by some physical means,
The cost and delay imposed by this key distribution
problem s a major barrier o the transfer of business
communications to large teleprocessing networks,
Section 111 proposes two approaches to transmitting
keying information over public (1., insecure) channels
without compromising the security of the system. In a
public key cryptosystem enciphering and deciphering are

A public ey cryptosystem is a pair of families
{Exlk e k) and (Dglk e k| of algorithms representing
ivertible transformations,

Ex:(M) -~ {M] (2)
Di:{M} - M} (3)

on a finite message space {M}, such that

1) for every K € [K|, By is the inverse of Dy,
) forevery K € {K] and M & {M}, the algorithms Ex
and Dy, are easy to compute,

) for almost every K € (K], each easily computed al-
gorithm equivalent to Dy is computationally in-

feasible to derive from Ky,
4) for every K € [K|, it is feasible to compute inverse
pairs By and Dy from K,
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s Loren Kohnfelder —
Invention of Digital
Certificates

» Loren Kohnfelder's
B.S. thesis (MIT
1978, supervised by
Len Adleman),
proposed notion of
digital certificate —
a digitally signed
message attesting
to another party’s
public key.
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[Note] MS’s STRIDE Threat Model

The threats to our products

April 1, 1999 — By Loren Kohnfelder and Praerit Garg

The growing use of computer systems to store data critical to businesses, as well as users'
personal data, makes them very attractive targets for security attacks. Successful attacks
can lead to loss of privacy, disclosure of sensitive data, and disruption or denial of
service—losses that can cost millions of dollars. The Microsoft Security Task Force has
defined a security threat model that it recommends all Microsoft product teams adopt to
secure our products for our customers.

The S.T.R.I.D.E. security threat model should be used by all MS products to identify various
types of threats the product is susceptible to during the design phase. Identifying the
threats is the first step in a proactive security analysis process. Threats are identified based
on the design of the product. The next steps in the process are identifying the vulnerabilities
in the implementation and then taking measures to close security gaps.

S.T.R.I.D.E. stands for:

Spoofing of user identity
Tampering with data

Repudiability

Information disclosure (privacy breach)
Denial of Service (D.0.S.)

Elevation of privilege
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PGP : Web of Trust
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Bitcoin & Blockchain (2008)

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main

(In October 2008, posted to the Cypherpunks mailing list)
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Lite With Alacrity

A blog on social software. collaboration. trust, security. privacy. and internet tools by Christopher Allen.

The Path to Self-Sovereign Identity

April 25 2016 - 4200 Words
by Christopher Allen

Today I head out to a month-

long series of events associated S35 e &
with identity: I'm starting with ot l’ﬁ 1” I3

the 22st (!) Internet Identity,

Workshop next week; then I'm

speaking at the blockchain

conference Consensus about

DIDZ} ZtXOF € 11712 2 +AISHS XN|A|SHH}
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Existence : Users must have an independent existence.
Control : Users must fully control their identities.
Access : Users must have access to their own data.

Transparency : The algorithms should be free, open-source,
well-known, and as independent as possible of any
particular architecture.

Persistence : Identities must be long-lived.

Portability : Information and services about identity must
be transportable. It should not be held solely by a third

party.
Interoperability : |dentities should be as globally usable as
possible.

Consent : Users must agree to the use of their identity.
Users are in control of the sharing of their data.

Minimalization : Disclosure of claims must be minimized.
Protection : The rights of users must be protected.
Provable : Identities and claims must have legal value.
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Toward scalable decentralized identifier systems

“Today, we're announcing an early preview
of a Sidetree-based DID network, called
ION (ldentity Overlay Network) which runs
\atop the Bitcoin blockchain.”

That is until now. Today, we're announcing an early preview of a Sidetree-based DID network, called ION (Identity Overlay Network) which runs atop
the Bitcoin blockchain based on an emerging set of open standards that we've developed working with many of our partners in the Decentralized |dentity

Foundation. This approach greatly improves the throughput of DID systems to achieve tens-of-thousands of aperations per second.

I've asked Daniel Buchner, a program manager on my team who works on standards and open source solutions, to present our latest contributions in this
area. His post infroduces another major component we've baen developing—in collaboration with other members from Decentralized Identity Foundation (

Decentralized Identity Foundation (DIF)—to create a scalable foundational layer for decentralized identity systems.

As always, we'd love to hear your thoughts and feedback.

Best regards,



@ DIDE= ©

;c’:I

O] =750tk

DHUYE FRHESUL - PHES
Korea University Division of Information Security
Graduate School of Information Security




Reimagined distributed
and concurrent systems.

The Byzantine Generals Problem

LESLIE LAMPORT, ROBERT SHOSTAK, and MARSHALL PEASE
SRI International

y ” W 4 try to
j m pach
— re th

two Io;.ral generals. With unforgeable written messages, the problem is solvable for any number of
generals and possible traitors. Applications of the solutions to reliable computer systems are then

discussed.

Categories and Subject Descriptors: C.2.4. [Computer-Communication Networks]: Distributed
Systems—network operating systems; D.4.4 [Operating Systems]: Communications Management—
network communication; D.4.5 [Operating Systems]: Reliability—fault tolerance

General Terms: Algorithms, Reliability

Additional Key Words and Phrases: Interactive consistency

tioning components that give conflicting information
) can be expressed abstractly in terms of a group of
bir troops around an enemy city. Communicating only
common battle plan. However, one or more of them
rs. The problem is to find an algorithm to ensure that
own that, using only oral messages, this problem is
he generals are loyal; so a single traitor can confound

(ACM Transactions on Programming Languages and Systems (TOPLAS), July 1982)
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Keyless Signature Infrastructure and PKI:
Hash-Tree Signatures in Pre- and Post-Quantum World
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Abstract. Multi-tenancy in the cloud emvironment brings new challenges to data secunty including
but not limited to trust, data and system integrity and the overhead of cryptographic key management.
These challenges can be efficiently addressed wsing novel data signing schemes.

We compare personal digital signature solutions provided by Public Key Infrastructure (PKI) and
Keyless Signature Infrastructure (KSI) and describe how these technologies can support esch other.
We discuss some woys of integrating a personal KSI service with external Identity Providers. A= KSI
can “indemnmnify” PKI agninst the cryptographic threat of practical guantum computers, we debve into
the post-quantum secunty of cryptographic hash functions and hash-and-publish sigrature schemes.

1 Introduction

Public Key Infrestructure (PKI) and Keyless Sipnature Infrastructure (KSI) are technologies intended to
make electronic data more relisble by providing mechenisms for identifving the arigin of data and to create
frrefutable proofs that data was not modified since & certain time. While PET relies on the continuous sserecy
of private kevs, which i& necessary for the identification of the origing KSI only relies on cryptographic
properties of hesh functions and the availability of widely published verification codes.

Keys are the weakest links in any secure system because they can be compromised owing to verious
fartors-technical, buman factors or both. In the ereation process of personal electronic signatures, some types
of pre-shared seerets (keys, passwords, ete.) seem unsvoidable because sacrats are necessary for authenticating
the signer. This means that the validity of signatures depemnd on assumptions that some private keys ame
BECITE.

For example, the keys of Public Key Infrastructure (PKI) service providers like Online Certificate Status
Protoeol (QCSP) responders are used to sign the validity statements of public-key certificates.

Instant revocation has been a serions problem for treditionsl PEI signatures. On the one hand, revoeation
s necessary to protect the signer if there is & suspicion of leskage of the signature key. On the other hand,
the poasibility of revocation mekes the signature verification procedure much more complex, because it
mist be proven that the key wes not revoked at the time of signature creation. This mesns that many
sdditional confirmations (such e OCSP responses, eryptographic time-stemps, ete.) must be added to the
signature together with public-key certificates. Note that if instent revoeation iz possible, & signature key
might be revoked right after signing, which means that electronic signature solutions must be very precise
in determining the chronological order of the signing and revoeation events. For some types of assets, such
& determination must be possible decades after the assets have been signed.

K5I provides an alternative signature solution, where signing is server-bosed, ie. signatures are created
in mssistance of signeture servers that use the so-called hash-end-publish mechanizm. The server crostes

K5I Seal for Post-Quantum Indemnification Date containers described in preceding sections stay
secure even if quantum computers emerge and all eorrent PRI algorithms become insecure. This means that
if we encapsulate all PKI signatures into K5I containers, the devastating offect of the quantum revolution
i# reduced dramatically because it i possible to show thet signatures were created before the gquantum
computing was availehle and that data snd PRI signatures were not tampered with before the KSI sealing.

OF coursa, after the quantum revolution, current modular arithmetic based signature schomes must be
replaced with quantum-immune signsture schemes, such &5 hash-besed signatures.

This “indemunification” also provides long-term protection sgainst other algorithm-relsted risks, like the
development of new crypto-anslytic attade and insdequate security parameters (key length).

K5I as a Scalable Batch Signature Scheme KSI can be wsed to dramatically ineresse the power of PKI
signature mechanisms. Even with the help of special-purpose hardware, the number of messages & serviee
provider (say, an OCSP responder) can sign in & time unit is limited. To incresse the volume, many devices
that have & copy of the same private key are neoded. KSI can help by offering a Merkle-tres based batch
signature mechanism, wherein many messages are signed at & time so that the messages are first consideraed
a8 the leaves of & hesh tree and then the root hash computed smd signed in & conventional way (e RSA).
Every message i then provided with a copy of the RSA sipnature and the corresponding hash chain. This
way, the power of PKI signature devices can be increased tremendously without sdditional Hardware Security
Moxdules (HSMs).

—d2_tlow PKIL Supporta K1

Client Identification in KSI with PKI Az described in Sec. 2.3, the identities of child servers are added
to the hesh tree by parent servers after & successful authentication. The same mechanizm can be used at
the first level of KSI wherein end-clients are authenticated by KSI gateways. There are several session and
messege-hasad mechanizms for authenticating clients, one of them requiring valid PKI signature on input
data to K5I signing service.

If signing requests are PEI-signed, then KSI can be used for: (1) maintsining the key validity informeation
and (2) ereation of susteinable evidence containers that are free of mejor shorteomings of the PKI evidence
containers.

If K5I sarvice gatewsys that anthenticate end-clients heve access to fresh cortificate validity dats and
perform functions similar to QCSP responders, the instant revocation problem is solved in a trivial way
if we assume that gatewsys receive revocetion requests from clients and in case a client has annonnoed
the revocation of the signature key, the gatewsy no longer ereates signatures for this client. Hence, a KSI
signature itself is & proof of the validity of key, because otherwise, it would not have been croated at all

PKI as a Temporary Publication Mechanism in KSI The hash-and-publish mechanism used in the
keyloss signature system sssumes periodie publishing of the global root hesh values {the so-called hash
calemdar). As publishing i costly and cannot be done every second, there have to be some integrity check
mechanisms in place for the time period sterting from signature creation, ending with the next publication.
A PKI signature is a suitable mechanism for such an inteprity check. If the root hash values are signed with
& sarvice provider's private key amd the public key has been reliably delivered to clients, KSI signatures
become verifiable right after they have been created.

After the publication hes been completed, PKI signatures can be superseded by hash chains from root
hm o il mli-'h 4 Lo 1
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