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Global Comparison Chart

South Korea's emergency exercise in
December facilitated coronavirus testing,
f:#'_ containment
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Practices(M| 57| =)

 7}'3H= (Practices)

= I | & & A (Cyber Resilience Engineering Framework, MITRE, 2011) Sl & 7}
0fl1) Aol ot A| AR HAS I X Hals AIZHE Y YD)
OS2 osf], M2 X%, M7 st=2 It

[0

A5 th3
s oLz Objective(= H)
7|t 0|3}l|(Understand) Goal(= M)
=M Hfj =z ol &t (Prevent) 0| = (Anticipate, Plan)
=M SE HA K| 2F(Constrain) x X| £ (Withstand, absorb)
H| X %4 X|Z(Continue) 2| =2 (Recover)
= k=L (el X7+ Ad (Reconstitute) XI3}(Evolve, adapt)
NS H &4 (Transform)
& XH A A| (Re-Architect) - by MITRE -
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APO|H £ &= = 7| ¥ & A (Cyber Resilience Engineering Framework, MITRE, 2011) 5! EH 7}

0l2) HIER 2 T2 O M S AKX IPARE(EH ZLEHT) & Al

Practices(M| & 7| =) I
O[sl, =H|, A<k, M+ 2= H7}

M 7153 (Practices)

PSRN ES
N Objective(= H)
H3 XX m 7|3k 5 (Objectives)
7|3t 0| 8f|(Understand) Goal(=%)
S5 Hlj = Of| & (Prevent) 0f| = (Anticipate, Plan)

K| 25 (Withstand, absorb)

K| 2F(Constrain) \/0
X|Z(Continue) 2| =(Recover)
X7+ (Reconstitute) ZI2}Evolve, adapt)
B S (Transform)
Xl A2 A| (Re-Architect) - by MITRE -
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SN

@) TAME™ Range

* Comprehensive Cyber Training Curriculum

* Cyber Learning Management System

N

TAMEZ

o

¥ o
Port Scan (FTP) o
Brutedorce (FIP) ) o
o

o

Upload Backdoor (FTF)

LLLLL Backdoor (FTP)

Map Folder (FTP-> DMZ-A.@ t

Copy backdoor {DMZ:AD) [/ ]
Create Rackdoor pessisan.. @
lllll Backdoor OMZ-AD)@
Clc)ltlu)l.)k'r (OMZ-AD) @
<o« Training Summaey === @

¥) Stop NetCat Server o

Terminate stvene (FT7) @

Training: Incident Response Exa... @

Seiectal  Deselect st Sebect o v, & activities  Deselect o8 v, & activities | Sedected activities: /19 Sebected evircoments: 0/6

T3 H [ — :Bs-

}'n‘/o QL0 Mowny Dow 0107 Mowny O O (. A
b ke HTTID Y\ P orsancmD O » s D e D § et a5

Pot Scan &

W)‘
&9 d=
Tomk 0107 Moy Gomne 2108 Ui Toush (107 Mowr__ Down 0133 Min Touh 8307 houn__Down 3333 Wa
[ — Ve @ e—
P Map Folder (FIVS ORGSR ) » roasan e D » reasoo s D

B S smmontle / Start Netcat Handler o) Start Netcat Handler
[l 7ot 0 from 18002010 777 Traniog Gosls - Traiing Goals -
o~ —
S ILE F
[ELE T =



H&Ee 2€ CSTEC

ALOJHRITEEIAE]

Cyber Prevention Cyber Defense Cyber Comprehensive Cyber Conflict
Exercise Exercise Exercise Exercise

*°Nvs. 1

* CTF(Capture The Flag)
*1lvs.N

* LockedShields, Cyber Conflict Exercise (2019)
* Nvs. N

* Defcon
* Mvs. N

e Cyber Conflict Exercise (2017-2018)
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Score / Mission

by Red team
3k
View Livlais (] . " < " <
£y
7 02 -] 422 24§ SEETEL R
auz) X 7—1_‘_' 24 ,}n\ 4 1k
= LA, A 08 HINEAR
sy g 0 I
& A= 7 BaLE § En R pHCee He gad Satiol [LLPLUPCLEETREE 27 P 1L T e
T WRRC SR 2 U SR Y =T -
B ‘l ” ‘
-2k
-3k
MO 8 ME|2 014 o)Xt HOIK| O 105]EF BE AHI2  [106]8 HE AE2 0|14
o4
\ \ eI1xE @ 2= 3x @ 4% @ RED1ZE ® RED 2% RED 3= ® RED 4=
E| & |)k I | Al A
Of M EO o ol' oE
Mission vs Score
Ha e gdo oMl LIRS 5019 Fad=s
(10152 & ME|2 018
QFa&l
=1g |
=
Score 2k g s
-2
60k | 3=
[102)242| 7} H|O| x| O] M -+ 4%
- ——r e RED 1Z
e ) 2% -2000 o e
-.Q-._—'_;M ~1500 -®- RED 2=
40K ¥ -2000 RED 3%
68 DI ME|A O|M o RED 1X: 2000 t HOIX O] RED 4=
| RED 2% 2000
| 2000
20K ‘ RED 4% 1500
RED 1=
2017-04-18, 13:34 PM
Score: 500 _ o
0 = ?.-'; = 91
11:00 12:00 13:00 14:00 15:00
Date
\ - 1= —— 27 3= e 4= = RED 1= -8 RED 2= RED 3= - RED 4= \ Uosiaagg Muj~ 0jd
—_
2H XY AF0 FO |M O & Zt™ ob™ HA X
- =2 —1- 0 I:||_=|'|To O 1O ™ oE




S

S8 BRAAL: 28 TE(2/2) CSTEC
e -

@ Siutionil Repart

Beda fepert

Ao|b} 32 0f
j%j2019
(CCE2019)

% Scoreboard

Defense Failure

SLA
VM Total
Rank Name Patch  Challenge (Service Level E
Information Revert Score
Malware Agreement)
Leakage
Challenge
1.¥ Atoju 3 28 0f
. e §%]2019 l:] Systems
(CCE2019)
it YUZE systems
History
Title Net P 0s Description  Memo Console
N =
% INT- INT 192.1.108 Windows7 [ ope
Challenge
b Terminall -
INT INT 192.1.109 Kali2019.3 toor / toor
Terminal2
MNAIT |_ HMI1 CTL 10.10.1.121 Windows7 user /
a0 T - cstecl!
HMI2 CTL 10.10.1.122 Windows7 user /
cstecll
EXT- EXT 197.1.10.21 Windows7
Terminal3

>
>
I
iy
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DM pM. 3 '5 7 lg l11 11 12412212 pM. 3 5 '7 'g 411 12112212 DM 3’5 9 111 12112212 DM 3 5 '7 '9 1111 442112212
‘21 '80 'BO ‘EOMD y 1080 1080 $21 ‘80 '_BOBGU "HJBBID!U 108¢ 80 '21 '80 '80 '80800 '108“]0801060 ‘80 ‘21 '80 's0 'QOBUO 1080 1080 1080 80 '2‘ ‘80 '80 "808GO ‘108010801080 80 ‘21 '80 '80 '80800 ‘1080 1080 1080
EXT 3 15:47] fo] F11jl13%15]! Bxi  3\'s f7/\g 11113 Fr5)! B 3 s 7] tg F1jl43 F5)! B 3 !5 17 fo H1jl43 5]l Ba 3 'sefztor fila gt EXi- 73] Is 719 H1jl43 15!
D 'D ‘0 0 ‘31370 ' o - 004 9 Uaiarp ® ‘0 0 'P 'O ‘3wkFg ! D70 /5080 Tart 318700 o 31370 ! 3 0 ‘o 'D 0 0 '3137G '
INT 35 i7 INT 3 | INT 3517 | INT 3 517 - INT 35 77
gg;ﬂ‘! N 80:;7 2 30!‘7142 gO!17l4Z 80857141
CTL 121122123200 I = nggzdg@ 21, cTL 121122123200 21, 7 ©eml 121122123200 = _1 219320077 21 CTL 121122123200 Pl
80 ° ~ ! 80 ! P . =7 502 80 *
Line ""LtSG"' ﬂ TGENLOG :
pM. 3 '5 '7 '9 l41 1) 12412212 inb d o7 - DM 3 5 9 1111 12112212
£ ‘80860 ' 1080 1080 0 - - H 3 ! o ‘1086 1080 1080
et NGRS it N ond) s | TGENLOG S e
0 ‘o0 ‘o 'O '31370 (outbound) e E © '0 '0 ‘0 'O ‘31370 '
INT 3 '5\'7\ = A INT 357
80817142 \ = . 2 e 80817142
= g \ — \ The Wan g o = = — . Baea . :
CTl 121122424200 21 = S . P ———— CTL 121122123200 2
I R S~ : RS —— ~. = o — 502,
i\ | @1hNor
§ L . < / DM 3 5 9 11 "1 12112212
B ~ IBBEN / 80 '21 '80 ‘80 “80BCO 10801080 1080
by ==, ©port at oben / - F 9 P13 f151
J S f = B { 40 CHE STA T
’f{f Rire \\ Sz @ n‘.: Sar /l
L oo S = New Ibsish /
CTl 121122423200 21, . S > SR / CTL 121122124200 21,
L gy < @® S = THOGWIN P 4 i TIIE THOUSAN] ANDS L -
- e g . \ Saath e = S eWiathan
- = . S e - — ~ Spand MUSSOVY
, WE nmi; : ®\ N \ﬁ.»r ‘/n_.f* \_\,\‘,L : e ROGUE i s SSO!
M 3 '5 719 g1 1y L N | sy s & o a; G . S—L. > bM 3 5 7 lg 411 112412212
80 '21 ‘80 '80 '80800 'wamoauxoau .QT Ly ﬂ' PolalE e P EE % WEB = 80 '21 '80 '80 '808CO ‘10801080 1080
BXi 3 's| 17) fg) 111113 F15)! Y, Limmisport =) b e X = —BXT=315 7 '9 1111315
0 0 0 o 0 ‘3wvo ! / xﬂ'tﬂu.a. il o GREY WASTE— 0 0 6 ‘0 ‘D ‘31370 '
NT 35 I7 |/ ‘ P B ok s = g 305 '
80817142 > 3 [ 4 =R 80817142
8888 4 1 Aahiy e G / 2 C v 8888 4
CTL 121122123200 21 4 - P C / 3 > = aeioen CTL 121122123200 21
o Eﬂi s /\.) J A — e ) \mﬂ*%i., i 7 n. . "fﬁ{ﬁ,ln- ¥ - @ Benct - 200
Oldtowp - Soeprtomes o Valyfar h--;:"\ SR ¥ — ; o
9 DORNE é Yolons (o T B Vet N © “gﬂl“ ‘q/ P & Tige 3
[ 1 o v/ e e Yo e s S cpdimnes City of the DM 7 '9 1171 12112212
50 V3180 ‘80" * 1080 7080 1080 //L/// / / 7 ©Astapor “"‘-“j)' — 80 121 160 aoauo 'waumaoloau
Ba 3l is) f7litg] H1) '13 st TV ; = / / = s it \ O PR By DD <L
% ‘0 0 ‘o ‘0 ‘;g e / > S 055 L3 & ,,\@ Qo ® Sew Wik % ‘0o 0 ‘o ‘0 ‘31370 '
INT 35 7 / // e, o= GIISCAR Pars s \\‘m, 0wk \|x| : Carema  |NT 3 5 7
80817142 e / ‘ ’ e / { o ~ N\ @ dwmag 80817142
ssas / o J L~ e ya: " S = \\ o sss
CcTL EQZZSQQ/ b B / — Taxt Lament / o R N A ' dma ¥ cTL EgZﬂdZLO 21,
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© 0 0 ‘0 'O ‘'3aio ! ® '0 ‘0 '0 ‘0 ‘*31370 ! ® Y0 00 @y '3i3ral ! 0 0 0 0 .0 §31370 o ,0 ,0 ,0 .0 ,31320 , © 0 ‘0 ‘o 'O ‘31370 !
INT 3517 INT 3517 INT 3517 INT 357 INT 357 INT 35
80817142 BOB17|4Z 80817142 80!'7!41 BOBT 7142 BOBT 7142
8886 8388 8888 5888
CTL 121122123200 21, cTL 121122123200 21, CTL 121122123200 21 cTL 12112212:!200 21 CTL 121122124200 21 CTL 121122123200 21,
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) Auto reload page Open tickets + New ticket XH I:l O E E‘"
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-
Mumber of tickets: 175 | Number of pages: 9 | Jump to page:
1234586 » =»

Category: Networking

[ IrackingID  Updated Category Name Subject Status | Qwner Lastreplier U - 9 E. _l E I:HE EI'E-I'X 7
[ WY4-ESG-2QN8 30 Oct 13 Networking Choe Hyeong Jin | * Can't connect to PORTAL homepage in Terminal VM. Resolved  blueiZ bluel2 W |- -I | —I— | E o |- |-
[  NNS-NR3-4458 30 Oct 19  Networking Sihoon Lee * Password Resolved blue2  white N I: I' I:q 7 |_h

] MRA-EH6-TZZE 30 Oct 15 Networking lee seunghyeon  * how can we access sharedfolder of windows-terminal? Resolved  bluell hcyang0s Ift' H — o

| SEZ-ZTT-LESS 29 Qct 19 | Networking  koen * Check your [nternet connection Resolved  bluelS lovekgh lft'

Category: Services (portal, tools, mail, ...)
Al E| A| A Hl- o| |:|.|| ol

[ TrackingID  Updated Category Name Subject Status | Owner Last replier . E‘ | AL O - =/
] 5TE-221-8X6R 2% Oct 19 Services (portal, tools, mail, ...) | blues * sla port Zt& Resolved  blueS | hjparko0ol F XH EI _J_I_l- 7 I' O | E|_ O h _6_|_

[ ML7-UPY-TTWZ2 29 Oct 19 Services (portal, tools, mail, ...) | Taebeom Kim = SECUI MF2Z issue Resolved | blueé | white P’ o E o —

[ | UVT-UBQ-XSED 29 Oct 19 Services (portal, tools, mail, ...)  LEeuchang * Path system not gjve flag Resolved blued  white W _ﬁ % XH I_E_'I —i— H |

[J SQE-3PZ-MBUS 30 Oct 12 Services (portal, tools, mail, ...)  hello * patch system broken Resolved bluel | hcyang06 F

[[J 3BA-DWI-YTAT 30 Oct 15 Services (portal, tools, mail, ...) hello = patch system broken Resolved  bluel | white F

[ | v41-UH5-A792 29 Oct 19| Services (portal, tools, mail, ...)  dmbs335 = Patch system error Resolved | bluel6 hcyang0e P’

|| D4M-M2D-7YMD 30 Oct 12 Services (portal, tools, mail, ...) patch system server * patch system server is not running | Resolved blue8  hcyang0s N

[  J3-DLLSB7Y 29 Oct 19 Services (portal, tools, mail, ...) | jinwoolee * patch is not work Resolved  blue2 | white P‘

] w41-WSY-S5NA 29 Oct 19 Services (portal, tools, mail, ...)  bluel = patch server down.. Resolved  bluel | white P’

[ | XAM-55G-MV4W 30 Oct 19| Services (portal, tools, mail, ...) | blues = S| A O|7=0f Cyst S0 mer 242 Resolved | blue5 @ white P’

] 8X5-RMP-JGVG 29 Oct 12 Services (portal, tools, mail, ...)  dmbs335 * wuln patched but not correct Resolved | bluelf  white N

[ | 4XW-BLO-VMGA 30 Oct 19 Services (portal, tools, mail, ...)  Kim Heejung * Patch server gives 500 error. Resolved | blue5 | white N

[] DVE-X9A-3MZZ 29 Oct 19 Services (portal, tools, mail, ...)  KOQEN = Qur writing_is not enroll. Resolved  bluelS  hcyang06 W

[] | BWZ-YB3-MBWE 30 Oct 19| Services (portal, tools, mail, ...) | jinwoolee * patch is not work Resolved bluez  white W

[  1AP-1ZN-486N 30 Oct 12 Services (portal, tools, mail, ...)  sh3rlock * report doesnt’ change Resolved bluelS  hcyang06 N

|  ASM-GPU-YS7U 30 Oct 19 Services [portal, tools, mail, ...) | bluei * score broken... Resolved  bluel | white F
“§ Tagoed Ticket With selected: |Sel priority to: Low v | | Execute |

* Assigned to me
* Assigned to other staff

Assign selected to: ‘— - Click to Select-- v | [ Assign |
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NSA
CYBER
EXERCISE
e®

NSA/CSS Cyber
Defense
Exercise Cyber Storm Cyber Europe
(USA NSA) (USA DHS) (ENISA)
2001 2006 2010
() @ @ ) @
2004 2008
Cyber Drill Cyber Coalition
(APCERT) (NATO)
AAPCERT_

CYBER DRILL 2020
“BANKER DOUBLES DOWN ON MINER"

CYBER COALITION

fa

Ty

of & A

—" oy

CROSSED
SWORDS

Crossed Swords
(NATO CCDCOE)

2016
() () @

2010 2017
Locked EU CYBRID (EU)
Shields

(NATO CCDCOE)

LOCKED
SHIELDS

AlLtE| 2, HEFA Y,
ANE

IS

olc|o, 8, 71,
SOl o2 g4




Locked Shields by nato cepcoe ESTEE‘
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NAT@ C;D\\_.,CE S| EHl= Ol
ALO[H] 2| &0l CH ShEH S IZIIE
NS 2 = AN Y

_—

ALO|H| S A0 Lt 7|=X U S 2[0=
ﬂ%ﬁéu@]a (]| ZIAGH= %Q] SRS £

e —

NATO CCDCOEXIA] Z=£tcd
20124015 0 0| A E L| O =21 04| A 7
= SeEe VRNS 56 28 F)




Locked Shields vy nato ccpcoe CSTE S

A0 EEIME]

Exercise Number of Nations BT VMs Persons
Blue Teams represented in size per involved
(BTs) Blue Teams cap team

el o
Lockezc:):lgields 9 9 + NATO 10 ~25 250 +
Lockeztil) ::ields 10 9 + NATO 12 34 ~ 250
Lockeztz)::l\ields 12 14 + NATO 16 50 300
Lockezc(i) :I;ields 15 16 + NATO 16 ~75 400
Lockeztil):gields 20 19 + NATO 16 ~75 550 +
LOCkez(:) f;iields 20 19 + NATO oo 120 ~ 800
Lockezt::):;ields 2 20+NATO+EU oo 150 1000

Locked Shields

2019 23 21+NATO+EU oo 150 1200
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