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Asymm: RSA, ECC, etc.
Hash: MD5, SHA1,2, etc.

No Crypto. Primitives
Happy world!!

Present, Hight, LEA, etc.

~1980 ~2000

Symm: DES, SEED, AES, ARIA, et .
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Key Hiding,
Intrinsic Key Gen.,
Key Protection

Post-Quantum Crypto,
Fully Homomorphic Encryption.

Side Channel Attack Counter.
Fault Response
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The Mirai Botnet

In October of 2016, the largest Distributed Denial-of-Service (DDoS) attack ever was launched

on service provider Dyn using an loT botnet. This led to many websites going down, including
Twitter, Netflix, Reddit, and CNN. By 62 default ID and PW

Attacker

@Im

K \@ Scan Telnet Port(23)

1] Inf @ Crack Default PW
nfect
\ load I
v | © Pownload Malware @ 1) DDoS Traffic
: P =2 Admin/12345678

/
 Connected Printer
A

Victim
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- DNA
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Cldjo|A DNA
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C|H}IO|A DNA o % 7| : C|HFO|A DNA, Device DNA, DDNA, D2NA
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PC PUF F . Error Correction Code
PHY PUF = | S « Fuzzy Extractor

PDRO PUF * Fuzzy Commitment
Flash PUF

Image Sensor PRNU
External Sensing Data

, Pre-master key

Pre-shared key

Password

Other credential

(PUF: Physically Unclonable Function) 11
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2. loT C|H}O|A DNA

m] C|HIO|A DNA EOF Q FALSH (ISO/IEC 20897-1 BEEA & )

@ Steadiness
_ S CHIO| A0 A ST CIHIO|A DNA ZHS St OHEM (A, EUN 5)
— Reliability, Reproducibility, Stability, Robustness 50| FAS O|0|2 AL &
4 Randomness
— C|HIO|A DNA 2t XpA| Q| =
@ Uniqueness
- Yo HA/REB/MESEOM FeE ME CHE C|HIO|A0A Z3HE|= C|HHO|A DNA 2t S YdXtEd)
dEZT

C|HFO[ 2 DNA ﬂol 2

@ Tamper-resistance
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A stas 40 et Meds ool

@ Mathematical unclonability
— C|HFO|A DNA 20| £H Challenge0®l £4 ResponseS HM&dt= 4

— Challenge-Response AtO|2| H| &t (Uncorrelated, Unbiased, Diffuseness)

@ Physical unclonability
X G2t S| C|HH0|A DNA #30| 7H5 38X 240t0f 3t= 4
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m] Test using actual devices ,
steadiness

one challenge

response 1
DDNA

response 2

\

@ Test of Steadiness

— Intra-Hamming Distance, Bit Error Rate

4@ Test of Randomness
— FIPS 140-2, SP 800-22, etc

bit error

_' 1
rate metric

@ Test of Uniqueness
— Inter-Hamming Distance, SP 800-90B

response M

one challenge Uniqueness/Randomness

response 1
DDNA1

factory  i.i.d.
(ideally) o

= response 2
____________ Il \‘
' N uniformity :
: — metric
. test
N
o response M
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Primitive
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* Fixed Et®} (Confined Et®}): £230] D HE| U&= Et
* Dynamic E}&} (Extended E}2!): Challenge-Response 4|02 EXHOZ £ 3 HA
<]

* Restricted Dynamic EF2!: Challenge-Response 22! 0|L}, CRP pairZ} M| St 0| AL}

Resistor-Capacitor

(M-I Al E)

Dynamic
(32bits challenge)

128 bits ~ 2048 bits

Kidden-Ruby 2=
(STM32F4) + RCZ|

b

ol LA
29, =

3V~3.6V H 2|0 A

1%0| 5} error £
MH HAE (-20 ~
70 °COf| A stability
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s

E A EAM SRAM B 2
2
(Wi-Fi, SUN)

Fixed or Restricted
dynamic

EAMRE HIEH ALO|=
(256 bits O| & 7+&)

- Kidden-Ruby 2=
(STM32F4) + Pmod
WiFi module

- MH HXE (-20 ~
70 °COf| A stability
Xl

+ Voltage variance0]
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(1) RC PUF (2) PHY PUF

(3) Flash PUF

Flash 0| 2 2|

Fixed or Restricted
Dynamic

Flash 22| AFO|=
(256 bits 0| & 7t&)

- Kidden-Ruby 2
(STM32F4) +
S25FL128S (16MB)

Flash Memory
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(6) External
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C|HIO|A DNA ¢ =& S E 7|=

% F8 7|5 : RC PUF, PHY PUF, Flash PUF Y 4IA I/F S8 LI&

= O e =1L ok Iz — A - EEOI%: Kidden
% RC PUF, PHY PUF, Flash PUF S LIZSt C|HIO|A DNA S8 & Z3E 712 ey Hiddenol X}

= RC PUF, PHY PUF, Flash PUF 7|5 W%t S IIE2 RETR 7|7t E0RUCHE Q0| JHA
= Cortex-M4 7|4t STM32F412 MCU (~100MHz)

= ESP-12S Wi-Fi 2 & L%

= MM QE{HO|A : 7} E MM, X|X7] MM, XIO|Z2A3 = MM § ZF MM S 0]
- ZtZH|2|no| EE HE 75

= C|HFO|A DNA ‘44 QHd3t 7|= U C|HIO|A DNA 8 & Z2173 7Y

ol

¢t C|H}O|2~ DNA =& 75

/

Uniqueness, Steadmess
Uniformity 21t £

DDNA Primitives &8

#-1

ddén Ru

Device 1, 201 CHSt Initial response &
Run-time response® QREEZ HA|

<C|H}O| A~ DNA &8 +& & E - Kidden-Ruby> < Bt=H|2|oto] EE HE > < C|H}O|A DNA =& Z2 ]2
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OCF Cloud Spec: AFEX} Q15 7|Hte] C|H}O

| >
o
b
=
2
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1. OCF Cloud user account creation
. g s . Share User 2. Mediator registration with the OCF Cloud
Device Registration .Resource Publis| slidate Token uthentication e : A g
@ e Gl ks @ @"“ Tok ?Af?esst;o;en, 777~ | 3. Device provisioning by the Mediator
- __werid) _/ Authori %, | 4. Device registration with the OCF Cloud
TLS session | sation | 5 Connection with the OCF Cloud (login)
\_ Server /1 6. Publising Links to the OCF Cloud RD
7. Client to Server communication through
[OCF Resource Server] /" IoErEiod] A the. DGF (Gloud . .
/ P (Clinet->Cloud->Device->Cloud->Client)
\ S 8. Refreshing connection with the OCF Cloud
Onboarding @Mediator Registration @L@a\fj’/’/'" (AccessToken timer expires)
@ ,,f;;.\o\@“ 9. Closing connection with the OCF Cloud
e (logout)
B " _rtip 10. Deregistering with the OCF Cloud
[Mediator] [Note: The dotted interface is out of OCF scope]

% Mediator provisions the OCF Device with information necessary for remote service management

16
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3.loT C|H[O|A DNA & OCF Onboarding ETRI

Onboarding: C|HIO|A QIE{SI A 91 F 2T e

{@). OBTE 581 OCF 717|§ A9 B4 S5i0| LRs BHE HHsH Y
=% X DeviceE "Ready for Normal Operation(RFNOP)" QEHE or=7] et 2

| Discover New Devices ]

Slm p I Ifled O n board | ng Seq uence DOTS: Device Ownership Transfer Service

AMS: Access Management Service
CMS: Credential Management Service

Execute Owner Transfer Method (OTM)

« Unowned Device boots

| Establish Device Identity ] - Discovery (unsecured):
- DOTS sends multicast to discover unowned devices no TLS
l Lo Owaer CEicias | - Unowned devices reply, including list of supported OTMs no TLS
| Provision Symmeltric Owner Credential ] - Ownership Transfer:
[ Provision Asymmetric Owner Credential ) « DOTS selects and configures this OTM to the new device no TLS
| B ] + DOTS & unowned Device perform OTM, inc. TLS handshake TLS
ssign Device to Services
2 « DOTS configs SVRs to authorize itself, CMS and AMS TLS
| |
CMS/AMS : :
« Device is now owned!
| L
| Configure Device Services ] * Provisioning:

+ CMS provisions credentials, AMS provisions access policies TLS

[ Provision the DOTS/AMS/CMS service )
I « Device is now provisioned and can commence normal operation

| Provision AMS/CMS credential

- Normal Operation: TLS or no TLS

|__Prepare for Peer Device Interactions | - Credentials and/or access policies can be updated by returning to Provisioning

17
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Ownership Transfer Method (OTM)

Manufacturer Certificate

Just-Works OTM Random PIN based OTM

» HEB FEHQ WME IEHQ YA = PIN FE9| Cjgt OBT(AMEA) 253 e » Cert meta-dataE ©|8%t HYS 215 ¥4
- AIFIO| gi= AT BN MY KT > PIN FEE MY AT A TR « OBT29 Certificate M3
. Onboardlng EKPII’*IQI MitM F3°l #<f * Onboarding EAIMS MitM FHO 2 > Root Cert® EPH TABH HA TQ

Perform Just-Works Owner Transfer Method Perform Random PIN Device Owner Transfer Method Perform Manufacturer Certificate Owner Transfer Method
OBT New Device OBT New Device OBT New Device
(UUID BOBOwox-...) (UUID A71C300¢-...) (UUID BOBwoomx-...) (UUID A7 1C30m-..) (UUID BOBwoox-...) [UUID A71C3m00¢-.]

T T T
I I I I
\ \ Execute Ma_nufacturer Certifica_te owner Tra_nsfer Method / \

I I
Execute Just Works Owner Tra_nsfer Method / Execute Ma_nufacturer Certific.a_te owner Tra_nsfer Method /

OBT selects the oic.sec.oxm.jw owner transfer method and executes it. Iﬁ | 0BT selects the oic.sec.oxm.rdp owner transfer method and executes it. Iﬁ OBT selects the oic.sec.oxm.mfgcert owner transfer method and executes it. Iﬁ

7 T
1 POST foic/sec/doxm {..."oxmsel":0,...} | 1 POST Joic/sec/doxm {..."oxmsel":2,...}

T
! 1 POST joic/sec/doxrn {...."oxmsel":1,..}

| |
| | |
L | |
> >
| | |
| | |

2 RSP 2.04 I 2RSP2.04 I 2RSP2.04
< < =
i i | | I i
1 3 ClientHello(TLS_ECDHE_ANON_WITH_AES 126 CBC_SHA256) > | Compute PPSK following IETF RFC 2898: PPSK = PBKDF2(PRF, PIN, NewDevice ID, ¢, DkLen) Iﬁ The Manufacturer cert private key is used to sign handshake messages. Certificate
! . ) ! = - attests the device manufacturer and static device attributes.
i 4 HelloverifyRequest(cookie) ! ! !

1 3 clientHello{TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256) i ‘ T

L

5 ClientHello[TLS_ECDHE_ANON_WITH_AES_128_CBC_SHA256,cookie) _ a HelloverivR (cookia)
- elloVerifyRequest(cookie on boarding device certificate to its embedded trust anchor. Otherwise, it will
implicitly trust it.

T
! 3 ClientHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8)

| |
| ServerHello(TLS_ECDHE_ANON_WITH_AES_128_CBC_SHA256) i
| 6 ServerKeyExchange(ECDH Publickey + ECC Curve Param) '
i serverHelloDone() ]
| |
| |
| |

If device requires authentication of the on boarding device, it will resolve the T
<
4
5 ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256,cookie)

>

ServerHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHAZ256)

Y

ClientkeyExchange(ECDH Publickey)

ServerHelloDone() 4 HelloVerifyRequest(cookie)

ChangeCipherSpec + Finish

-«
5

ClientkeyExchange(ECDH Publickey) ClientHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8,cookie) .

8 ChangeCipherSpec 4 Finish

ChangecCipherspec + Finish

L

|
|
|
6 ServerkeyExchange(ECDH Publickey + ECC Curve Param) !
|
I

ServerHello(TLS ECDHE_ECDSA WITH_AES 128 CCM_8)
Certificate*

_ 8 changeCipherSpec + Finish 3
(UUID BOBO%oX-...) (UUID A7 1C300¢-...) i i . ServerHelloDone()
;

OBT New Device ServerKeyExchange(ECDH PublicKey + ECC Curve Param)
OBT MNew Device Certificate®
o ) (UUID BOBx000o-.. ) (UUID A7 1C300¢-..) 7 ClientkeyExchange(ECDH Publickey)
Authentlcatlon Algonthm Strength Mode ChangeCipherSpec + Finish 3
TLS_ECDHE_RSA WITH AES 128 GCM _SHA256 -
| I | .
OBT MNew Device
Key exchange Cipher MAC or PRF {UUID BOB000ox-...) (UUID A71C300-...) 18
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C|H[O|A DNAE &8¢t

e

PSK 7|8t OTMOf| E-& ETR

PSK 7|4t Onboarding = Random PIN based OTM =8 M &

| Discover New Devices

| Establish Device Identity

| Establish Owner Credentials

| Assign Device to Services

| Configure Device Services

| Prepare for Peer Device Interactions

e e e e

Mediator/OTGC UUID A71Cxxx-...

Account Server Function/RD

OCF Cloud User &

ol A

/ / |

I
¥ Discover New Devices 1

Gloud Mbi
DDNA
Database

Find new Devices that are unowned.

GET /oic/sec/doxm?owned=FALSE

-
>

RSP {...,"oxmsel"[0,1,2,...],"owned":FALSE,"deviceuuid":"A71Cxxx-.",...}

Request DDNA for the new Device. (by Mediator)

POST /oic/sec/doxm (..., "deviceuuid”:"A71Cxxx-..."

Y

RSP {...,"deviceuuid”:"A71Cxxx-...","challenge”:"ccc...","DDNA""rrr..."}

-
%

- »  Execute Owner Transfer Method |
I

OBT selects the owner transfer method and executes

o)

POST /oic/sec/doxm (..., "oxmsel”4, ...)

v

POST {..., "challenge":"ccc”, ...} or "doxm” Extension

RSP 2.04

A A

F 3

Compute DDN PSK RFC2898: DDNA-
PSK=PBKDF2(PRF,JDDNAJXNewDevice ID, ¢, DkLen)

ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256)

ChangeCipherSpec + Finish

h

F 3

" /nic/sec/doxm" Resource Extension for DDNA-based OTM
I: Just-Works
2: Random PIN Based

-3 rtificated Based
- 4: DDNA Based

+"/nic/sec/creds” Resource Extension if necessary

19
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IS AM 7|8 oTMO]| &&

C|H}O]A DNAE &8¢t 213 M 7|8t Onboarding > Device as Server=22| & X &

OBT

Device [Walo] s o—

-

o POST /oic/sec/doxm {...,oxmsel:2,.. .}

>

>

rsp2.04 @

-«

o ClientHello(TLS ECDHE _ECDSA WITH _AES 128 CCM 8) >

a4
-«

HelloVerifyRequest(cookie) °

e ClientHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8,cookie) >

< ServerHello(TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8) o

a4
-«

— -

i - _Qertificate o
=

ServerECDHParams params;
Signature params_signature;

/h

—— ServerKeyExchange o |:_,=

oI5 —
< - — ServerHelloDone o
@ ceriicate >
0 ClientKeyExchange ——— ClientECDiffieHellmanPublic; >
@ changeCipherspec + Finished > o= Publc Key of the Device
«+ ChangeCipherSpec + Finished @ {0 === Private Key of the Device

IT R&D Global Leader

ETRI
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3.loT C|HIO|A DNA & OCF EIHI'OIﬁ ?_'5 E=rrhy

(=

Device Authentication 7|=

. L ] L] L ]
-‘@’. D2D (Device as Client to Device as Server)
=N X Symmetric KeyE 0|&%t 717| 215 (PSK)

X Raw Asymmetric Key= O| &%t 7|7| 215 (without Certificate)
X CertificateS 0|29t 7|7| 215 > RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List(CRL) Profile

_(a)- D2C (Device as Client to OCF Cloud)
=N X CertificateE 01834 7|7| Q1T
-> RFC 8323 CoAP(Constrained Application Protocol) over TCP TLS, and WebSockets -
X HE 74 ver 20 0|2 F7t (UUID A71C30cc-...) OCF Cloud

Device Connection with OCF Cloud

l }
“CoAP over TCP"  / !

N ’ o > H | ol& = = S
@- AIII E-'_ 7 I 7 I 7I- OI l-L_I = xO-I—‘I OI-7 I EEI- L 7I I OI I SEI-% - Connect to the OCF Cloud using the provisioned certificate by manufacturer.
= (N >< 7| =0 | (o] XA_I EH;U 9| 7|I:i|-O| ol_§ 7| I:IL' %% Ol'g' 9 TLS/DTLS E?_f &EE_'E_ - The manl_]facturer certificate private key is us_ed to sig_n handshake messages.

- Both Device and OCF Cloud resolve the certificate to its trust anchaor.

: 1 ClientHello(TLS_ECDHE_ECDSA_WITH_AES_128_GCM)

>

l 2HeIIuVern'yRequest(cookle)

| 3 ClientHello(TLS_ECDHE_ECDSA_WITH_AES_128_GCM cookle)

ServerHello{(TLS_ECDHE_ECDSA_WITH_AES_128_GCM)
Certificate®
SeverkKeyExchange(ECDH Publickey + ECC Curve Param)

__ ServerHelloDone()

Certificate®
5 ClientKeyExchange(ECDH PublicKey)

- Key Provismnlng

IT
' Resource Access

over DTLS (D2D)

?‘
1 i
Cllent Resource

(UUID AT1C300-...)

FT ! ChangeCipherSpec + Finish .
Eall
J ' _ 6 ChangeCipherSpec + Finish !

1
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Device to OCF Cloud AlO|2| C|HIO|A Q1= > Device as Client22| S&F M &

Cloud

[
>

< ServerHello o
« Certificate e

ServerKeyExchange o

Iy

A

CertificateRequest o

< ServerHelloDone o

o Certificate > (==

o CllentKeyExchange

A J

I\-ll:“ - --—‘
= o CertificateVerify ———— Signature j';
. handshake_message_signature;
A bl oy
(== Public Key of the Device @ crengeCiterspec + Finishec "
.f%TH = Private Key of the Device « ChangeCipherSpec + Finished @
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Thank you!




