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Abstract

The integration of artificial intelligence (Al) into Radio Access Networks (RAN) enables adaptive handover
control but introduces vulnerabilities to adversarial attacks. This paper presents a RAN-constrained adversarial
threat model and develops an adversarial robust AI-RAN framework that improves handover reliability under
physically plausible attacks. Unlike unconstrained adversarial models in computer vision, our approach
enforces temporal smoothness, measurement bounds, and mobility continuity constraints reflective of real
wireless environments. Evaluation on 3GPP-compliant Urban Macro scenarios demonstrates that adversarial
training reduces handover failure rates by 4.8% points and improves throughput by 7.7% under 2.5 dB attacks,
while maintaining real-time inference feasibility in Near-RT RIC deployments.

1. INTRODUCTION

Cellular networks are transformed by the Open Radio
Access Network (O-RAN) design, which separates RAN
com- ponents and introduces Al into the Near-RT RIC [1].
To optimize handover management, Al-driven control
applications (xApps) evaluate radio metrics like RSRP, CQI,
and mobility attributes to improve cell selection decisions
[2]. According to recent research, O-RAN systems’ resource
allocation, traffic steering, and handover control can all be
affected by adversarial machine learning (AML) attacks [3].

Unlike adversarial computer vision research with
unconstrained perturbations, wireless settings involve
physical constraints such as temporal smoothness,
measurement bounds, and mobility continuity, which are
beyond the capabilities of current threat models [4]. By
including physically realistic disturbances that resemble
actual wireless channels, the proposed RAN- constrained
adversarial threat model fills this gap. Our physically
grounded adversarial threat model and offline training
framework enable deployment in latency-sensitive Near-RT
RIC scenarios.

2. SYSTEM MODEL

Fig. 1 illustrates our framework. The RAN observes the
state vector at time ¢ as given by

Xy = RSRP.(s),RSRP,(n,), ..., RSRP,(ny), CQI,, v, Ly,
where s denotes the serving cell, n;, neighboring cells, v,
UE velocity, and L, cell load. Near-RT RIC processes
observation sequences X; = {X;_r4q, ..., X;} through a bi-
directional LSTM model fy(-) to generate handover
decision J; = fo(X,).
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Fig. 1. A RAN-constrained framework that uses
measurements and controlled adversarial inputs to train
robust models.

We define adversarial perturbed measurements as X, =
X¢ + &, where perturbation §; € Cr,y satisfies physical
constraints: measurement bounds RSRP, € [—140, —44]
dBm (3GPP TS 38.215), mobility continuity |v; — v,_q| <
Avy,4,, and temporal smoothness ||X; — X;_;|| £ 1. The
attack is sparse this is because perturbations activate only
when the serving-cell margin satisfies RSRP,(t) —
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Fig. 2. Serving-neighbor RSRP scatter plots showing clean
labels, adversarial effects on the baseline model, and the
comparison of baseline and robust decision boundaries.

max; RSRP,, (t) < VHO = ¢,  targeting the
vulnerable handover moments. These constraints ensure

only

attacks remain stealthy and physically plausible,
distinguishing our model from unconstrained threat
scenarios.

3. RESULTS AND ANALYSIS

We simulate a 3GPP Urban Macro cellular network with
6 neighboring cells (ISD = 500 m) and UE mobility at 2-30
m/s, using 3GPP TR 38.901 UMa NLOS path loss with 6 dB
shadowing at f, = 3.5 GHz, a -104 dBm noise floor, and 3
dB handover hysteresis. We train in a bi-directional LSTM
model (64 hidden units, T = 15) on N = 6000 samples using
the Adam optimizer, with attacks varying from ¢ =0 to 5 dB.

The clean ground-truth cell distribution in serving vs. best-
neighbor RSRP space is shown in Fig. 2(a). The baseline
model produces 2208 misclassified handover decisions
under a 2.5 dB attack; these are clustered at the hysteresis
border, where the margin is most vulnerable, and are
indicated by red x markers in Fig. 2(b). Compared to the
baseline, the resilient model retains a narrower and more
organized decision boundary under the same attack, as seen
in Fig. 2.

Fig. 3 shows that at ¢ = 2.5 dB the handover failure rate
increases from 20% (clean) to 37.3% under attack. With
adversarial training, this is reduced to 32.5%, giving a 4.8
percentage-point improvement. A similar pattern appears in
throughput: the baseline drops from 9.3 Mbps to 8.1 Mbps,
while the robust model maintains 8.7 Mbps. Shannon
capacity analysis provides context: at a mean SINR of about

1.2
—1.2 dB, the theoretical limit is log, (1+10710) x 20 =~

16.3 Mbps, while the observed 9.3 Mbps clean throughput
reflects handover failures and protocol overhead.
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Fig. 3. Impact of attack strength € on handover failure rate
and effective throughput, comparing baseline and robust
models.

4. CONCLUSION

This paper introduces a RAN-constrained adversarial
robustness framework for Al-driven handover control in O-

RAN  architectures. Through offline  multi-epsilon
curriculum adversarial training, we achieve a 4.8% reduction
in handover failure rates and a 7.7% throughput

improvement under 2.5 dB attacks, while maintaining real-
time inference feasibility. Future research will investigate
adaptive defenses, and certified robustness bounds for
reliable 6G network automation.
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