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Lemay (2016)
Polytech Montreal, Canada
Domain: SCADA Network
Source: SCADA Eandbox

.

-

SECOM (2008)

Ulster Univ, UK

Domain; Manufacturing

Source: Semi-conductor manufacturing process

Morris (2013 ~ 2017)
Oak Ridge National Lab, US

Domain: Power System, Gas Pipeline, Water
Supplier, Electric Management System
Source: Simulator

Scania (2017)

Scania, Sweden

Demain: Transportation{Truck)

Source: APS Failure & Operational Data for Truck

iTrust (2016~ 2018)

SUTD, Singapore

Domain: Water Treatment, Water
Distribution, Electric Power Control,
Source: Lab-scale testbeds

Rodofile (2015~2017)

QUT, Austrailia

Domain: Transpartation{Truck)

Source: S7Comm, EthemetlP, Modbus, DNP3 Traffic
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i Dataset ID URL

1 Morris

2 iTrust https:/fitrust.sutd.edu.safitrust-labs_datasets/dataset info/

3 Scania https:/farchive.ics.uci.edu/ml/datasets/APS+Failure+at+Scania+Trucks
4 SECOM https:/farchive.ics.uci.eduiml/datasets/SECOM

5 Rodofile https://github.com/qut-infosec/2017QUT_S7comm

6 Lemay https://github.com/antoine-lemay/Modbus_dataset

7 ICS-pcap hitps://github.com/automayt/ICS-pcap.

B 45I1CS https:/iwww.netresec.com/?page=PCAP4SICS

9 SUXISCTF | hips/mwwnelresec.com7page=DigialEond_S4

10 DEFCON23 1 hl‘tDS.:Hme;:lia .;defct;n.Dru.f'DEF%ZGIG.CIN%éDEﬁfbEF%ZUGﬁN%2.0.2.3%EEI-\I'i|IE{:|0.351DE.F%ZﬁCDN‘.?&QUZIS%ZD.iGS

Se20village/DEF%20CON%2023%201C5% 20Village %20packett20captures. rar
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ICS E?_I. EIIOI E-'l&!: ITI'USt (SUTD: Singapore Univ. of Tech. and Design)

SWaT WADI EPIC
Secure Water Treatment Water Distribution Electric Power and Intelligent Control
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Operational Execution Tool

Stealth Attack Tool

PLC
(Siemens 57-1500) B {Si'émens S7-300)

Remote /O Rack
Turbine . \
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Vendor-specific bus =~ ===s===  Hard wired |
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P4: Hardware-In-the-Loop Simulator
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Table 1; PCL Attack primitives fior HAT testhed

Algorithm 1: Pacudo-code for a PCL atlack

. . T 5 , WoRP
Imput: targel control loop, forced variables and values, \:1 _;.P.E.:III:_‘:.‘;:} Target | 51 Lo | reRE
PV response prevemtion, lime limits - o v
2 AP-PIPC-5PRF
Chutput: attack logs 3 AF-FIPC-CO PLPC v v
Data: a latest PV snapshot in steady-state W
1 Stowe the cument SP, PV and CO recovery values 4 | AP-PIPC-CORP v v
t (senerate a altack sequence that is lincarly increase to 5 | AP-FIFC.SF -
the forced value and decnease to the recovery value ) o v
over Hme limits for each forced variable & | ARPLRC-SFRP L v v
»Wait until the target control loop i seady state ] i
awhile amy wrack sequencs remaing do ® L
s | i the PV resporse prevention i activated then Q PlLLC | © W
: il Itn.'g.'.ll.:.y I:hn.. P"u: l.Ia.Irlj.Ihl. snapshot dats T T —— : -
the 5F atack sequence remains then —
] | Farce the SP value from the attack sequence 1| AP-PISC-SP
] if the OO} attack sequence remarng then 12 | AP-FISC-SFRP Les v [
I | Force the OO value from the altack sequence 13 | APPILCSPLCOL Vol Vicy
0| Record the bogs of the sttsck sequence 14 | AP-PILC-5PrCO2 | PRLC " "
i Lew

- -
Mo | -_II— 74 x (=] } Mion
LT [ AF o= --dg =
B AF . =
B AN =]
=+ A ey
1 388 |
& | Al )
T | A ST
L] AF-PIPRC-CO 19-00-30 §1:37 Lo
Ed AP-PIPC-CORFP 190030 12: 50 KD s
10 | AP-F2SC-5TRP 19-10-30 1430 | 100 sece
11 | AP-PILC-SP2C02 19-10-30 15:35 1 s
17 | AFFILCEFICo TO- N30 1635 | 108 s
13 | AP-PISC-5P 19-10-21 042 [LCPn
14 | APGPIPC-SPRP, PISCSPRP) [EN TSI 1K s
15 | AFAPIPL-CU), PISL-5F) T9-N0-30 11:33 | 100 secs
16 | AP-PISC-5PEP mesessin 19-00-20 13:25 1D s
17 | APGPILC-CORP, PISC-SPRPY 190030 1450 1K) 5w
12 | AP4FIFC-5F, FISC-5F I9-10-21 1541 [[OFe=Y
1% | APPIPC-5F, PALC-5FIO0CN) 190031 1630 1D s
T0 | APAPILC-SPRF, PALC-SPICOL) | 190100 0929 | 100 secs,
21 | APPILC-C0), PILCSPICOT) 19-01-00 Ik4] 1 neccn
| APPALCSPIOO s mas ENTE TN TEL] 14K aas
23 AP{PIFC-SFRF, PILC-5M 19-1-0F 12:31 100 mocn
24 | AP{PIPC-C0, PIFC-SPRPR 19-11-00 13:4] 100 secs
T | AFFIFC-SP pmn TN 00 14:28 | 100 swes
36 | APAPIFC-5F, PIPC-SPRP) 19-11-0F 15:3] 1D s
Xy AP-PIFC-5PRP 190100 I8 1K s
5 | AFAPIPL-SFRF, PALC-SP2U0EY | T9-11-00 N0 | 100 sece
X5 | AP4PIFC-5F, PIPC 19-01-04 13:3] Lo
W | APP ISP, PHLC.SP2O02) 190104 720 10K 5w
1] APPILC-C0, PALC-SP2C0ON 19-1 105 0k 30 LR pcn
31T | APPIFC-5F, PALC-5FP3002) 191 1-0% 120 T s
11 | AF-F25C-5F mamt 19105 1123 | W secs
3 | AP{PIEC-5F, PILC-5P3002) 190105 12:30 3 s
15 | APGPILCSP, I s IEN TR T L el P
& | AP{PIPC-5F, Pl 5F¥ 19-11-05 1620 210 g
37 | AP-PILCA poe 190108 17:23 10 g
T | AFFIPC-C0, FILC-COH o006 058 | FI0 secs
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4. HIO|E{A 27H (2020. 2. 7)

https://kaggle.com/icsdataset/hai-sercurity-dataset/
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Time-series aware Precision/Recall
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TaPR 4597}
7|E m™I14Y Partial Detection 2|3 7

- Gopyets 25130 HE

(1]
Ofa,p)=lanp|+ S(a'.p) w-""""" - [ (AIxH) CIKM 2019
= {h +ﬁ+$= 3488 f | ACM International Conference on Information and Knowledge
i - 0.0k l Management

e, B De® B O (%) ICDM 2020

| European Conference on Machine Learning and Principles and
a o Practice of Knowledge Discovery in Database
ST TR Ve MSIL ERE githuboll 24

[ « @2lM, BREY, USS, UHY, “Time-Series Aware Precision and Recall for Anomaly Detection,” CIKM, 2019

« RN S A= UHH, “Time-Series Aware Precision and Recall for Anomaly Detection  Enhanced
Metrics Addressing the Antinomy, Obscurity, and Inflexibility,” PKDD, 2020 (Submitted)
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TaPR Ms%7}

1l O
Il iR ocsym

T T, e T T .
il R T || N )i 'searsed |
L L L O O A I A A L)
71 g2 ©XEn
Y Fed i (et 27 8% & g 28)
CTimE=1 15 25 35 4E
oS W SaSay SOM iForest ocsvm
(TaPR) * (045 (0.29) (0.05) (0.05)
Precision iForest Seg2Sey OCSVM SOM
&Recall (0.43) [((R351] (0.28) (0.28)
S SOM SegRSey OCSVM iForest
(0.73) o) (0.23) (0.07)

*HEY, #ET JHES, HYH, "Time-Series Aware Precision and Recall for Anomaly Detection”, CIKM 2019
**Nesime Tatbul et al,, “Precision and Recall for Time Series,” Advances in Mewral Information Processing Systems, 2018
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