2020 IT 21 Session 5-4

Global Conference Deep Learning, Forensic Big Data £ 2
. i 7|4t dIE HOIE X|S5& HOot 218 S 7=
Digital New Deal

Technology Essentials Okl (o
CIX|E bt 71 Al UZT o (2eeloD

[=22}E]

FH AfolH] T2 AL g W oY =R 34 | Aes) Aloda ] FA St 5o =, AARule) 71WHe] B TS Ve sHAE =oAL Qitk ol
TAE 7] Slal 9] Aol 7|Rkeh 2] AIZSRNIDS)S B 2 S| o1k, 7] Machine Learning ¥4 2-2 Deep Learning 219] THAAQ] §-8-0 2= 114
ol 9] 7Iek 'A] Zlszolet ap]el 21 Adso] gk Ao, i Hlolele] FAA SH= AlE E83 B4 7] T8 84 T SRR W 2 k. o]k AP 53
I 7= AE S5 AdF P EdNeurotron - 7d F312] vldlol] Held A5 4 7Y AXDE 7, Neurotrono & A28 55 mA9] B S-S EAshE
Sequence IXIT}F -8-0] B -5 BASh= Argument IO 2 T3 QIXLS onfebH, HE F8l OF, PlES HAislelal vt w4 9 a7 5o 240l gk &
A =g 71EH] 99% B APIE T FhlH o R Aes JIeIIt) §H, H2e] Aloly 3L 223} Al slEe] E4S W71A] 7 KEleless Attack), 4 B7F
oA ALEskEaL et ofgk A AAs ] flal, A QlEfHlo]l =R 8- sk=gllo] tiufol el Al2E] Blo]ElE 23] hook up SlaL, IHZE 3 Apehsted, 9 o]
Ele] 74/ BASIITE B3k System call trace S 2243}0] 17, ol F2] B4 2 Causality Relations Visualizationg 7-&3Fe] 2141 U] &74L 7J31ch

E

[ZEX} 2F=])

[SH] Ao} FHoish ZFElESE AL 2007 (2=
Ao} sk A58 A 2001 - SelEiE ikl A7 EE S 2 2016 -, SEHERHE, 2310le.
S - ZAJo} Fl, AV AFEI SR 17, 20072016, oHEREL, ZAJol

Agoiekal 77188t 8L 1990
- Soteria Systems &34}, CEO & President

- Q1EMAIE. AAIEIR (Director of Center for Informersive Systems (CIS),
Georgia Institute of Technology, 2009 - 2014

- Samsung America in Dallas, Consultant, 2012/2013,

- LG A} 3714, 1993-1999



Deep Learning, Forensic Big Data &4 é._
A= ZOIE X158 29 9F 018 7|2

C

R @2az0}

- 1057 -



A

Chapter

1.-

JNedg A
Al 2ot 7|g7Ee] ERH

- 1058 -



=lgY Multi Al 2IZ

% SOTERIA
CYBER SECURITY

AFE ZROYOo = HUdt= 7E

Artificial Intelligence

A fAFSE XISE 7IXIE R Q7o 558, FESH, XASH, XU 0|55 SE

eop Leaming IEg wAY 5 ABE PEOE Huxe| wAS @
2
1. 24 "9 BX 2 24 HE|
2. AERRIE &

x|24 ,

[ 3. AtRtel BN 53 U At w7 © ai-seB
st Ch ot ,

, o 29 4. MOt Yr X X152} © aiseB
=
FE 5. MZcilo] #obd X

g5 : 2ehE FE M2y AbE Al S7HE] - ITWerld Korea - http:/fwww.itworld.co.kr/news/ 107587

7| H&t& (Machine Learning)2 Q1&X|59| & £0
71l 242 CHEFO| CIO|H 28 E X|A 0Lt IjH & 0}
&5t (|52 s=™"st= A

E2{'d(Deep Learning)2 HAFEZI 222 &5 £
U 7| L eIF |?:—E»' ds IR 2 Ste ?Iﬁli.“‘
7|2 dEc= fc‘|3’P‘:‘| Fe7b =82 ol &0

- 1059 -



Al 7|4 X13j |8 S "h’; IS

=--

0 E@wEHERIE o|8¢ Hsl #IE€ &4 ~ o

Jl% [l =
« Algorithm : R
- g 5Y UEYD stas o8 Mol AY 24 7|e Y ‘= r
. AR Theat BB O £U HENI W BY: | o &cem E> 5=l

98% Accuracy Call Event T ————
- CHYSH AlS MY Ax A0 o3t £ HEYD AN

348 U HS @
- &% CIO|E] : MAHQI A|AY S5 GO|E|8 £3 35 T >
-85 20 B 9IE B2AS I A4S NEY 2y I[;\put: :> _ _—
/ Input : Raw Systemcall event C:TT ES'I.?ESr:im Instance Labelling Result

« Qutput : Analysis Result (Threat or Normal per Time)

tZAUE 0|BF Threat =4

- 1060 -



Endpoint Cyber Security 7|& & 21

SOTERIA

CYBER SECURITY

Al =3 A Hhjoje] 2 7|8 X|5¥ He9ld S 7=

B 71&u3

M MSOIEH MlA B4sto| BE NF oy =9l F7}

» 3AmEol X5t DEY SO AXTUe| Ho|E2 BAME I

M A BAENS B X5E BX| U AT B S2HQ gAY T

) HOHNHAID T LAMS HESHD Y BN A I|SH FEHO R o sedgo
» HA gy 7¢ £ ARG 0|8 Al 7|8 Kot W BX| 7%

M My A|AH SE HYEE 0|8 2 #2(Root Cause) #4 7|& 3_ [

=
» SH=9I0f 7|¥ LAY WE 271 HOJE BE Il eodows | e

» A2E &0y A Al Ay T HO|H filtering 7|2 :

W A2 7)E 5%

B 7icizat

» MAH ot 22t 9l Dependability (41914) i

» 27 g dyY dxeR U YHo| Ha bE I 2ZY IRM XS A 7|522 LiRA Bok 23t
»» FIN Tech, Smart Factory, &t8 ¥ A8t § 213 A5 Ato|s] £t it MejoZ =5

- 1061 -




%2 Cyber Security 4 % EH|H

2 SOTERIA
Ny CYBER SECURITY

F3o UF HPIAEE

5 &

EHE 270 $HY SHE HAg d=2 X582} 50 A4 2E0]| gX| g0, Dsix7} 81F Al XHHE
UX|E + ALK I35 Qo] AL HHFERL LHEE EESD 1 HQUS WHIA BME + U 7187 £TH0| 275D US.

HIZ2 4 EIEE root ATHE FHE, A AILE op7[e F HASAHE 24, AASE ¢125F BAUH
. e O|of o2t x|, EDR, &8 #el meto] 2etE

-

o - e

2@ USEE #H HOY L] HRH S5

@ HHYH HE

B HEU O
(E&= Who am |)

! '
gl gt 2R %o
EE HFH e
HeEgM o #EE Ztel 7H= a7
USEBE &&

T3 HA HE AEH2=
otg3c ZAEE o S AME 20| EA]

SNS, E21 sS 88 gureifg aeg
8 IS HREE oz

I to@ A oY diP AU I DN A AFE
e 22| sjP2 FRZAE0| 7oz, F= HEUSHH FH|SHY
HESIaE, #X| 8 Yo7t = o YA L E’l—'.;—
e YHYIACE 9o gl
SHMED, B35 2 OSiALdE HE7| Aok

Bxols HER S 7HE
e root ATHS B Yol HE{O|A ME{ U2 2A2ES SETHA|

202, FYS| HHAMAES FEE.
® Prhiloge cxcaleton in krisk®, st fighting
Meltdown and Spectre A A —
e INTEL $A-00075&danguageid =en-fr —_———

= YH32 &8 S8 WHAZ
Elﬂ’;}I!- AH,

B L

-center.intel.com/advisory. aspi?

- 1062 -



Ot 7|&e| ¥H £EE FloldE AMOIH 34 7|& ‘h‘;

otdIc S U 3

L~
L WIRLUSE
! S
-t g I‘I :
CUJM CH ST Atc | pAjcH ROIALO|S ATH  HYIE MH/ATH A0 - o
=3 (00OS) (w3t (1ps, WEE) (sandBox] dol2 g (441, EoR)
f . (Anti Spam)
. 2w
AEF 2

= AE|BEE 2|
HiO|2|A0Y HE
* SandBox 25| /3|

|
' * HTTPS BHE2Z _
.  VME|D], FE ¢
' = HTTP/HTTPS 33 EEEEEEM EHHO|~ 24

: L n osMTP2H . C 718
‘e XA ER|E 3 Eﬁﬂ}iﬂgﬂg—

- 1063 -



Z|Z Cyber Security ®d A EXH ‘E\ R

o HH FHoICHT STH Lo HAZ Hasin, 24 W ALAH HYLE A6l HHHU AW 0|Y, 21 FEY EH o i Fow
o THE XY FEE HE £ o2y YuY x| W M2 3o YHEYS It o A

o 9ROIM & 32 WY ofj2t YoM AFElE 3 E¢ XS BX| B 4 00} PUICH DO = Y=Y B WY ofL|3 MY HS HHE
dE ZQIE HOtAS Fa4
o 7% (Rule) 7I¥F ¥ ofLi2} 89 24 Als Me| oftl Y

AIFEIEIZ= B10F= A

Home > TH|7| A
SN X|QL 9f0|Tet THUA|A GMACE B2 HTHT BN B
2005308 » » Q0

20193 i} %‘ c|A SHSEX| AL HME S IEHHI 265% 0| & 57}
£X:2019 SHEQHRIY 21 - EHE 0j0[32)

AL HY EXE 7K 22 Xize
#24 g2, =2e[Zo2 EX{sta ot o[

E ZI(Rootkit) S8, Stealthy
AA ZH AT

n 1=
£Q

rr
Pl 1
Jg rot
re u

- Injecting malicious code into harmless processes: Reflective DLL injection, Process Doppelganging
- Living off the land: Powershell, PsExec, Netsh, SC, WMI
- Fileless persistence methods: WMI, Registry
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Fileless Malware Stealthy Attacks ‘k\

“Fileless malware is malware that operates without placing
malicious executables on the file system.”

https://zeltser.com/fileless-malware-beyond-buzzword/

[ Non-malware attacks
L.,
= — =
O Memory only attacks 12E M 25

O Bodiless

@ Advanced Volatile Threat (AVT)
3 Non-PE attack /
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Auditing events are generally defined at a system call level. A single
Operation of a command, such as 1s, will record a log similar to Table 1. = =T

Table 1. Audit record generated by the /s command using event auditing " _—i.i:
M e s S
Event Login Status Date/Time Command '.»:‘_‘_‘Wi =X “'m{._.,;» :
PROC Create . root . OK | FriJun 09 11:02:412000 .  ksh iy, v SO -
— T —— A— el

FILE_Close
FILE_Open

...............................

OK | FriJun 091102412000 = ksh e N e
OK . FriJun 09 11:02:412000 = ksh e —

_ SLE0M §EYF (42 HoME Is) WY Al
OK Fri Jun 09 11:02:41 2000 Is M2H2I0ME1E e YR SR
FILE_Open root OK | FriJun 09 11:02:41 2000 Is A=Y 28 HOIHE AWE $xA7IE 28

i i t OMEZ} MEE
FILE_Close i root @ OK Fri Jun 09 11:02:41 2000 Is

......................................................................................

FILE Write © root . OK : Frilun 09 11:02:41 2000 Is
SRR ST S S S—— sz Eoje] 2RURIE A= 243 HHO|
FILE_Close root oK Fri Jun 09 11:02:41 2000 Is ole

PROC Delete  + root : OK : Frilun0911:02412000 = s

HEolA YYEl= 28 HOHE HEBH22MN

* IBM Redbooks " Auditing and Accounting on AIX
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Call Classification 2 i

CYBER SECURITY

Table 1 System call categories

Call Threat Number
group level System calls of calls
1 chmod, chown, chown32, fchmod, fchown, fchown32, lchown, lchown32, lnk, mknod, mount, 15
open. rename. svmlink, unlink
5 close, creat, dup?, flock, finmncate, finmcatetd, 10ctl, mbdir, nfsservet], quotact], rmdir, truncate, 15
File - truncatefd, umount, umount)
chdir, chroot, , fchdir, fontl, fontlsd, faync, lseek, lseek, newselect, poll, pread, ]
e 3 pwnite, read, re:tdxq']. select, sendfile, umask, utime. afs_syscall, write, writev il . 23 1 A" f " t | f
access, bdflush, fdatasync, fstat, fstatdd, fstatfs, getcwd, getdents, getdentstd, gefpmsg, Istat, .
4 Istattd, oldfstat, oldlstat, oldolduname, cldstat, olduname, pipe, readahead, readdir, readlink, stat, 27 OWS 1ull control o
stattd_statfe. sync svsfs_ustat the. System
1 execve, setfspd, setfsgidd?, setfouid, setfswd32, setgid, setgud32, setgroups, setgroups3?, setregid, 10
setregidil setresgid sel:resmdl"‘ sefresuid. setresuid3). setrewid, setrenid3), setuid setnd32
5 viork, adjtimesx. bk, clone, exit, fork, ioperm. iopl, kill, modifyldt, mice, ptrace, reboot, 3
= sched setparam. sched setscheduler. sched vield setpriomity. setrlimit. 1@. vmE6. vmBbold 2 N H
Process 3 capset, personality. pretl, setpzid, setsid. uselib, wantd, waitpd 8 2. USEd fDr a denlal Df
irclgiapgﬂ gﬁrt;_q}giltgﬂl imi getewd3l, p:%.d_ Eﬁ?d;_.,l{ gclg:mup;.- gﬂpuup;ﬁ Ser\fice attack
etpETp i iorty, getresgid, getresgi getresuid,  getreswd3l,
. gl.'I:[-.Ilum‘t ggelms:gt gﬂuf% Egﬂuﬁ _giiiJmcmh max, sdud_get_pf;lmh min, =
sch:d_gerpmm. sched getscheduler, sched act interval
1 accept. bind. connect, listen, socket, socketpanr [
Network 2 recy, recvirom, recvmsg, sedmeg. send, sendto, setsocketopt, shutdown g . 1
4 getpeername, getsocketname, getsocketopt 3 3' USEd fDr SUbvertlng
1 it modile, create module 2 i 1
Modte Do, . the invoking process
4 get_kernel svms. query module 2
ri_sigaction, n_sigpending. n_sigprocmask, n_sigqueusinfo. n_sigreum. n_sigsuspend.
: 3 r_sigimedwait, sgetmask, sigaction. sigaltstack, sigmal. sigpending. sigvetum, sigsuspend, .
Sgul | 2 | R e ek *  4: Harmless
. alarm, madvise, madvisel, mlock, mlockall, pivet_root, setdomainname, sethostname, setitimer,
= settimeofday, stme, swapoff, swapon, sysctl, syslog, ugetrlmt 16
Otther 3 muncoTe, mmAp, mm.:;:l modify_ldt, mprotect, mremap, mumnlock, munlockall, munmap, 1
nanosleep, security
4 break, fime. getitimer, gettid. gettimeofday, gy, idle, lock, mpx, msyac, pause, prof, profil, stty. 19
Y5l tume, times. ulimit, uname

*Xu M, Chen C, Ying J. Anomalv detection based on svstem call classification. Joumal of Software: 391403,
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1.0penSMTPD 6.6.2 - Remote Code Execution

2.Sudo 1.8.25p - 'pwfeedback’ Buffer Overflow

3.Linux Kernel 4.10 < 5.1.17 -

4. Webmin <=1.920 - Remote Code Execution

5.phpFileManager 0.9.8 - Remote Code Execution

'PTRACE_TRACEME' pkexec Local Privilege Escalation

Users
Application Shell
API
Operating System
Hardware

CPU  Memory  Storage  Mebtwork

T
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Kemel Level System Call Interface I
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S2YE 08 HY A uxaw L

o8 Ips HET 22 EX| 4= vl dap HOj 52 O[Lf 100% BX|2] 242 ditS B8

| KOLAS 19} &-2IPSHE 2| NSSOA| ZIger §X| & H|nE

Detection Time Scoring

TimetoDetect  ProductA  Cisco  ProductB ProductC ProductD | ProductE ProductF ProductG  ProductH Kmmﬁgql

{3min  75.00% - 91.80% 2.90% : BE.70% = B4.70% : 31,30% | 17.90% r 17.10% JI 26.70% |100.00%  75.00%
{Smin B6.60%  06.30% 6.50% | 91.00% | BR.A0% | 47.80% I_z:nm jm | 66.20%
{10min 97.40% = 96.60% | 15.20% = 9560% @ 91.30%  8500% | 43.10% 42.50% | 90.10%
{30min 97.90% & 97.10% @ B580% @ O850% | 93.10%  96.90%  7540% & 75.40% | S400%
{60min | 98.20%  97.00%  90.80%  SB70%  93.10%  98.20% | 97.00% = 89.20% & 96.30%

.................................... T e e e e (L R
{120min 96.,50% @ 98.50% | 90.80% | 9B.90% . 94.30%  98.40% . 9B.50%  89.70% | 96.60%
{240min | 68.90% | 99.20% | 91.60%  00.00%  97.60%  98.90% | 98.50% & 89.70% & 06.80%
{480min | 00.00%  99.40% | 95.80%  99.00%  98.70%  99.40%  98.90% & 90.00% | 09.70%
{720min '99.m 59.70% | 96.40% @ 99.40% | 9B.70% | 99.50% | 98.90% = 90.10% | 99.80%
{1080min ' 00.40% | 99.80% | 96,80% | 99.40% @ 9B.70%  99.80% . o200% | 90,10% ' 99,80%
......... I1441‘.H11un | 99.40% | 100.00%  96.80%  99.40%  99.90%  100.00% | 9B.90% | 90.10% | 99.80%
Overall DetectionScore 99.40%  100.00%  96.80%  99.40%  90.90%  100.00% 98.90% 90.10%  99.80%

« &8 PS HEZ2D09 BX| Hs dla HIb =Cf 5& o[Lf 100% Y2 f+7 HOGE BHY
* NSS Labs, Inc. is recognized globally as the most trusted source for independent, fact based cybersecurity guidance.
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£7| £H4|(2014) | NearFutwre | SoteriaSBB-UV |
E7|tHA4 (2014) + o + Near Future +
5 « ErO|0f EHS AEA WS AR » ESS(Energy Storage System
= 20|12 = Fhoj 2f 20| - 0|52 2|/0|E2]%| = Computer Vision, T1EE, # g
- OO &rEf, S5} « A 20t - 22 HE KNS HEf - HH0|H
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s HEER s FHAME/EE » Z4 YEHOIH
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: ® 7|E SBB/|& + SBB-UVERLE ST 7= A

- SBB-FTL 44| ; SBB-UVE ¢t M8 HESE FTL U OHEA|AH

- MO8 HEE A|AE0 ASE = %l HW/SW BIE|H O]~ B 5P
Multi-channel flash controller (Security-exe In Place) 2 & HA|

- High Dependable Tera-Scale SCM : B2|&/HA}7| 5 Ot / fil& YX|E e HE4

Monitoring interface

Secure buffer

I | — |
..—.. .._... = - scalable Fault-tolerance Distributed Append-only-Storage for Unmanned Vehicle
- Server BlackBox™
= 2E|2|0F SBB (Server BlackBox™) 7| & & AHEFE AHEAE Y22 (SBB-Unmanned Vehicle) ZHE810], eUFS (embedded Universal Flash Storage)
7| &1 Soteria 2] E 4|, O|0|E A28 24, Hybrid Hardware Security (Challenge-Response Pair) 7| & &2 0|8510, SIP (Security-exe In-Place) 7| &2 Fi= o}
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Key Features of SIEM b, L A—

Common Feature of SIEM

Basic Features of SIEM

User Behavior Incident Management and

Log Collection Event Correlation . - . .
= Analytics Changing Policy

Host /
MNetwork Anomaly Application
Detection Anomaly
Detection

Data Retention Threat Detection

Data Threat 39 party Feeds /

Security Alert : : : . :
ol Representation Intelligence Compliance

Log Forensics

0 Al ¥go| Zast 2ot

Incident Response : B8l $18 At Cf&

Host/Application Detection : 4 E /8 2(H o) B |

Threat Intelligence : E& 28 22| & B2 3=

3rd party Feeds / Compliance : 3rd party A|AH HE U S04 HIT
Management and Changing Policy : 24 &4 22| 3 gifoE
User Behavior Analytics : AM2 X $# B4 Real-time Monitoring : W A|ZH HIOIE 2UEHE 9 SH 3

Metwork Anomaly Detection : WIES{3 H|FH 4 H2 &7 Log Forensics : E&f #g A2 o 22 U GIOH Z3E

Log Collection : B0 HH|Z2E 27 +=F

Data Retention : =& & OO #a| 8 HE J4

Event Correlation : =T E 27 4 O|HED HAY £4
Threat Detection : &3 #& &5

Data Representation : ClO|E| A|2t%} 8l soC H3
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Hardware-Assisted

S a1 MAbFIE Dha Bl & HEE| A Distributed Append-only-Storage* FPGA &% & SIP Engine FY
a. Scl 8 HAZ|E Ok S FllE UE 24 [US & Korea Patent] R —
b Tl BHE $4 o2 37w T e

. Stand Alore Type Mobile &&GF NF
c. FPGA 9 SIP (Security.exe in Place) Engine i 2 2 X Ay Connected Car EETE HE
g
E}{gﬂ. [G‘F‘If Mﬂbi!e -'51.3. :J'I-% I‘I-;.'.;.I' AAND Flash Embedded

PCIE card type

oo e
Degree of Integration HfpiE o pey
Miniaturization

OF =M I ZEAH

ofFcfAold A2

1U 7|3 588 284 SIP (Security-exe In-Place) Engine & Monitoring Interface

Performance
Efficiency
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