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Quality
Characteristics
Functionality
Performance
Reliability

Usability
Security

Portability
Maintainability

ISO 9126 / ISO/IEC 25010:2011
ISO 9126 / ISO/IEC 25010:2011
[SO 9126 / ISO/IEC 25010:2011

ISO 9241

ISO 9126 / ISO/IEC 25010:2011
ISO/IEC 27034

[SO/TEC 27033

[SO 9126 / ISO/IEC 25010:2011
ISO 9126 / ISO/IEC 25010:2011
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Achieved by following
Software Process  System Process
ISO/IEC 12207  ISO/IEC 15288
[SO/IEC 12207  ISO/EC 20000-1
ISO/TEC 12207  ISO/IEC 20000-1
[EEE 982.1
[SO/IEC 13407
ISO/IEC 21827

ISO 9241
ISO/IEC 27001

[SO/TIEC 12207
[SO/IEC 14764

[ISO/IEC 15288
ISO/IEC 15288
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.i, 2" MALWARE
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3™ Party Software
Vendor

Industrial Control System
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P TROJANISED SOFTWARE

Example 1: Third Party Software Providers
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Supply Chain Threats
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Supply Chain Threats Countermeasure

=H3
=3

SEE:
i It
-FIIE

FHaN

: / SW ot Ztol
‘Illl!!. ‘J:'
AH AN ’p—@—b G

Software

Version U Wl /8|
patch Tz MHl2 A%

- 1015 -




dICT H3&2

Olol £ 8, 45 Y 2=.

O AZEANHN= AMIHE, 234
g A= Jisst 2lolB 242,
2 H2 E A= NS, E
AASLRE S22 ILF) LerE.

a ==22 20

O A&ECX ¥ Xels =&
Q 2z&ct2! (& HRELIAHOIA)
0 =22 S8
QO Ct= I+
Q YELE
Q 9E 2E
Q HE5 224
QO 22 =220 A HSdt= HW,
SW & ServicesOil CHSt &l 2| 2F &1 2
TE HEH &AL UsIH?

L

&8 Al Glcl ol

[ "Q;'.
@

() o)

Dpen-Source

- 1016 -



» Enterprise-Level: ———___
» Regulatory compliance

2
{ ?
* Changing threat environment

= Business Case / Develop
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» Program/Project-Level:

T
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= Schedule
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SCRM Approach

 Ensure SCRM is a part of RFP/Contract document

J Use essential security and foundation practices

3 Use ISO 27001 (ISMS) Framework (focus on ISO 27002)
3 Leverage Support Standard (ISO/IEC 27036)

[ Use Guidance from NIST 800-161

J Practices

Q Management Systems: [SO 9001 —Quality, ISO 27001 —Information
Security, 1SO 20000 —IT Service Management, SO 28000 —Supply Chain
Resiliency

Q Security Controls: ISO/IEC 27002, NIST 800-53, NIST 800-161

Q Lifecycle Processes: ISO/IEEE 15288 —Systems, ISO/IEEE 12207 -
Software

Q Risk Management: ISO 31000 —overall, ISO/IEC 27005 —security, and
ISO/IEC 16085 —systems

QO Industry Best Practices: CMMI, Assurance Process Reference Model,
COBIT, ITIL, PMBOK, eSCM
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US EO 13873
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Supply Chain Methodology ( SCM )

dJ EO 1373801l 2o SCM= JHE: DHS CISA =

fds 2HAZ Bt

Q 1.

ICT Framework LHOI ICT 2 4

Q 2.ICT 24 S0 CHer EIt

nrn'l'lnﬂ

D I'-:'I'hs CISA |n|t|sl assessment focused on the

following National Critical Functions (NCFs) within

the “Connect” theme:

While not all “Connect” NCFs were addressed,

Operate Core Network
Provide Cable Access Network Services

Provide Internet Routing, Access, and
Connection Services

Provide Radio Broadcast Access Network
Services

Provide Satellite Access Network Services
Provide Wireless Access Network Services

Provide Wireline Access Network Services

due to the cross-cutting nature of ICT, some
MCFs are indirectly addressed due to ICT
dependencies.
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Phase 1 Identify classes of ICT Elements

O 2LBSE ICT ZH UK LHOIA ICT Q49 22 AlY .
CISA= At &L AL D2t 610 HdeiE "HAZ" H 0t
NCFSZ ICT @A 1 @A} IIssIH 5t J|sX o8t
2 5t A&z 2ol (Decomposition)

Local User . . System
Transmission Storage Processing
Access Management
. End User & Edge
Core Networking Storage & Cloud . . .
Broadcast Networks Systems Based Services 22::::;:% Security & Operations

Wireless Local Area
Networks

Long and Short Haul
Networks

Mobile Networks

Satellite Access
Points

Cable Access Points

Wireline Access
Points

Draws upon existing ICT industry and DHS architecture concepts (e.g.,
Sector Specific Plans, Risk Assessments, etc.)

Can be progressively elaborated to include sufficient detail based on specific
analytical objectives

Organizing ICT elements by roles and sub-roles helps bin elements in a way
that enables determination of basic judgements about criticality
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Phase 2: Assess ICT Element Classes

Determine Criticality. Criticality is determined by analyzing each element based on the
sub-role it supports and core factors exhibited. DHS assessed the criticality of each ICT
element in the context of the function it supports.

Criticality Criteria:

Does the element perform a security function?

If the element fails, can operations continue?

Does the element transmit, store, or receive critical data?
Does the element have security features?

Mitigation

- |f a device has known vulnerabilities, is it possible to manage risk through known, reliable
mitigation measures?

- If compromised, can its compromise be readily identified and mitigated?
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Criticality Determinations

The National Risk Management Center (NRMC) makes final ICT element

criticality determinations. ICT elements will receive one of the following
determinations:

= Critical: Compromise of the element could create an unacceptable amount of risk to
the national security of the United States. There would likely be significant regional or
national impacts, including affecting operations and the confidentiality, integrity, or
availability of data or the system, and the ability to effectively mitigate these risks is
uncertain or unsatisfactory.

= Manageably Critical: Compromise of the element could potentially have significant
regional or national impacts, including affecting the confidentiality, integrity, or
availability of data or the system, but risks can be mitigated with reliable and
reasonable measures when properly implemented, such as using encryption or
having redundant components supplied by multiple vendors and manufacturers.

= Not Critical: Compromise of the element is unlikely to have significant regional or
national impacts.
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/| Roadmap for Selecting Applicable Standards

USING Sector-specific or
Organization-specific

Sector-specific or
Organization-specific

FFIEC and OCC Guidelines

IEC/ISA 62443-2-4

FS ISAC Third Party Software
Security Control Types
Cybersecurity Procurement
Language for Energy Delivery

Systems

NERC CIP; C2M2
CSRIC

P

i e

USING NIST NO CURRENT USING _
FRAMEWORK ISO/IEC '
Security NIST RMF NIST CSF ISO/IEC 27001
Framework SP 200-53 ISO/fIEC 27002
Cyber NIST SP 800-161 | ISO/IEC 27036
Supply Chain MNIST IR 7622** ISO/IEC 20243
Sector- MNIST SP 800-82 Energy Sector Cybersecurity ISO/IEC 27011
Specific NIST IR 7628 . Framework Implementation | ISO/IEC 27015
 Guidance i ISO/IEC 27019
' Cybersecurity and Risk
Management Best
Practices: CSRIC WG4
Software
Integrity SAFECode Software Integrity Documents
Delivery ANSI/ESD 520.20-2007; C-TPAT; AEO; TAPA; Electronics Industry Ciﬂﬂnsﬁip Coalition (EICC);
Security Dodd-Frank Conflict Mineral Requirements
Counterfeits SAE Standards
Conformity Common Criteria; The Open Group Trusted Supplier Program; AZLA Accreditation;
Assessment ISO 9001 Certification
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NIST CSF v1.1

B CyberSecurity Framework V.1.1 (2018. 4. 16)

* Cybersecurity Framework v.1.0 — 2014, 2

Core

The Core consists of three parts: Functions(5),
Categories(23), and Subcategories(108).

Category Jo_| d Subeategary Informative References
1D.AM HOUBE- 12 Th fofigaragaticon i raske i TRt JODBIT 5 APOCE 011, APOOS D4,
H0.BE |} |wapply thaim 4 identified and JAPODE 05, APOI003, APCI0 04,
0.6 | 3 e WP 10.08
otk ITOLZ0IIA IS AL, ALS D
Rish Munapernent Sumegy |I0.888) -< 1500, 1520 A1522

Sgeply Chain Rink

RO |
PRF |

e | WIST 5P BOG-53 Raw. 4 CF-2, 5412
BDUBE-2: Thi orgardestion’s plee = § APOOT 06, APODD.ON

PRLAL | cratical infraatructure snd its nadustng FREC 2700200 Clanrie 4.1

T gt 18 bentifed ared Communicated 5P 85053 Rav. 4 PR

Detect |V Continussn | DE.co| 5P B00-51 How. & PM-11, 8414

Mmoo
rﬂi".rﬂ.l'-'m Prageieey OE.OF

PRMA EDLBE-3 Prioifties for ofgarizationsd S APOOT.O], APDOD.DE,
L PRFT e sion, objectres, and Sctivithed are 07
[Aremakes and Eventy | AE |wsnablkihed s Comemunicated BAA0-2-1 2009422 1. 4206

AP | [IUBEA Dwrprrarreivs ara craial TS AP0 0L, BRAIGH.0Z, BAIDS.02
[T functions for delivery of critcal ITOOLB0ANA LT 2T AN,
RS AN | bryitry e oiLablinheed 1213

L T 5P RO0-53 Mew. 4 CP-8, PE-9, PE-
REIM | 1, FM-R, SA-14

RE L0 |eszanbthed for all Dperating stabes 1712, AT 21

. wrder duseii/allach, during

,\-\_' PECEEry, P DpEralong )

L. EP | FOLBE:5- Reilwsice Foginieements bo § DER0A 63
(RN wapport delivery of entical uervioe, are ITOL0NA L LA, ANT 1L
P B00-50 Rew & CP-2, (P11, 54
14

& AR ER

* EO 13636 Improving Critical Infrastructure Cybersecurity —2013. 2. 19

Cybersecurity Functions
IDENTIFY
prOTECT | |
DETECT
—

RESPOND

rRecovek I |

Tiers Iz

Parial  Fiskinformed Repeatable  Adaptive

Proﬁle i CURRENT STATE !___ ]

TARGET STATE
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NIST CSF v1.1 : SCRM &

Table 1: Function and Category Unique Identifiers

Risk Management

Function Category Category

1 e
Identifier Identifier

Idenufy 1D.AM Assct Management
ID.BE Business Environment
ID.GV Governance
ID.RA Risk Asscssment 5|._’|[::,[::l|l_.:',I Chain
ID.RM Risk Many I Strategy
ID.5C ggerSupply Chain Risk Management

Protect PR.AC Identity Management and Access Control
PR.AT Awareness and Training
PR.DS Data Securnity
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Technology

Detect DE.AE Anomalics and Events

DE.CM Security Continuous Monitoring
DE.DP Detection Processes

Respond RS.RP Response Planning
R5.C0 Communications
RS.AN Analysis
RS.MI Mitigation
R5.IM Improvements

Recover RC.RP Recovery Planning
RC.IM Improvements
RC.CO Communications
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QB+ FISMA(Federal Information Security Modernization
Act, 2012.12), PL(Public Law) 107-347 & &

a AE J1&0] ICT f:-,&?:! e 2elS IﬁHﬁ ICT M& ¥ AN
HAZE TS A2 1NHMNOE S AlSt==S H A
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Q

Q

Q HME, £, ML &

NIST SP 800-161 SCRM

FISMA(Federal Information Security Modernization Act, 2012.12), PL(Public
Law) 107-347 & =&

FIPS 199, NIST SP 800-30 Rev.1, NIST SP 800-37 Rev.2, NIST SP 800-39,
NIST SP 800-53 Rev.5 EHES JIBto2 &4
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ICT SCRM HI0i 2= Aty
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Supply Chain Test

d 22Y% A& 18 22| (Supply Chain Risk Management)
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Visibility, Understanding, and Control

Supplier

System Supplier

Integrator
Organization

External

Service Euter_n al

Provider Service
Provider
External
Service
Provider

Reduced Visibility, Understanding and Control

L
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AMUI2 H=0f| TE 22 #HE Al

o= Ao AtZ(Use Case) Ateil
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ISO/IEC 27036

d Information Technology —
Security Techniques —
Information Security for
Supplier Relationships
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Part 1 — Overview and Concepts

Part 2 - Requirements

Guidelines
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Supply Chain
Security

Part 4 -
Guidelines for
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Cloud

Services
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IS0 27036-1 Supply Chain Relationships

End

S lier’
UPPp Ter's Customer

Supplier's
Suppliers

Supplier's

Suppliers Supplier Acquirer

(Consumer)

Tier 2 Tier 1
Organization
Upstream Downstream
From Sourcing to Completion >

ISO/IEC 27036-1 Information security for supplier relationships - Overview and concepts
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Information security for supplier
relationships — Part 2: Requirements

Fundamental and highlevel
information security requirements
for acquirers and suppliers as
organizational scheme commonly
applicable to instances of supplier
relationship.
= M 2H 2 Atdlof 8
HEZs £ A= &8 HH=zA &
oo Ois JI=2=0110 =
=0 MY 2ot @A,

4

xS

=

CH Bt

i
e

oAb 2H2 0l E =

ot1l
2 SAet S A0 thst

|'|11110
r§_

p)

B.1 Agreemem processes

B.1.1 Acquisition
prOCESS

6.1.2 Supply process

6.2.1 Life cycle model
management proCass

6.2 Organisational project-enabling processes

6.2.2 Infrastructure
I'I'\F.Il'l.'-l.gEI'I'IH nt process

6.2.3 Project portfolio
management process

process

assassmeant and
control process

6.2.4 Human 6.2.5 Quality

FESOUNCE manage meni

management process process

6.3 Project procasses

6.3.1 Project planning | | 6.3.2 Project 6.3.3 Decision

management process

6.3.4 Risk
managamenl procass

6.3.5 Configuration
managameant procass

6.3.6 Information
management process

6.3.7 Measuramant
process

6.4 Tachnical procasses

6.4, 1 Architectural
design process

—

Uﬁ:’.::Ell:I

oo QA

L A i

~~

amental information security
requirements for acquirers and
suppliers when establishing and
maintaining an instance of supplier

7.1 Supplier
relationship planning
Process

7.2 Supplier selection
Prooess

7.3 Supplier
relalionship
F}g resmient process

7.4 Supplier
relationship
managemeant process

7.5 Supplier
relationship
termination process

relationship.
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IS0 27036-2

IS0/IEC 27036-2 clauses

ISO/IEC 27002 controls

6.1 Agreement Processes

.1.1 Acquisition Process
6,12 Supply Process
.2 Organisational Project-Enabling Processes

_lﬁ Compliance

_S-.--.- 6.1 Mapping

See 6.1 Mapping

jSee individual processes for specific mapping

6.2.1 Life Cycle Model Management Process

5 Information Security Policies
& Organization of information security

15.1 Information Security in Supplier Relationships

MNone

6,2.2 Infrastructure Management Process

6,23 Project Portfolio Management Process

6.2.4 Human Resource Management Process

# Asset Management

9 Access Control

10 Cryptography

11 Physical and Environmental Security
12 Operations Security

13 Communications Security

14 System acquisition, development and maintenance

16 Information Securitv Incident Manasement

ISO 27036-2 supplier
relationships — Part 2
Requirements Annex B
Cross-references
between ISO/IEC
27036-2 clauses and
ISO/IEC 27002 controls

17 Informatior ISO/1EC 27036-2 clauses

ISO/1EC 27002 controls

|nuity Manager| g, 3 g Information Management Process
None

7 Human Reso

6£,2.5 Quality Management Process

.3 Project Processes

3.1 Project Planning Process

| 14.3 Test Data
See individual

14.2 Security i

| 13.2.1 Information Transfer Policies and Procedures

8.2 Information Classification

9.1 Business Requirements of Access Control
10 Cryptography

12.3 Backup

(.3.3 Decision Mana_gement Process
.34 Risk Management Process

6.3.5 Configuration Management Process

& HRER

_14.2.2 System

6.2.7 Measurement Process None
Doe 6.4 Technical Processes See individual processes for specific mapping
-N"nt 6,41 Architectural design process |None
_hfane -1Z.1 Supplier relationship planning process | 15.1 Supplier Relationships
| None 7.2 Supplier selection process | None

12.1.2 Change

7.3 Supplier relationship agreement process

15.1 Information Security in Supplier Relationships

7.4 Supplier relationship management process

15.2 Supplier Service Delivery Management

7.3 Supplier relationship termination process

MNone
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IS0 27036-3

ISO 27036—-3 supplier relationships — Part 3 Guidelines for ICT Supply Chain Security
Annex A Summary of Supply and Acquisition Processes from ISO/IEC 15288 and

ISO/IEC 12207

Systems (15288) Acquisi-
tion process

Systems (15288) Supply
process

Software (12207) Acquisi-
tion process

Software (12207) Supply
process

6.1.1 Acquisition Process
6.1.1.1 Purpose

The purpose of the Acquisi-
tion Process is to obtain a
product or service in accord-
ance with the acquirer’s
requirements.

6.1.2 Supply Process
6.1.2.1 Purpose

The purpose of the Supply
Process is to provide an
acquirer with a product or
service that meets agreed
requirements,

6.1.1 Acquisition Process
6.1.1.1 Purpose

The purpose of the Acquisi-
tion Process is to obtain the
product and/or service that
satisfies the need expressed
by the acquirer. The process
begins with the identifica-
tion of customer needs and
ends with the acceptance of
the product and/or service
needed by the acquirer.

6.1.2 Supply Process
6.1.2.1 Purpose

The purpose of the Supply
Process is to provide a prod-
uct or service to the acquirer
that meets the agreed
requirements.

6.1.1.2 Outcomes

As a result of the successful
implementation of the Acqui-
sition Process;

a) A strategy for the acquisi-
tion is established.

b) One or more suppliers are
selected.

c) Communication with the
supplier is maintained.

d) An agreement to acquire a
product or service according

6.1.2.2 Outcomes

As a result of the successful
implementation of the Supply
Process:

a) An acquirer for a product
or service is identified.

b} A response to the acquir-
er's request is made.

c] An agreement to supply a
product or service according
to defined acceptance criteria
is established.

6.1.1.2 Outcomes

As aresult of successful
implementation of the Acqui-
sition Process:

a) acquisition needs, goals,
product and for service
acceptance criteria and
acquisition strategies are
defined;

b) an agreement is developed
that clearly expresses the
expectation, responsibilities
and liabilities of both the

6.1.2.2 Outcomes

As a result of successful
implementation of the Supply
Process:

a) an acquirer for a product
or service is identified;

b) aresponse to an acquirer's
request is produced;

c) an agreement is estab-
lished between the acquirer
and the supplier for develop-
ing, maintaining, operating,

narkaoing Aalivraring and
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IS0 27036-3

ISO/TEC 27036-3 Clause,/Subclause ISO/TEC 27002 Clause,/Subclause
& ICT supply chaln security in Lifecycle Processes | See individual processes for specific mapping - . H . —
6.1 Agreement Processes 5. Security Policies ISO 2?036 3 S u ppller rElathnSh I ps Part

6. Drganization of Information Security 3 GUTdEHneS fDr ]CT Supp[y Chain SECUﬁt}i
:jjfjl'ltj:‘i';‘::j‘f“““"“"“’*‘ Annex B Clause 6 mapping to ISO/IEC
.11 Acquisition Processes See 6.1 mapping 2?002

6,12 Supply Process See 6.1 mapping

6.2 0reanization Profect-Enabling Processes See individual processes for specific mapping

6.2.1 Lifecycle Model Management Process None 1S0/1EC 27036-3 Clause,/Subclause IS0/IEC 27002 Clanse/Subclause

6.2.2 Infrastructure Management Process 8, Asset Management 6t lechnlcal Proresses | See individual processes for specific mapping
9, Access Control 41 Stakeholder quu:rrmrnh Definition Process | 14.1 .'§r~r|1r|1'r' requirements of information systems
10. Cryptography 4.2 Risquirements Analysis Processes | 14.1 Security requirements ol information systems
11. Phiysical and Environmental Security 64,3 Architectural Design Processes Hnnp_

e 1||:|'-I|~||.||~1|1.'|'.||'-|:| Processes 14.2 Security in developosent amd SUppeort processes

12. Operations Security AT Integration Process I 14.2 Security in development and support processes
13. Communications Security 4.0 Verification Procezs [19.2 Security in development and support processes
16, Information Security Incident Management 14.3 Test data
17, Information Security aspects of Business Continu | g4 7 Transition Process 14.,2,8 System security testing
Management 648 Valldation Process [14.2 secur ity in development and support processes

6,23 Project Portfolio Management Process None 4.3 Test data

.24 Human Resource management Process 7. Human Resources Security 6.4.9 Operation Process a1, Asset Management

6.2.5 Quality Management Process 14.2 Security in development and support processes 9, Access Control

14.3 Test data

10. Cryprography

4.3 Project Processes See individual processes for specific mapping 12. Operations Security

6,31 Project Flanning Processes None 13. Communications Security

f.3.2 Project Assessment and Control Process None 16, Information Security Incident Management

6.3.3 Decision Management Process None 17. Information Security aspects of Business Continuity
6,34 Risk Management Process ISOFIEC 27005 Management

3.5 Comfi M P 12.1.2 Ch 18. Compliance
6.3.5 Configuration Management Process .1.Z Change management T
’ - T S :4.10 Maintenance Process 2.3, Media Handling
14.2.2 Chihge Contre procedres 13. Communications Security

6,36 Information Management Process 8.2 Information classification 17. Information Security aspects of Business Continuity
9.1 Business requirements of access control | Management
10 Cryptography Goh 11 Disposal Process . Aszet Management
12.3 Backup 132 Information Transfer
13.2.1 Information transfer policies and procedures I
6,37 Measurement Process ISO/TEC 27004 I

& HRER
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ICT 323 2 11 AL

J M3 AHIA0 Oist 3
E2 ASAIL [l =

= XHSupplier)2l A H2 2 220 U8 S XH(Acquirer) 2l £
= UM Rots =9 B2 0otE2 B&6= IS0l JI=ol0F &

Ch.

O IS, FPAAH L MUIAC H&4S T8G610f HS O B SIS 01X N #2312
PE HXN, BN, M2 2ot pEol we,

O HZE XS L NHIAS 2E S2IH, WX 24 L JIEH F2o )12y 22,

O I3 3, = DR EA W S5 AUUS 2HD| I8 W2 X 249 22H 2.

O AIEFO E= MBS MBS T MHIAS S DIE IX H2O| PAH 2|, = 235 Al 2
C= OXE S0} 24K YES 2F,

O M3 ¥ MHIAJ HBEE g S2IH 2ot &,

O ZIYRNIC HIXLIA S 2 F2 2O w2 U CHE D! 2H.
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J ICT 32 &M Z2& SS A 22 2220ets HEoHH &2lok| fdl, HSA= NS
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© 000

F2-88 AAHS etEE WEOIL SRE figt S22 & nE8Es 24 8.

PE HE, ABlA22 HS &, 2=2 1 28" E220 9|8 Boie 2LIHE.

ICT 2222 LHAIS BX(Multi Tier)ol 2d 2AEE SSAH0 St 2AHE L HIS ZHE Z&6H
SEEU X Ex Rd=S SES ICTS=SY B8 T= 838 8o = Mud X &E.
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ICT Supply Chain Security 2 Al

d

d

ICT Z22% #E2 €= 0T M08 T2 HA(ISO/IEC 15288 % ISO/IEC 12207), ISMS 2% 2 H(ISO/IEC 27001),
2ot ER(ISO/IEC 27002) S& RI28H01 M2 & 4 2UACH

122l HEd ASN SShe 42 EX 012 5 0|R0T 2t HF D BE(Handoff)0l SAUE D SHHIH A4S It

sSolt= &4 I 2 A
2 A AU MY A RS O LS AS0 NN SRS FY QU i A|AEQN MM AR = QUC}

3. 8RR FCli Bt A Ec QEUCSZ R E =8 = U= o0 HOIES 84, =3 E= &0l Z=2HA = StEH
Of ¥ ATEF0IS N, 2Y T= MH TZHAS RIOISHCH

4 FEEFH I XU SH EE ANZILEH A 200 S22, SEEIOOFSHD SS8 = A0 0F 8L

5. N==He 25 H0IH E= EEI 4EdHAL =FE fIAHA ESEHS T SUEH WHeE SR8 OB EE
E 238

.87 F4 W2 §F U 222 §3S NSH0|D SYES2 soigi(),

7.3 I UL AS: DSHA YUY HE U YMAYE DE S

B.ICTZSY EONS: HEE A0 22 UNE SUHOZ NSE 4 Y= TXY 5, 0JI0Is 2 HY 2y
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