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contract Netkoin {

mapping (address => uint) public balance;| AFZX|2| HZt HE c
uint public totalSupply; Ellol -I
constructor (uint initialSupply) {
totalSupply = initialSupply;
balance[msg.sender] = totalSupply; ggxl-
}
function transfer (address to, uint value) public —:%é.‘
returns (bool) {
(] u q{ ii_#h
dalance msg.sen er = é
balance[to]l += value; HEHE =
return true;
}
function burn (uint value) public returns (bool) { SEA
require (balancel[msg.sender] >= wvalue); =
balance[msg. sender] -= wvalue;
totalSupply -= wvalue;
return true;
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SmartMesh A2 (2018

o SmartMesh £E2 AOIE ZIESEQ| 4+ QHIZR F{AH
(CVE-2018-10376)= 0[|&5}0] MEsH e EEZS dd

) Timestamp: @® 592 days 17 hrs ago (Apr-24-2018 07:16:18 PM +UTC)
@ From: Oxd6aldbdb29e1eafad2a30373c44b09%2e2e0651e ()
) To Contract 0x55f939854311c930407768Ta35a1ba103de 12081 (SmartMesh: Token Sale) & [0
7) Tokens Transferred: v From Oxdf31a499a5a8358... To Oxdf31a499a5a8358... For
(2 ERC-20 Transfers found) 65,133,050,195,990,400,000,000,000,000,000,000,000,000,000,000,000,000,000,000.891004451135422463

($223,066,504,429,629,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) 4R SmartMesh (SMT)

v From Oxdf31a499a5a8358... To Oxd6a09bdb29e1ea... For
50,659,039,041,325,800,000,000,000,000,000,000,000,000,000,000,000,000,000,000.693003461934217473
($173,496,170,111,934,000,000,000,000,000,000,000,000,000,000,000,000,000,000.00) 4h SmartMesh (SMT)

https://etherscan.io/tx/0x |abab4c8db%a30e703 1 14528e3 | dee 1 29a3a758f7f8abc3b6494aad3d304e43f
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SmartMesh Afz{| (2018)

o M4 QHEZL (integer overflow) F|H
o HO{HOZ ACE AMHHS0| = 2X|7t =l B

1 function transferProxy (address from,

address to, uint

value, uint fee) public returns
if (balancel[from] < fee + value)

ELH'_ )\|-EHZ)| I]-_,_

2 =
3 revert(); ﬂ EEDPI' Iﬂ
4 if (balancel[to] + value < balance[to] ||
5 balance[msg.sender] + fee < balance[msg.sender])
6 revert();
7 balance[to] += value;
8 balance[msg.sender] += fee; % a1
9 balancel[from],-= value + fee;
10 return true; \
v (MEE) ouERS/oIHERS
LMSHK| 42
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SmartMesh Afz{| (2018)

balance[from] = balancelto] = balancelmsg.sender] = @

value: BFFFFFFFFFffffffffrfffffrfffffffrfrfrffiffffffffrfrfrfrifffffffy
fee : 7000000000000000000000000000000000000000000000000000000000000001

1 function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {

2 | false };Ebalance[f"rom] < fee + value)% 0!

3 revert();

4 | false Fﬂbalance[to] + value < balancel[to] ||

5 balance[msg.sender] + fee < balance[msg.sender])
6 revert();

7 balance[to] += value; 8fffff---ff

8 balance[msg.sender] += ?UUmUQJ

9 balance[from] -= value 0!

10 return true;

11 3}
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=H: 8+ LHEER FUH 43
- SolidityOl| M= H+= 256H|E= Ho

o

A4 QA

uint public totalSupply;

i
ol

2 7tstt HelE EHMEX| 1R E 88

totalSupply += value; balance[msg.sender] -= value;

AIEO| QEIZZER RFE HEHSH|= IR 7HITZ2S

CVE S=

E F|oFH iR 20| H4: QUZZL0|M HIR

Arithmetic Bad Access |Unsafe Input Others |Total
Over/underflow | Randomness| Control | Dependency ers 1ot
487 (95.7 %) | 10 (1.9 %) |4 (0.8 %)| 4 (0.8 %) |4 (0.8%)| 509 | (2019.05)

- 978 -




- QT AS7| (bug-detector)

@ oyene 77

- 5 ASB7| (verifier)

Using Solidity’s

SMTChecker

Osiris
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ATl Xtz =4 71=2| otA| (1)

- 2F AE7|(e.g., Mythril, Osiris, Oyente): SX|= F|E0| EXY

W00 =1 O N W W B

10
11

function transferProxy (address from, address to, uint
value, uint fee) public returns (bool) {
if (balancel[from] < fee + value% OsirisBt 4= JThs ]
revert();
if (balancel[to] + value < balance[to] ||
balance[msg.sender] + fee < balancel[msg. sender])
revert();
balance[to] += value;
balance[msg.sender] += fee;
balance[from] -= value + fee;
return true;

CVE-2018-10376

10

- 980 -




ATl Xtz =4 71=2| otA| (1)

- 2F AE7|(e.g., Mythril, Osiris, Oyente): SX|= F|E0| EXY

1 function multipleTransfer(address[] to, uint value) {

2 require(value * to.length > @);

3 require(balances[msg.sender] >= value * to.length);

4 balances[msg.sender] -= value * to.length; A

5 for (uint i = 0; i < to.length; ++i) {

6 balances[to[i]] += value; ol ALt H|Et 2F
7} OX|2t H&E 25 A
8 return true;

9

CVE-2018-14006
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X XtEs =4 71=2

st (2)

. @2 HZTJ|(SMTChecker, Zeus): 1A =X}

contract Netkoin {

1

2 mapping (address => wuint) public balance;

3 uint public totalSupply;

4

5 constructor {uint initialSupply) {

i totalSupply = initialSupply;

7 balance[msg.sender] = totalSupply;

8 3

9

10 function transfer (address to, uint value) public
11 returns (bool) {

12 require (balance[msg.sender] >= wvalue);

13 balance[msg. sender] -= value

14 balance[to] += value; 3"—?—' %lﬂ (False a|ar|'|‘|)
15 return true;

16 }

17

18 function burn (uint wvalue) public returns (bool) {
19 require (balancel[msg.sender] »>= wvalue);

20 balance[msg. sender] -= wvalue

21 totalSupply -= value; 19| = (False alarm)
22 return true;

23 3

24 3}

12
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CVE-2018-10376

function transferProxy (address from, address to, wint
walue, wint fee) public returns (bool) {
if (balance[frem] < fee * value)
revert();
if (balance[to] + value
balance[msg. sender] +
ravart(};
balance[to]
balance [msg. sender] =
balance[from] value
roturn true;

#= wvalue;

CVE-2018-14006

function multipleTransfer(address[] to, uint wvalue) {

require{value * to.le
require{balances[msg.
balances[msg.sender]
for (uint i = @; i <

balances[ta[i]] +=

* to.length;
p ++1) {

1
return true;

}

value *= to.length);

1
2
3
4
3
L
7
&
9

contract Metkoin {
mapping (address => uint) public balance;
wint public totalSupply;

constructor (uint initialSupply) {
totalSupply = initialSupply;
balance [msg. sender] = totalSupply;
"

function transfer (addr o, uint value) public

returns (bool)
require (bala
balance [msg. 5e
balance[to] +=
return true;

¥

nder] >= wvalue);
value;

function burn (uint walue) public returns (bool) {
require (balance[msg.sender] >= walue);

balance [mgg. sender] -= value;
totalSupply -= wvalue;
return true;

13
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VERISMART SMTCHECKER [I2] [ZEUs [IT]
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#4 707 0 0 v 7 7 X X
#5 103 8 0 0 v 6 6 X X
#6 141 5 2 0 v internal error X
#7 T4 6 | 0 v 6 5 X X
#8 84 6 0 0 v 4 4 X X
#9 82 6 0 0 v 6 6 X X
#10 99 2 ] 0 v internal error X
#11 171 15 0 0 v internal error X
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#17 153 5 0 0 v internal error X
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VeriSmart 4! X[EEA

EiTM S JE (Transaction invariant) At& F

contract Netkoin {
mapping (address => uint) public balance;
uint public totalSupply;

constructor (uint initialSupply) {

=

totalSupply = initialSupply;
balance[msg. sender] = totalSupply; < totalSupply = Zbalance

1

function transfer (address to, uint value) public _

returns (bool) { 4tutal$upp1y = Y balance
require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
balance[to] += value; < totalSupply = 2balance
return true;

1

function burn (uint value) public returns (bool) { 4 tuta'LSupply - Ebalance
require (balance[msg.sender] >= wvalue);
balance[msg.sender] -= value;
totalSupply -= value;

: FINERTL ErF < totalSupply = Ybalance

}

16
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require (balance[msg.sender] >= value);
balance[msg.sender] -= value;
totalSupply -= value;

assert (totalSupply >= value)

totalSupply = Zbalance

> balance[msg.sender] . def. of 2 balance

. transaction invariant

> value . assumption (require)
J|1E FAE 48711 487|152 Ol2{et FES XS FN/ FP 2

17
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- Generator: EZi™M S8 MAS F= A

. Validator: T2 28 ME S 0|50 QIFM AS A

candidate invariants

7~ N\

> ‘ Generator Validator ' >

!

Solidity v Solver Verification

Program unproven queries Result

18
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function transfer (address _to, uint _value) {

if (msg.sender.balance < min)

sell ((min - msg.sender.balance) / sellPrice);

HEHMETL B4 SER LSt F|O0H EX|0 F2 A

function mint (address holder, uint wvalue) {

require (total+ value <= TOKEN_LIMIT) ;
balances[holder] += wvalue;
total += value;

}

token.mint (...,...)

// CVE
// CVE
// CVE

bug
bug
bug

 If

21
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VeriSmart S|
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function unlockReward(address addr, uint value) {
require (totallLocked[addr] > wvalue);
require (locked[addr] [msg.sender] >= wvalue);
if (value == 0) wvalue = locked[addr] [msg.sender];
totallocked[addr] -= value; // false positive
locked[addr] [msg.sender] -= wvalue;

Vx.totalLocked[x] = Z locked[x] [4]

(2

22
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CVEID

#Incorrect

Queries |[OSIRIS

VERISMART

2018-15113
2018-13144
2018-13326

2018-13327 | CCLAG

— ) —
[

2
1
2
1

oo

contract BTX |
mapping (address => uint) publiec balance;

uint public

tat ’-S':.::E'Iﬁ'r

constructor (} |

1y = 10000;

halance mag. Sen lex ]

[

2

3

!

I"

3] totalSupp
T ¥

&

9

10 function tr
11 require |

16 function transferfrom (address

ansier
balance [msg.sender] >
12 balance [msg.sender]
13 balance[tc

(address to, uwint value) |

= wvalue);
= value;

valuey

value) |

17 require |

18 balance([to]

19 balancel[f

balance|[from] »>= wvalue);
+= value; /

ram) = yalue;

from, address to,

uint

23
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ﬁ
L HA= |'=E.J'\. I- 2 QO MZElI H=
7|&E AE7|S2 A0IE ZIEHE =0 A A3
EZMM Xt RF 7| 1™ VeriSmart®= 177
VERISMART SMTCUHECKER [12] [ZEUs TIT]
No. LOC #Q #hAlarm #FF Venhed|#Alarm #FF Verhied| Veritied
il 4 3 ] [} v 3 3 F X
#2 72 1 ] v 2 1 X X
#3 75 7 2 0 "y 7 5 X X
i1 07 ] ] v 7 7 X X
#5 103 5 0 0 v 6 6 X X
#t 141 5 2 0 internal error X
#7 74 6 | ] v i 5 X X
#E 6 ] ] v il - X X
#9 82 6 ] ] v i ] X X
#10 a9 2 1 0 v internal error X
#11 171 15 g 0 v internal error X
#12 139 7 ] ] v internal error X
#13 139 7 0 ] v internal error X
#14 139 7 ] ] v internal error X
#15 139 7 0 0 v internal error X
#16 141 16 10 0 v internal error X
#17 153 5 ] 0 v internal error X
#13 139 7 0 0 v internal error X
#19 13 4 0 ] "4 4 4 X X
#20 40 3 0 0 v 3 3 X X
#21 50 3 ] 0 v internal error X
#22 28 3 1 0 v 1 0 v X
#23 19 3 0 0 4 3 3 X X
#24 457 30 13 i) X internal error X
#25 17 3 ] ] v 3 3 X X
Total 2741 172| 40 6 %7 55 50 Lo | %S
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QUHIM O 2 Q90| assert2 HSE ME HASO| &2 7t
MMA HEE 2 F4H™: e.g. CVE 2018-11329

function DrugDealer () public { ceoAddr = msg.sender; }

function buyDrugs () public payable |
ceoAddr.transfer (msg.value); // send Ether to ceocAddr

drugs [msg.sender] += ...; // buy drugs by paying Ether

}

UKL HEE

2l 2= CVE 4= (CVE-10666,2018-10705,
2018-11329)

607 = 557 ZAEEO| CHSHM QTN HS

ORI
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