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S n When medical devices get
hrdnioie bt hacked, hospitals often don't
know it
—— Thé thizat 10 madical devices 15 real and b
Hocking medical devices 15 the next compiiane
big security concern

Security in the age of the
Internet of Medical Things
Enabling smart Hospitals
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HHZ : 10MT (Intemet of Medical Things)
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89% of healthcare organizations have suffered from a security breach of the loMT

82% of the loMT have been targated in the past year

Ransomware attacks on healthcare are predicted to grow 5X by 2021

95% of medical
devices hawve

no endpoint
security

Comman types of laMT attacks include: side channel, tag cloning, tampering,
sensor tracking, eavesdropping, replay, man-in-the-middle, rogue access, denial
of service, cross-site request forgery, session hijacking, cross-site scripting, SQL
injection, account hijacking, ransomware, and brute force attacks

HEALTHCARE SECURITY
CONCERNS
. Most attacked industry

since 2015

BN of hospitals are

cybarthreat victims

$408 per patient is the average cost-percapita for a data breach in healthcare
(the highest in any industry)

Hospitals spend 4% more annually on advertising after a breach 2 years following

EH: B02secure 2 31A

0818 & 1

B of nevwork traffic in a
hospital s unrmoniicorea
I of hospitals do not
hawve a security strategy for
medical devices

™% of confirmed attacks
originate from connactec

madical encdpoints

EH: Zingbox 2 DM, 2018
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MEDJACK:

Xe2lol, MRI B 2|2 717|8 B4 YEHIH HEMHE 3 2 (2015-)

Anatomy of a MEDIACK ATTACK

=g g 0

. internal Cisni

Medjack 1 (154)

Medjack 2 (164}

Medjack 3 (1174}

L1 1S
L1 1 |

L B B

v “ P—

21277 M=

o|27|7| = =,
e Em

X E|X| = FHOS
AN 2277 B,
B AlAH 28

20.8.18

5 8 5o 1980 1 __

Ripple20 vulnerabilities (19 CVEs)
- TCP/IP sw library #2/&
= 19 zero day vulnerability

loT &Y =< Of #|@ECH= 2|&20, 2|8 A7t S5 HE

[ & wee i ] « » HEE n

Guide to the latest Black Hat 2020 Conference news

Ripple20 vulnerabilities still plaguing loT devices

Montha afier Rippie20 vulssrabilities wers reported, things Raven'T gofien much

Etier, Sy axpens ol Black Hat USA T30, In teel. the world sy never be Rally rid of
e Flawws

Urgent/11 vulnerabilities (11 cvEs)
= VxWorks RTOS2| TCP/IP (lpnet) 2@ H|2E

£ URGENT/11 - Takeover of a Spacelabs Xprezzon patient monitor (ARMIS), Youtube
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HHZ : 1oMT A0 |t 22{ (Ransomware)

¢ °|= EPAC| MM Bt 342 XISE/ =%

Ransomware Exploit Spreading (malware)
Ryuk
Phobos
s Bluekeep (RDP...) Erlnutet,
SamSam Trickbot,
PowerGhost
REATIRENY EternalBlue (SMB)
AR DoublePulsar
BadRabbit

EternalChampion,
EternalRomance:---. NUI.'HE‘-FDUS
variants

EternalBlue — Developed by NSA, 2017
Leaked by the Shadow Brokers hacker group, 2017

+  RDP (Remote Desktop Protocol)
SME (Server Message Block, port# 445)

208.18 7 1

RDP exploit
An sttecier [cliont 3] con access o ramoto dosktop sarvar
10 otk o o previoushy di cted jom [cliont 21—

Ehin resctivatn and msum Ehat session with privileges
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ofi2l: PROMISING VENDORS

Challengers Contenders Fﬂm Leaders
— THE FORRESTER NEW WAVE™
SANT Connected Medical Device Security
aflering @ 2090
A
'EM st il Lt ]
5 Promising vendors focusing on
Cyber Security for Medical loT (loMT)
*CyberMDX
*Cynerio
*Medigate
‘EELQ
AT L]
altering
Weakor siralegy B Stronger stralegy
Markol prosench
cam0)
.[ Z06.16 [ 8|
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ARP poisoning , HHI0{ /tEi0], Botnet

¢ 33 HYE|E 2|=27|7]|2 &Y
insecure remote access, # Radio HZ2,
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¢ £ A3 (vendor)
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v HIEHSH O|4EESE #Y MY/EX, 3H o= A OIS
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v C|Hio|A S| (network)X CHEF EH2{d 24
= ARMIS
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> MediTechSafeiit

Medical Data @ EE - . . .
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G e [ 5 < = g 8
e e -an Rl i @ o .
rf,l‘“' & THESS e et EE]. - !

9

Comprehensive

PaloAlto networks(zingbox) -
- Machine learning 7|% 0| &8 % E%| . IA.rmls
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HEl&S 88 S 7l& - UEH3 1|cE0|E

# MurciaCll, Pennsylvania Cl| & M2 782|277 ~

Ransomware EXX|

»  Spreading SHAIOIA BiX| (wannacry, petya, badrabbit,

powerghost)
= ICE =gj2ie|3 B¢t

Intelligent and Dynamic Ransomware Spread
Detection and Mitigation in Integrated Clinical
Erwironments, J. of sensors, 2019

Offcling Medel Genaration = Daca
Fatrain = =B Contrcd
3 Datasat P i 1
Generation |
Diatarset I
I
4 ML Techniques |
Salecrien — -
Hanftoning ML Decisionifs Aeaction
e e | o ] -
5 Model Training
NetTiom I Decision
2 Flewe Calbector ML Models Bk
[
Anabser
BA Aromaly
Debection
Frahge B Rarsomwane .
e e

206818 11 ]

Georgia 3CH, Chongaing T : A|SZH/2|E 9= §4
=4 7|8k o|&HE= EiX|

AISZH2IS $#9(2 &4 : Resource usage

BAREE/S/XICAZ, BAGS|, SAARIIE, ADIRI A S

=Y

"

B oom

")

Taxitisis Tenliing wiae
"

Metwork Phenotyping for Network Traffic
Classification and Anomaly Detection.
chenggingCH, Geargia FCH, IEEE (submitted)

Time-series Trends

RelationshipAnbensity

AESBRER ma PN A Spatial analysis of the communication image
T B Temporal analysis of GLCM texture features
Z . Classification of the communication patterns

i - [, Anomaly detection
i 188 e e ma e R e
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Univ. of Arizona: HIEISE H|217|31%] AA|ZHEIX| 2=
AE710f HE & SHEY 0|4 24X (AN, 2FE)

Protecting Implantable Medical
Devices From Malware,
Side-Channel Attacks

(UA, 2017.03) @UA™

(16-19\d, 45.30H8

TWC: Small: Time-Centric
Maodeling of Correct Behaviors
for Efficient Non-intrusive
Runtime Detection of
Unauthorized System

Actions {@UA, N5FE| 8 2016.10-19.9)

206818 I

*  Secere, non-intruties, and 18 mester mohware

Tirma-Contaic Medaling of Comect Babavion lod
Efficient Non-intnesive Runtime Detection of
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ransomware EX| (android 25 ciah)
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= 7HES - HIESE T2 E3 U 0| HEISEX]
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Ransomware |

R

| Facebook app.

Detecting crypto-ransomware in loT
networks based on e consumption
footprint, Joumnal of Ambient Intelligence
and Humanized Computing, 2017.7

)
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¢ 25, =4 S H0lE =& Ol
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2 7 2|&87(7|, 7HUIERI3? (OpeniCE)
= open dataset?

2 Z74 dataset

OpeniCE

Ay R R oA
running OpeniCE Dwsics Adapiar
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Ol++ 3 - && 28, FEATURE ENGINEERING

kA ccll MH2 |
¢ =528 57:" ? Feature? =» anomaly detection technique

- 1-class Support Vector Machine (OC-SVM)

< Per packet? !:qu:? _ - Local Outlier Factor (LOF) ...
> 1-class classifier? 2-dass classifier? = Probablistic dassification techniques
< normal? Abnormal? - Neural Network (NN)
= feature vector? - Naive Bayes (NB)
- Random Forest (RF) ....

. e el R ;
Hoot 'ERumioew LSTM-AuteEncoder =
Based i L -
“";f_‘;""'“”“:‘“'ﬂ? e Bﬂ'l-:ﬂﬂl‘ novelty
et E etection
(=] =R e |
e L ot WEL 2T, Docedar 4 ¢ (M)One-classSYM |
e G [ MEE EAi :

s E.....| (M)LSTM classifier |

oA (ol 2o

i

i

i

jL LETM  LETM
(0} Binary classifier |

70818 | T
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Ol#+ 4 - MEDICAL NETWORK RE-DESIGN, 2|=7|7]| A|#
¢ =210 & HAUHENI T Ol

T

Network
Infrastructure

]

Y, 2094 5 UEZT o2)7] EOIch Moy

NIST SPECIAL PUBLICATION 1800-8

Securing Wireless
Infusion Pumps

In Healthcare Delivery
Organizalions

et [
Protection Frotestion| Secury [
hra | I [
v 1 WLAN B30 [
o Mg -
[REN—

0618 & |
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Cisco &M - Medical NAC (Network Access Control)

» ldentifying, Classifying,

and Segmenting
Clinical Healthcare
Devices

» 802.1x, MAC 7|l 2I=,
Radius, Profiling

Cisco Identity Service Engine

Cisco ISE supports various probes, each
capable of capturing different endpoint data.
Raw data for a given endpoint is parsed and
stored in the ISE internal endpoint database.
Relevant endpoint attributes are then
analyzed against a library of fingerprinting
rules known as Profiler policies.

70818 17|

Identifes medical devicas

Veliaprs inasang Brgerewinting of mone than 750 ksading
el hvieas i vl el Theousanti of roe
Pratects medical devicg:

b, IRl o Sefteie - e i

The Cisco ISE Profiler includes the following probes and conbext sources for collecting endpoint atiributes used to
classify medical devices:

A M A
« RADIUS
. SHMP » Cisco I1SE internal endpoint database
. EMCE * Microsof Active Directory (AD)
« HTTP » Lightweight Directory Access Protocol (LDAF)
. DNS « Maobile device management (MDM)
+ MNetwork scan (Nmap) « RADIUS
* MetFlow
« AnyConnect” Identity Extensions (ACIDEX)
+ Device Sensor
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o|=7|7] Alg/&2] - ARMIS
Armis solution

» GE Healthcare’ s CARESCAPE NetworkD} 95, C|H}O|A Alsl oIX|== Z2|

CARESCAPE Network Overview with Armis

CARESCARE” ML CARESCAPE I
Mutweisils LEDATR Mkt . TORAR

:g ;ﬂ;m @ L&"

.......

R e B CARESCAPE Patient Monitor -

_ g - i o il s o
#* | @& v e e
-.‘Ié o ! WUSE L] G : ra- LA LA ] Saneane

I b
| @ o] |- —
4 sEm e [ s ey | SN ee— A
4@ Monitats V 0 —_— EI :'—

0818 & |

- 393 -




#f31 - 2|2 ISAC (2=7|& SSE2RUAMIE])

I g=IsAca?
THRE I UEY eI (MRS MAMEN0 oo HYE ojg o) eI s pairs) pup o|RI|H 2 S OLRE
ME 00, #5232 Healthcare-Information Sharing and Analysis Center;, 2EH= 2| RISAC(H-ISAC)2} BL L},

YHH D& SACHnformation Sharing & Analysis Center) 0181, HF E S0 TOF BOPYE 2 YU & MOj 3R] 220)
e (&S w38 OHE QA4S <jo)E

= HjA

b Tt TR [

o wx|

ol 7ot
ZEEOIEHME]
A S| EIH R

o —

T zseRasuy

i
l UHBR
&€ USTBNL
EE-.

20818 1

-394 -




loMT Implantable medical device E2}

- 395 -




i

¢ 2|=7(7| FHSHZ Ol7F > ALY 0|4} 2= 7|7 (WA} USH7|) sHL2= #XL 4H 21
» 22105 (1) 22 ZEst, (2) oiLX] 0l (3) 215 & 7122 Ol

Wireless Medical Implantable Device Artificial Organs loMT device

Abilify MyCite

(MM LHE S R2a,
PillCamTM

(HaeAe, 8 2%

2 Alz=h

PILLCAM™ S8 3 SYSTEM

0818 =zt |
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OlfF 1 - 2o ZES
¢ HO|22HIM +=F MY S=6t= miniaturized(28nmz), light-weighted 22} issue

> AER/EE A|T 25, AES-OFB, PRESENT, HEGHT, CLEFIA--- 325} (2,000
NAND gates HE | ), HZFH(uW) , HmzZiy, MHS|2UF M7 |E S=F - H2 SoC

|n5U|iﬂrPU[ﬂP AES OFB stream BiosensorCryptoHW
- HummingBird Stream (TRNG, PUF, Hash, ENC 32nm
Cipher CMOS)
EEEER IIIIIIII|I=

[ ]

[ ]

| ]

[ ]

] e
T Ucu|ar|mp|ant :

Glucose sersor (@KIT, ZFE A S0l a0, Impla nlable Biosonsors
il T Ml — I
(@FECHk, 2011) £22011) (@D AFZEMZCHSE, 2014)
5. Guan, Gu, J, Shan, Z, Wang, 1, Huang, ¥, Beck, € Masny, D Geiselmann, W, Bretthauer, G, http://sharps orgfelusters/telemedicine-

Block Cipher Based Security for Severely cluster/securing-biosensors
Resource-constrained Implantable Medical
Devices, ISABEL 2011

and Mason, A, "Wireless powered implantable bio
sensor tag system-on-chip for continuous glucose
monitoring”, in Biomedical Circuits and Systems
Conference (BioCAS). 2011 IEEE, 2011.

70818 [ 22 |
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Ol 2 - OfIL1X] O]+
o x7} £7 WAICR QIR LIF BEJ2]-DoS (47) B2 TS
o 24 mW 22| TADHE0| RTEIE S0l 2571E R Bl I8 > AT oS

¢ UFHSE/LI-EHT |2 EES6H= A7 AlZEEST | (S2HTZE|0]AIR, KAIST, SCiHE2, 2014)
¢ AULESs, 2B, 2, g2 012 S0| 20| & - §#2H 22 EESH= MAH|I0|AE FE{F{IHAIE
(M7 &4, 215icH, nj2lst, 2017)

¢ AL OFEZXT|S 0185101 0|ME 2|=7(7] STT|= (25 22Tt AU AUE ST K10 HAS
BY - TSR REE|= 0IEEY] 08, d=ail, 2019)

Energy source Classification Power density
PMNPT Thin Film sn Balk Wler FMN-FT Thin Film sn Fleible Ssbsiruie

Solar power Radiant energy 100 mWjem?

RF waves Radiant energy 0,02 pW/cm? at 5 km

RF energy Radiant energy 40 pWiom® at 10 m

Body heat Thermal energy 60 yWiom® at 5°C

External heat  Thermal energy 135 yWicm® at 10 °C

Body motion Mechanical energy 800 pW/cm?
Blood flow Mechanical energy 093 W at 100 mmHg

[Exfelistien of MIM Sirueoare from Waler %

Air How Mechanical energy 177 pW/em?
e e[ Vibration Mechanical ENERGY 4 pW/em®
Piezoelectric self- pg.wgred pacema ker(2014.6) {mm‘ﬂg O} H 2 Piezoelectric  Mechanical energy 50 p)/N

70818 [ 23 |
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20818

loMT 2|=2(7|
IREE 28 / = dz|= 3 olE
21 ?-Iﬂ i 2= Ol
OO o Elﬂ:"l!ll.fﬂﬂf!i'-uﬂir sssssshasssannnnnsnss
St. Jude Medical (8, Abbott) (ICT 0| =y 12 AV)
Pacemaker ol I} | Al X H ESAINE Y X
ok aﬂggﬁl i) I/ AT 7|4 OIS AT U],
< 4BBICH recall =R ' Bio-Crypto 2217 |& (FH0|z, DACEALEH, ~21)
: (M HEYETHR0H
Hacking pacemakers, insulin pumps and - ‘ I
patients’ vital signs in real time 4+ loMT 71712] gHEife 7|2k2) = y
A i LS A 5 08 e, SR e Wy B T Rl <+ olojE| ME= 2zh, B 200 0E
PAFRBSE N Pt P T L T i ?_lﬂﬂﬂ!lip_l. m"ﬂ!!ﬂ —
[ 2a |
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Bio-Crypto 72

& JIHE MHASE BE| U4SSHE SN £
> BAN(Body area network) 22t 1, UASEIEE 7| MA/YOI0|E &2
4 Crypto: (1) 2tSsHE 7|44 (2) 2I= (2) QUHHAHELEL, M2|AST |8 E2E

-

—
=N

» ECG (Electrocardiogram)
*«  PPG (photoplethysmography)

[PPG/ECG S RATHE]  [¢E 2483 552§ 2 W seed 7|2 4]

measured ECG

PPG/ECG 7|8 Known ECG
PhysioNet o e y

| 206818 |
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Bio-Crypto - Arizona FglCjH

~ Arizona State University: EKG 7|H}2| Key agreement 7 |&
AT ASEE] 2 EE T | A 5 DIFIRIIRL I HE

ST M X[ : Randomness, Distincliveness, Temporal variance B4

IS sampls valoss for § aec DNG Sigeel g

38 namp 25 nampis | 175 s 5 nampis
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L] £ % 4 4 3 4 L $
2 8 . —
L - ::,H T '::_""‘"
v 3 v +
a8 FET 128 eeT Azl PET VER FPT p—
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Warpll Wiy rocmsveed o arctten o
et e e gy ES
EKG It feature 386 I
ol | [=]] M A7 Bl

20818 2% |

- 401 -




Bio-Crypto - Turfu CH

» Turku CH: EKG 7|8} US 81 7| MM J|& (eee Access, 2017)
«  27}X| Feature set T4 44| Hg
(1) Fiducial 24! : P, Q, R, S, T B2 & 8B4 HAM J|ui
(2) Non-fiducial 2} : S22 point7} 0}l frequency S48 BN
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Bio-Crypto - Macquarie i} S

» Macquarie C} (ZF) : EKG 7|8I2]| HE OTP 44 > MH|7 |8 U= MR (EeE Access, 2015)
= ECG ME= £E| 448t random string & 2&E7 |2 HIZ ALS

» Chinese university of Hong Kong : PPG, ECG 7|4} 21#|&
Eﬂ Eﬂ‘ (IEEE comm. Magazine)
=BG} MIFEO| |Pl(inter-Pulse Interval) 249 7|l CIHHHE A 201 7=

ECG

PPG
> ETRI: PPG/ECG IPI 7|t} 2581 Seed S7|7[H o7 s RRRRaas
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' “Worse than death:” The far- |

future dystopia of genome How to Keep your Genome Secret
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] Homomorphic Encryplion for Private Genomic Predichions
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