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Paradigm Shift : Car will be another Smart Device!

Autonomous Driving
Connectivity
Electrification

Service Platform
Online Services
User-selected SW
Personalized

Car carries Smart Phone Car uses Smart Phone

Car is another Smart Device
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Consumer
Services
(Digital Cloud
Based)

Connected
Car Packages

Supply-side
Technologies

Paradigm Shift : Future Business in Future

BE  smarT MOBILITY

, Bl otHer sERVICES |

TRAVEL
HOTEL
FLIGHT

ROBO-TAX| SERVICES
INSURANCE
LEASE
RIDE SHARING
CAR SHARING
CAR HAILING
RENTAL

Fluid
Boundaries

COMMUNICATION
SOCIAL MEDLA
COLLABORATION ’
MEDIA CONTENTS
EDUCATION
HEALTH
FINTECH
ADVERTISING
COMMERCE
PAYMENT

Enabling the use of
CONSUMET Services

Vehicle Connected Car  consumer Features

Management

Safety

Feature & Service Commarcial Features

Autonomous
driving

Advanced driver assistance systems
Human-machine interface

Infotainmant

Connectivity, computing, and cloud based enabling services

hitpswwwstrategyand pre comyteports/tannected-car-201 d-stuay (2016.0%)

Future Business
Current warld rales
Cand strengbhs)
Internet & tech companies;
Specialist services firms

'

Increasing
Competition

Auto OEMs

Ineraasing
Competition

.
Auto
suppliers
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Paradigm Shift : Use Case - In-Car Advertising & In-Car Payment

@ rointof purchase decision ) Point of actuai purchase

Today

Car as vehicle to carry
the customer to a shop
after the decision to
purchase has been made

Tomorrow

Car as touchpaint to
recommend to the
customer wheara/
what to buy

Car as service to be pro-
vided o support the
customer in either buy-
ing onboard, reaching
the store or enjoying the
brand experience

O |

* Spurper Manelizing car data (MokinseydCompany: September 2018)
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Car beCAMES smart !

Connectivity
Autonomous
Mobile Service
Electrification

Security
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Auto OEMs

Increasing

Campetition

Auto
suppliers

IR Fubic

Car beCAMES smart ! : Mobile Service

/

BN  smarT MOBILITY

, Bl otHEeR services

Consumer
Services TRAVEL COMMUNICATION
Digital Cloud HOTEL SOCIAL MEDIA
(Eﬁ:;dj FLIGHT COLLARORATION
ROBO-TAXI SERVICES MEDIA CONTENTS
INSURANCE EDUCATION
LEASE HEALTH
RIDE SHARING FINTECH
CAR SHARING ADVERTISING
CAR HAILING COMMERCE
RENTAL PAYMENT
L] L}
Eluid Enabling the use of
Boundaries consumer services
Connected
Car Packages Vehicle Connected Car  consumer Features
Hanagement Feature & Service Commercial Features
Autonomous
Safety driving
Supply-side Advanced driver assistance systems
Technologies Human-machine Interface

Infotainment
Connectivity, computing, and ¢loud based enabling services

hitps:/fwwaw,strategyand, pwe.comyreporis/connected-car-20 1d-study (201409

Car = New Screen
of Mobile Services
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Car beCAMES smart ! : Mobile Service

f’ User : Owner, Driver
OEM

Supplier
Government
Authority

TelCo

Service Provider

\ SW Provider

|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
a .

androidauto ] amazon

Apple CarPlay

alexa

Mobility
Service
Providers
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Declaration of Amsterdam (2016.04, EU) - Joint Agenda

Use of data
* Data generated through the use of connected and automated vehicles can serve public and
private value-added services. Clarification is needed on the availability for public and private
use and responsibilities of the parties involved.

Ensure privacy and data protection

= Respecting existing legislation on privacy and data protection, the conditions for the (re-) use
and sharing of data generated by connected and automated vehicles need to be clarified.

Vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V21) communication

= In order to maximize benefits in road safety and environmental performance, it is essential to
ensure that new services and systems are compatible and interoperable at European level
and to coordinate investments towards reliable communication coverage, exploit the full
potential of hybrid communications, where relevant, and improve the performance of location
accuracy, benefiting in particular from the use of GALILEO and EGNOS.

Security

* In the light of the increase in cyber-threats and serious vulnerabilities, it is essential to ensure
security and reliability of connected and automated vehicle communications and systems,
Common trust models and certification policies should be developed to prevent risks and
support cybersecurity, whilst ensuring safe and interoperable deployment.

https:/fenglish.eu2016.nl/documents/publications2016/04/ 14 /declaration-of-amsterdam

IR Fubiic

Declaration of
Amsterdam

Cooperation in the
field of connected
and automated
driving
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“Federal Automated Vehicles Policy” (2016.09, US)

Scope & Process Guidance Guidance Specific to Each HAY System

Test/Production Vehicle escribe 1 Fall Back

Minimal Risk Condition

FMVSS Certification/
Exemption

HAV Reglstration

Guidance Applicable to All
HAV Slr:tem-: on the Vehicle \

(" DataRecordingand
Sharing

Accelerating the Next Reyolution
In Roadwiay Safety

]

E

Systemn Safety E
Vehicle Cybersecurity ;
i

i

I

I

i

I

i

|

1

I

I

|

I

I

.

7T T Human-Machine
Interface

Crashworthiness

Consumer Education and
Training

Post-Crash Vehicle
Behavior

Federal, State and
Local Laws

Ethical
Considerations

hitps:/fwww.transportation.gov/AV/ federal-automated-vehicles-policy-september-2016/

i 5 L
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“Safety First for Automated Driving (SaFAD)" - June 2019

'

hitpsy Swww daimlercomfinnovation/case sutongmous/safety-first-for-automated-driving-2_himl

IEY vubic a2

TR TR

9 DAI%LER @

amp FCA

@ntinental $

“APTIV- x&

Bai®EE | apeollo

(infineon @
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Safety Layer
The system recognizing its limits and minimizes

risk in returning contrel to the driver

Behavior in Traffic

=)
The system behavior needs to be easy to
understand and predictable for surrounding

road users

Driver-Initiated Handover
Activating and deactivating the automated
driving system shall require an explicit driver's

intent

r

H Security

: Steps shall be taken to protect the automated
]

]

]

]

[

driving system from security threats

IR Fubiic

©

L

Safe Operation

How the system reacts if critical components

become unstable or cease functioning

User Responsibility

The user's state must be suitable for a takeover

procedure

Effects of Automation

Overall evaluation of system safety shall take

automation effects on the driver into account

Passive Safety

Vehicle layout shall accommodate changes to

crash scenarios brought about by vehicle

automation

"Safety First for Automated Driving (SaFAD)” — June 2019 : 12 Guiding Principles

Operational Design Domain
The operating conditions in which the system is

designed to function

< Vehicle-Initiated Handover
If the driver does not comply with a takeover
request, the automated driving system must

perform a maneuver to minimize risk.

e e e et e e e sl e

Data Recording
When an event or incident is recognized,

automated vehicles shall record relevant data in

a manner that complies with applicable privacy

g Safety Assessment
Verification and validation shall be used to

ensure that the safety goals are met

s
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“The World’s Most Valuable Resource is No Longer Qil, but Data.” (The Economist, May 2017)

LT RET

e
e
b

* Saurce: The Economist {2017.05.08)

‘Dawd Parkins

https:/fwww.economist.com/leaders,/ 201 7/05/06/the-worlds-most-valuable-resource-is-no-longer-oil-but-data
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The world is running toward 4th industrial revolution

= |ntelligence and its underlying data are the single most powerful driving forces of 4th industrial revolution.

The Fourth Industrial Revolution

g/
" i

| wal
-

https:/feng.enc-news.com/farticles/212/
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Data Economy : Why should | share my data with others?

= Sharing data makes data more usable and valuable.
= Data sharing/trading market is getting bigger and bigger every year

Digital Realty Publishes Report on Value of Data

CAGR : 13.6%

"Global Bigdata and Data Analysis Market”

-
B
{unit: USD) 7

2017 2018 2019 2022

Economy for G7 Countries

-I.I-l'\-ﬂ- v gy chowe S COTRREES B 7 B sy 10 e T
Mew dara bills usher in era of 'data economy!| |+ sl s s the s e of s n shior gl ey

Iﬁ Qoo oooom s by e sl A e e el

BEeEE

+ Wk T sty ey et TS A e sarkPL s o] psmmm. £
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https:/fwww.aithority.com/technology/analytics/digital-realty-publishes-report-on-value-cf-data-economy-for-g 7-countries/
https:/fwww. koreatimes.co kr/www/biz/2020/01/483_281735.html
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Barrier to putting data to work : Security i.e. Trustworthy Data

= The big obstacle for data sharing and trading are Authenticity, Integrity, Ownership and Privacy of the data.
= Building trust among stakeholders is the key for sharing data.

- ¥ H e
Why Executives Don’t Trust Their . e \
- -
" 1

Own Data And Analytics Insights : |

In spite of major Investments in data analytics, research suggests most decision makers a0 1 :

SO Drudt thie Indightd thay reves : :

[T AT AR ESCALSLLA (14 UMSPLASH | 1

I 1

15 I ]

BY JARED LINDZOM 3 MINUTE READ : :

I ]

Organizations of all shapes and sizes are investing heavily in data and 10 : ]

analytics, yet few trust the resulting findings, I :

1

1 ]

5 i i

Yet, according to a recent survey of over 2,000 data and analytics (D&A) : :

decision makers in 10 countries by KPMG and Forrester Consulting, only H H
38% of respondents have a high level of confidence in their customer ] _ _ ! ! _
insights, and only one third trust the analytics they generate from their Lack of public  lack of dvil  unreasonable Data Privacy g Lackof

h . ti v clata raw data data price : menh:p I security skills

usiness operations. ™ and !

1 Copyright I

\'|-l-l--l-l---l----l-l---l--lﬂ‘J

2/3 of people don't trust their own data and analysis Waorries about copyright and ownership

https:/fwww.fastcompany.com/3065294/ why-executives-dont-trust-their-own-data-and-analytics-insights
https:/fwww.spri.kr/posts/view/22802 Pcode=industry_trend

IR Fubiic
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Making the different silos of collected data available and facilitating DataOps

= (Ower the next two years, enterprise data is projected to increase at a 42.2% annual growth rate.
= Only 32% of data available to enterprises is put to work, The remaining 68% goes unleveraged.
= (On average, organizations now periodically transfer about 36% of data from edge to core.
Within only two years, this number will grow to 57%. The volume of data immediately
transferred from edge to core will double, from 8% to 16%.
= The top five barriers to putting data to work are:
1) making collected data usable,

+ 2] managing the storage of collected data,

+ 3] ensuring that needed data is collected, RE I H I N K

= 4] ensuring the security of collected data, and

« 5] making the different silos of collected data available DATA

* The solution to a great deal of data management challenges is DataOps — the discipline
connecting data creators with data consumers, Only an average of 10% of organizations report JEETEERETE G EETETE
having implemented DataOps fully across the enterprise. A majority of respondents say that From Edge to Cloud
DataOps is “very” or “extremely” important.

= Along with other data management solutions, DataCps leads to measurably better business
outcomes: boosted customer loyalty, revenue, profit, and a host of other benefits.

* Source: "Rethink Data”, Seagate (July 2020)
https:/fwww.seagate com/files/www-content/our-story/rethink-data/files/Rethink_Data_Report_2020.pdf

a5 P
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Discovering Value of Data

Protected

A

Data Shar}ng

- Data Security
Archived
DATA
Unprotected

iyt §
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Missed Potential Value of Data

Seed Growing

Processing Brewing Serving

O 2> > O

Data Data
Generation Collection

Data Data Data-enabled
Archiving Analytics Service

¢ @

Maximized
Values

Missed
Opportunities

1%
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Telematics

Tier x

Tier 2

Tier 1

Insurance
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Mobility Data Economy - Ecosystem

Maas
Car Sharing
Tierx Tier 2 Tier1 Car Hailing
ﬂ Public Trans.
Insurance @ Rent/Lease
I]’E C-ITS m Logistics
[}F; Parking =V Charging
b? loT Service ﬁ

Connected Car Services : Advertisement, Payment, Contents Streaming, Game, Fintech, SNS, -+ SVC Provider
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Data Sharing Platform : Stakeholders & End Entities

Maas

HKMC OEM Car Sharing
Car Hailing

Insurance Tier1
‘ Public Trans.

«Irs — ~ ' Rent/Lease

e Logistics
loT Service “ “ EV Charging
SVC Provider

[ o ~

@\T  }
EE_‘; Bﬁi
‘[r,a . .O.ﬁ

<D
£

22
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Our Approach for making the different silos of collected data available

= (Centralized Model needs a Master System, which can be g single point of faflure
= Master System takes more cost to availability and sustainability.

= Decentralized Model uses blockchain's Distributed Ledger Technologies giving availability and integrity.

[ Centralized Model ] [ Decentralized Model |

= =
Data n E=]Data Data =

: " » =1 Data
Prosumer \ / Prosumer Prosumer Prosumer
— := — / \ —
T — | = s el [ | = - —
Data = E:I .Data Data C=]x* ¥4 =] Data
Prosumer == Prosumer Prosumer \ Prosumer
Master
System /1
r £ ]
= = = E
Data =] =] Data Data £= ——1 Data
Prosumer PFrosumer Prosumer Prosumer
e foose)
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Our Approach for Security & Trustworthy Data

= Data Blockchain stores Privilege Data for authentication, ownership and integrity validation.
= Existing bigdata system can be integrated with Data Blockchain,
= Users can easily retrieve data and validate the retrieved data via Data Market.

Data Blockchain

Owner Authentication Data Registration Updating Privilege Data Data Validation

(creating Privilege Data)

ﬂFE' """ (§D)] Data Archiving L= Trade Grant Data Retrieval
- — =T — ———
[ =]

Big Data Data Data
(Legacy) Marketplace Consumer

""" Eﬂ [Seliing Data - _ -1 LT LI T Buying Data

Data Source (Data Owner)

a5 [ a%g
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System Architecture for Blockchain-based Data Sharing Platform

= Data Blockchain stores metadata and privilege data for authentication, ownership and integrity validation.
= Data Marketplace helps sellers and consumers to register data, to retrieve data and to manage data trades.
= Data Delivery Network feeds real-time or unbound data to subscribing consumers.

= Seller's data can be delivered via External Storage Service or via Data Delivery Network,

Data Seller (Producer) AMO Data Sharing Platform Data Buyer (Consumer)

E Data Marketplace

25
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Trust Model for Data Trade

Seller's data is encrypted with a Data Key; which is recorded using encryption with the Buyer's Public Key.
» The Encrypted Data may be stored using External Storage Service or feed by Data Delivery Network,

= Buyer can decrypt the fncrypted Data using Dafa Key decrypted with fiis Private Key.

All encryption and decryption processes are executed securely inside of AMO Connectors (Agent Systems)

Data Seller (Producer) Data Buyer (Consumer)

Buyer's Public Key Asymmetric

Decryption

.. Buyer's
Private Key

Asymmetric
Encryption

PRSI IS

ECpted ey

Symmetric
Decryption

Symmetric
Encryption

e

~ Evicrypred D

IR Fubiic
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Data Marketplace for Data Trades

Data Marketplace provides an interface for Data Trade between Data Seller and Data Buyer.

Data Seller registers Trade Informative of his data, which includes description, price, example, constraints and related information,
Responding to Trade Request from Data Buyer, Data Seller grants the requested trade.

Trade Grant updates the Privilege Data that Data Seller registered and makes the bought data available to Data Buyer.

Data Seller (Producer) Data Buyer (Consumer)
Trade Informative & Trade Informative
Trade REQUEST . Data Marketplace Trade REQUEST
Trade GRANT & ___ Trade GRANT
Trade GRANT Trade REQUEST

Privilege Data Privilege Data

Encrypted Key & Access GRANT

Encrypted Data ﬁ-w Encrypted Data

27
a5 [ a8
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Data Trade for Archived Data (Bound Data)

Data Seller registers Fncrypted Data and its Trade Informative and generates Privilege Data.

Data Buyer searches and retrieves proper Trade Informative he wants,

When Data Buyer pays the price of Seller’s data, he can get the £ncrypted Key and decrypt the Encrypled Data.
Data Anchorin Privilege Data describes how to access the Encrypted Data,

Data Seller (Producer) AMO Data Sharing Platform Data Buyer (Consumer)

Trade Informative Trade Informative

— & Data Marketplace

Encrypted Key Encrypted Key
Privilege Data Privilege Data

Data Anchor e, o ‘Data Anchor

L™ Fhd
L o

O s sanice | (1222 Q)

28
a5 [ a8
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Data Trade for Real-time Data (Unbound Data)

= Data Seller registers Trade Mnformative of Encrypted Data he will share and generates Privilege Data.

= Data Buyer searches and retrieves proper Trade Informative he wants,

= When Data Buyer subscribes Seller’s data feed, he can get the Encrypted Key

* New data of Seller is delivered to Data Buyer through Data Delivery Network in real-time during the subscribed period.

Data Seller (Producer) AMO Data Sharing Platform Data Buyer (Consumer)

Trade Informative Trade Informative

— & Data Marketplace

Encrypted Key Encrypted Key
Privilege Data Privilege Data
1
i
[Optional)
19
IEEY Pt ==
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Data Delivery Network for Real-time Services

= Data Delivery Network makes data be shared on creation, in real-time.

= Data Delivery Network provides the easiest and most reliable data streaming infrastructure.

= With a dynamic resource scheduling function based on global state, optimal path for data flow can be obtained.
= Each node of Data Delivery Network has each own Operator which performs data processing during delivery.

Ve Data Delivery Network
Data Data
Producer Consumer
A E
Data
Producer
B Data
¥ Ornerato Consumer
Data Data Cache F
Producer Operator
G
Data . Data
Producer Operator ' e Consumer
D G
\ Data Delivery Network / _
e foose)
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Usecase 1. Data Sharing among Mobility Services

Mobility Service Providers share Mobility Usage Data of Citizens in real-time through Data Defivery Network:
= Manufacturer can provide a customer care service by analyzing the Mobdlity Usage Data.

= Government can optimize the urban traffic controls using the Mobility Usage Data.

* IT Company can develop a new service for drivers, i.e. infomercial, transit recommendation, etc.

AMO Data Sharing Platform

Mohility Service A

ﬁi{—} & Data Marketplace Manufacturer

Mohility Service B
m ¢ 3 ﬁ Government
& IT Company

Mobility Service C
—{f

"
-

Service Usage Informative Service

E———
-

-
#
I
1
i
i
1
i
i
!
1
i
1
i
1
i
1
i
1
i
1
i
1
i
1
i
1
i
1
i
1
i
1
i
)
i
!
[
L]
1
L]
1
L]
1
L}
1
L]
1
L]
1
L]
1
L]
1
L}
1
L]
1
L}
L[]
L}
1
L]
L]
1
L]
L}
[
L}
L]
L]

Citizens

31
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Usecase 2. Digital Persona — “myData for Mobility”

= When a User gets a car from Mobility Service Provider, he sets up the car.
» The Usage Data are recorded in Storage Service as different types of data depending on its changing frequency.
+ Static Data (home/office address, seat position, ete), Transient Data (destination en route, song play list, etc), Dynamic Data {current position, song on play, ete)
= When a User transits to a new car from another Mobility Service Provider, his favorites and convenient are waiting for him.
= Any move or access of User's Usage Data needs User's explicit grant for security.

AMO Data Sharing Platform

Mohility Service A

Car Al ﬂ*——* & Data Marketplace
Car A2 ﬁ"_

Mobility Service B
shuie 8 Zganeg] «—>[L]

Mobility Service C
ey o

L
.
-

-

Service Usage |
(User Config.) :

S
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Usecase 3. Data Sharing in Smart City

= Each Smart City Service has its different silo data store, which can be a legacy system.

= Data Blockchain guarantees the integrity and access control of the shared data.
= Researchers can analyze the shared data and produce a new Smart City Service.

AMO Data Sharing Platform

Smart City Service A
FE—fs

& Data Marketplace

Smart City Service B
S——

Smart City Service C

Service Usage i i

fal

Citizens

» Data to be shared can be delivered through Data Delivery Network or archived in Smart City Bigdata System,

Government
E (Operation & Management)

& Researcher

Smart City Service D (New Service)

Service
Providing

-
#

s
hrd

53
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Usecase 4. Edge Cloud Management

= fdge Cloud enables various data service with w/tra fow latency especially in 5G environments.

= Each Edge Cloud gathers its own data and the gathered data should be available on other edges by sharing data.
= Data ownership and usage reports are recorded as Privilege Data following the Data Flow:

» Data Folicy describes data sharing policy between Edge Clouds and is distributed through Data Blockchain.

External ‘ ====+ Data Flow
Data Sharing

ep——— ' % Q) 3 Party’s Service

-

E@ 3™ Party’s Bigdata

34
=
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Usecase 5. Supply Chain Management

= In Supply Chain Management, many stakeholders need to share the data produced in each process.

= Each stakeholder registers its own data with the corresponding Metadata and Privilege Data in Data Blockchain,
= Data to be shared can be delivered through Data Delivery Network in more efficient way.

= (Other stakeholders and 3' Parties can validate and verify the ownership and integrity of the data.

G Privilege Data & Metadata
Encrypted Raw Data

Company A Company B Company C 3 Party
P 1 2 HIIIIE o Process 1 . p5g 2 E =
: * : - . * m * External
Data Sharing

[
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Usecase 6. Data Flow Management for Bigdata System

Bigdata System archives vast data and connects Data Producers and Data Consumers.

Data contributed by Data Producers is registered in Data Blockchain, delivered through Data Delivery Network, and archived.
The authenticity and integrity are preserved by FPrivilege Data in Data Blockchain, among all participants.

Data Flow Management can prevent Data Pollution’ and give reliability and trustworthiness of the Bigdata System.

ege,Data & Metadata

/

Privilege Data & Metadata

Priwil
Data Producer /S

Data Consumer

A o E

Data Producer / Data Consumer
B N N/ T T T hegdata 000 N/ N/ F

Data Producer Encrypted Raw Data Encrypted Raw Data Data Consumer
C o TN T TTTTTTTTTTTTT T T ——— G

Data Producer e w— e . W i SN L Data Consumer
D H

Encrypted RawsData Encrypted'Raw Data
65 G EER

36
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