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The Autonomous Ship, as it is understood in the MUNIN project, is a symbiosis of the
Remote Ship and the Automatic Ship — @ MUNIN ( Maritime Unmanned Navigation through
Intelligence in Network)
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-3HAL AlO|H{ &9} Al31 Case Study

5) Maersk Line (2017.6)

= Ransomware(NotPetya) cyber attack in APM terminals IT system
* Business Impact : Operation and management System down(3weeks)

* Action : Re-installed 45,000 PC and 4,000 Server application to recover
* Financial loss : $300M

[ MAERSK
¥ LINE

SOREN
SKOU

CED We confirm that some Maersk IT systems are down, We are assessing the situation, The

We are sorry but maerskline.com is temporarily unavailable

safety of your business and our people is our top priority. We will update when we have
more information.
We apologize for any inconvenience this causes you.

T LOSS $269 MM,
AN ME Fl-":-':lf::‘ T Maersk Line team
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-oHAL AFO|H{ &9t AlS? Case Study

>) Case Study : Container ship hacking (2017.2)

= Hakcers took ‘full control of container ship’s navigation systems for
10 hours

» German-owned 8,250 TEU container vessel route from Cyprus to Djibouti
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m 2016 BIMCO published Guidelines on Cyber Security
Onboard Ships.

B B 2018 Cyber and Information Security Strategy

. - for Maritima ) 2017 Software maintenance standard for shipping published
h\‘lﬁ 2016 Code of Practice : Cyber security for Ports 2018. 3 Version of Guidelines on Cyber Security Onboard
raln™ and Port systems Ships published.

2020 DCSA Publishes Implementation Guide for INO Cyber

2017 Code of Practice : Cyber Security for Ships
Security Mandate

2017 IMO approved GUIDELINES ON MARITIME CYBER RISK MANAGEMENT.
= 2017 IMO has given shipowners and managers until 2021 to incorporate cyber risk
“mis management into SMS in ISM Code

2020 Cyber security panel in IACS developed Recommendation on
IA(S Cyber Resilience.

¥ 30N

bﬁ-{{f
R

E 2017 USCG developed draft of Guidelines for Addressing Cyber
Risks at Maritime Transportation Security ACT (MTSA) Regulated

Facilities.
The Administration asked the — A /
) : OCIMF AGHTSHP
shipowners, ship’s managers, etc. — &l
that cyber risks should be 2017 Tanker Managementand 2017 Rightship revised “Inspection
appropriately addressed ina SMS Self Assessment{TMSA) 3 and Assessment Report for Dry
no later than the first annual includes procedure and Cargo Ships" in which check liston
verification of the company's requirement including threat risk assessment and contingency
Document of Compliance that identification related to cyber  plan for cyber security is added.
occurs after 1 January 2021. security. Page31
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-X|=%& BIMCO (Baltic and International Maritime Council)

THE GUIDELINES ON M
CYBER SECURITY ONBOARD SHIPS i

Preduond and tuppected by
WINALEY, CLIA, 403, INTERCANGO, INTIRMANAGEN, INTERTANKD, 1M1, (TN sod WORLD SS0PPING COUNCIL

BIMD CLIN © E5isiimen @ wrencanco
z Lo WS- Oy 0B

InterManager INTERTAMKD

Guidelines : 3.0 (2018)

Functions

CHe Al2H

Identify, Detect, Protect, Response, Recovery
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Mapping BIMCO Guidelines to NIST
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- THNSE

2) Inmarsat launches solution to boost cyber security

Inmarsat is launching a unified threat management (UTM) solution to
take away cyber security risks.

to stop attackers using even
the newest methods available.
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Thank you for your attention!
Any Questions?

KR

KOREAN REGISTER

Providing the best service,
Creating a better world
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