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» Connected : IT7|&0| & HEA0] 2 20| € +  Safety: T2 DE OHFo| B

« Autonomous: 27Xt A gl0| IFEX| T AAZ TS D FH + Efficiency: & 22| 8% 30f

«  Shared: 3 CHO| AFS XIS A|ZICHR| 2 LES0] Of 3 AFZHO| ALR +  Predictability : & =22 0% 754 04

* Electrification : ;A& T SE 40| LT 7| 2o HZ7|2H2 Hat
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1987 1995 2000 2003 2005 2011 2018 2019 2020
IS0 IS0

ISO ISC/TS IEC ISO ISO/SAE
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CMMI : Capability Maturity Model Integration
ASPICE : Automotive Software Process Improvement Capability dEtermination
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UNECE WP29 ALO|HH{EQF H3 - A

Organization of WP.29
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World Forum for Harmoanization of
Vehicle Regulations [WP23)
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UNECE WP29 AIO|H{E Ot 83 - 31X
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UM Regulation on uniform provisions concerning the
approval of sehicles with regard to cyber security and af
their cybersecurity mansgement systems
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UNECE WP29 ALO|HEQF &4 : Section 1~6

» 2F FHE| D2l M, N, O (ECU EHEFA]) LS, L7 (Lv.3 O|&2| I8 FE 7158 a3 2)
M SUE AR N EEE 45, 0 EYIEY, L6 & L7 : 45 ATV(all terrain vehicle)

2 { Definition)

« CSMS (Cybersecurity Management System) : A12oll CHSF AfOjH) $I1Tt I8 B2lstn Aol 2Ho 2R L3517 98 Z5H
DM, HY S T2 AH"

= Development, Production, Post-production phase : EA S0 A 2|2t At Ae| WA2| 7t O o]d ELtk(A] GHE| O X
SFHEE 71T

« Mitigation, Risk, Risk assessment, Risk management, Threat, Vulnerability & 221 20

3 0] AlM
e 2L J [ J (=1

o RFEA M EA T PEHE PRI CH2I910] AFE HA & 0000 CRE HESE XESHojof |
« EMI?|X] 2t cSMS BISME HE0r &

 Z4 2A WF| X Annex 1EE
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AR BUTI BRE X4 1007 FHES{OF 7

—
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UNECE WP29 ALO|HEQF &4 : Section 1~6

5. =% (Approval)

SO [ TS MH|2 T BE OB YSE BAZ HUSHD, AYS S SO0 Y
eSuppler 23 Piglo] AlWat T2, YW, AIHZI, VLW HBOR, AO|H LY BHO| SIS (S, ADZAS
Holef Eax 7|5
« FHOIM TE 2orgHo e SRWoII SHSX| AL, AEEIIOIM DY A0 O WS LoHM0| BlE AL,
g2 wotitel SIEE AT AT SES AP 9K ¥S B2, 00| e

6. CSMS 8 Vehicle Type 2 Z2 4~

* HEAM 2 RFEX} HEA
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UNECE WP29 A[O|H{EQF 4 : Section 7

| Z2 A P EHY

CHEANAY . A U SHE £YsD 0 SEE DM e A&
« AO|H{ O ZHA| AR : ALO|H HOHO] 2HE10] =X g X|F|St0 2S5t WEAIX

SYMAHOE 75 Ths)

g (EEE3ALEY 2R 82

KSR TH SFFR2|CHZ /G UF)0 2 AlojH e |, 2etAEE), BetER], SH2LEEY, S22

* 150 9000 2| =

7.3 Vehicle type(XteF 4
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UNECE WP29 ALO|H{ & QF B4} : Section 8~12

A0 2P0 FEE O|A]= 22 HE H BHEMIL 20720 2 £} §
+ 50722 7| E IFME KESAL, Section 50 M2 20| o ¥ WL Y AHLDME 27% = US

+ 1958 HHH We} FLAIFH N FEEML EH(EUSTE 1008 =057 88)

4 2 EE Of S B 'E E|(Penalties for non-conformity of production)

e EWAep HE Y0 S29 HEE UE

A4 ZChproduction definitively discontinued)

o 40| CHEElE AF AREMRENS HR D

= 207|207 M| A 7| 22| HE (Names and addresses of Technical Services responsible for
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onducting approval test, and of Type Approval Authorities)
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ISO/SAE 21434 : Road vehicles — Cybersecurity Engineering

= Hj A
- 71EL 7| s mHBEZE MOIHEY A0 SLoHH HESH=H| Mol U
v BE security critical system O] safety critical system 2 OtL|Y,
v 0| L BR0x, eHH0| YE0| 8lE security-critical system 0| A&

Safety-Critical
Systems

«2F
v AFEAH Ato|of ok AR L|of 2o i =X BE HHE
v AFSAH| EHE sk Alo|H 20t B0{E o
v RFSAE APO|H{ O EHIH0| Hash AlO|H 20 Z2M|A 9 BED X430 @ pArES Ho
v RS A A0 HE8E 5= UE X4l =F(State of the art)2| AFO|H 2O AIX|L|0j2) HXt =8
VIR, YEo HFoE o+ U2 o dAua HY sudE 2EE A, ref UNECE WP29 AHO|H 20 B
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ISO TC22/SC32/WG11 =% 37/

- ZEAFEH
- ISO: Stephan Krahnert (DIN/VDA)
- SAE: Tim Weisenberger
- 35 oI
- 1SO: Dr. Gido Scharfenberger Fabian (carmeg/VW; DE)
- SAE: Lisa Boran (Ford. Inc; US)
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ISO/SAE 21434 - &0 7|#

XHEA H=E

Ford, GM, Volvo, Mitsubishi,
FCA, Honda, Toyota,
Volkswagen, BMW,
JaguarLand Rover, Opel,
Peugeot, Renault, Daimler,
Nissan, Iveco, etc.

27} B 7|
NIST, RDW, etc.

H H=A
Infineon, Intel,
Melexes, ON
Semiconductor, etc.

EE 7|
SAE, ISO, JSAE, VDA,
etc.

A A HSI|H
University of Warwick,
Southwest Research
Institute, AIT, Horiba Mira,
UL, TUV, Bureau Veritas,
etc.

ALO|H{ EQF | AL

Karamba, Vector,
TowerSec, Synopsys, etc.
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ISO/SAE 21434 - 82 ¥ %

- F2 Y - HE H3

~ Road vehicles 0f =&& - E28 XFH,
- geIHo R BXO| 7|Usiof B AAEKE AlAY T - SR8 ASA0 FAAE AUR N2E, vEY X80,

- 28 FH/HER et AB(EE)H= EF
- M-S M EALL S AL “due diligence” & 20 F0{0F &

- R AClERe AU FaEE & . Of2fel gL ChEx| e
~ Afojofotel 2|41 7| E0f 7|g - ST A0 7| @ Sy
- f® e Ee - B 24N woto) cist AR

~ EM A|ABO] CfSt @ T ARS
R 2t 24 2917t ZHE
LSS S . H BAMNEA D 0 FTI |20 Chgh 8 PAE

— MO|HE2H AR Cfs HE 24 &Y 7|k SFof Ci3t g pArE
— AtO|H =2t ZHA AR (Management system) T35 (22| K| H)) - NEFEALSA 7|0 CHE SHT 27 A
- S Y =EF210] 2T AMO|HEQH HED Z2M

- 24, FE 44 29, A FX 2 2 H 2
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ISO/SAE DIS 21434 4=

5. OVERALL CYBERSECURITY MANAGEMENT

Cybsarsecurity ] Cybersacurity Risk Organizational ] ] Information Security
gl I I Cybersecurity Culture I I Management Cybersecurity Audit Information Sharing Management Systems Tool Management Hanagemant

6. PROJECT DEPENDENT CYBERSECURITY MANAGEMENT

Manning

Their Assigment Activities

7. CONTINUOUS CYBERSECURITY ACTIVITIES |

Cybersecurity Monitoring I I Cybersecurity Event Assessment ] | Vulnerability Analysis | | Vulnerability Management ]

Cybersgcurity . . Tailoring of the . . .
ik Cybarsoourity . - . Comgpongnt Out of O - thag- S heif S . _ Cybersecurity Riloase for Post-
[ Responsibilities and ] [ [ Cybarsecurity Ripusa Conbad Component Cybarseourity Case Ascassmaant Development

| Threat Scenario 1dentification] | Impact Rating | | amackPath analysis | | Amack Feasivilitymating | | Risk Determination | | Risk Trestment Decision |

Ralinerment of Cybersecurily Reguirements and Archibectural

Item Definition

Design Cybersacurity Incident Updates
Cybersecurity Goals Integration and Verification Response

Cybersecurity Concapt | Specific Requirements for Software Development |

| 15. DISTRIBUTED CYBERSECURITY ACTIVITIES |
| Demonstration and Evaluation of Supplier Capability | | Request for Quotation | | Alignment of Responsibilities |
Confidential
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ISO/SAE DIS 21434 - =g

1. SCOPE('E )

2. NORMATIVE REFERENCES(E =)

3. TERMS AND ABBREVIATIONS(2 0] 2} 250
4. GENERAL CONSIDERATIONS[® g AbEh

5. OVERALL CYBERSECURITY MANAGEMENT
6. PROJECT DEPEMDENT CYBERSECURITY MANAGEMENT
7. CONTINUCUS CYBERSECURITY ACTIVITIES S

8. RISK ASSESSMENT METHCDS
9. CONCEPT PHASE

10. PRODUCT DEVELOPMENT
11. CYBERSECURITY VALIDATION

A

AN

12. PRODUCTION
13. OPERATIONS AND MAINTENANCE

~

ALO|EH 2 OF Z FA| AR

- 712l el e

- AX|LIOfE EHAE M ES

« RS} WA +=HFI|0f AO|H 2O BE

MO O 213 24, BIL O 2| WHE

AO|HECH 14 ©E (MOIHES SE 87, 4% ¢ot +8)

AO[E £t AX| Lo 3 ZHE THAI(A| 2, 3tERI0f, 2ZEHYOf

e,
)

14. DECOMMISSIOMNING

A
15. DISTRIBUTED CYBERSECURITY ACTIVITIES 6\-—_._
ANNEX A-) (ED M)
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ISO/SAE DIS 21434 - Annex 74

Annex A APO|s{EOF SHE f TP Al S g of CEAE AO[H P HEat FONEY HES)
Annex B A RO 28 A2 AtO|e =20t 2 812] B2 All|eh LE2 At2|
Annex C APO|B{ 201 BIOFA] OFA| Al HEANLEZSASTE AR 8 2 2 A%
Annex D ;:gﬁpﬂi Ot HCYBERSECURITY 28 : Ml & | | wor maoqme 2mas) s )5 a2
Annex E AOIHES BE 5F (CAL) ASIL It AL JHE 21 CAL 2] AFY R CAL S5 2vxls HUYERE
Annex F HE 1 EFEEE O (VEV) ALOe Ot R BEUM THEE HEYUHAE, ¥4, AH 5) A B2 g8l g
Annex G AtE ALY EHY L EE OA] - SIS Z ALY AMOH{ R AR LN E BE HE AR - S|EYDZ A2
Annex H oL, M2, 28, AMIS 240 WS EF ALO|H 0 I EIRA| AEEls BE S22 71F At
Annex | 2 7tsd a8 WHSE?| % AH #Hhsd s587E
Annex J T HEE A IE HH SS8 2| AT JIERE A
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A LHE 1 : MO|HEQ HBHE HE

Candidate ! for pre-pralustion

We | 1, Does the candidate implement or contribate
1o vebicle anctionality by wsing E/E-tenology? !

I'rn

2 Boes the candidate contain isteriaoes external o the | 15
webide T

3. Do the cancl #ste 10 ale o v | .
of ther vebicle® J
Im
4, Duves the camidsdate contaln wireless d | ¥

aprurs oo schustres ! I
| [™

%, Does the candid which | ¥
seyuire codbrcban m p_uq;d rr-gwiated data "7 J

Iuo
6. Does the candidate imgd vehide funct | Ya
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