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Abstract—Vulnerabilities in the wireless physical layer have
exposed risks of eavesdropping and manipulation by external
attackers. Conventional cryptographic techniques, which
require high computational complexity, have been primarily
designed for layers above the physical layer. To address the
specific challenges inherent in wireless environments, this study
investigates a real-time secure key generation method that
leverages multimodal wireless attributes dynamically
established between communication devices.
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[. INTRODUCTION

The threats and challenges arising from the unique
characteristics of wireless environments are becoming
increasingly significant. Wireless communication, utilizing
radio waves for transmission, is vulnerable to eavesdropping,
replay attacks, and man-in-the-middle attacks. These
vulnerabilities reveal limitations in physical authentication
and data link layer security. The rapid proliferation of IoT
devices and smart systems further exacerbates network
vulnerabilities and risks, creating a demand for lightweight
technologies to enable real-time secure communications.

Conventional cryptographic techniques, such as RSA, are
computationally intensive, making them inefficient in
resource-constrained environments like low-power IoT
devices. The advancement of quantum computing poses a
significant threat to existing public key-based cryptographic
systems, thereby necessitating the development of novel
security solutions. Static or repeatedly used keys are
vulnerable to eavesdropping and key leakage, prompting the
adoption of dynamic key generation methods to address these
weaknesses.

To address the aforementioned challenges in wireless
environments, various studies have explored alternative
security approaches. PLS (physical layer security)[ 1, 2] is one
of the representative research areas, with authentication
techniques based on device characteristics[3-6] and channel
characteristics[7-10]. In this paper, we propose a real-time
secure key generation method that employs lightweight neural
networks to process multimodal wireless features dynamically
established between communicating devices. This approach
aims to enhance the security of lightweight wireless devices.

II. SECURE KEY GENERATION BASED ON MULTIMODAL
ATTRIBUTES IN WIRELESS COMMUNICATIONS

Figure 1 illustrates the technical process related to our
study. It comprises wireless signal feature extraction, security
credential generation, and physical layer cryptographic key
management.
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A. Wireless Signal Feature Extraction

This stage extracts multiple features from the
communication signals exchanged between wireless devices
A and B. By utilizing multimodal attributes derived from these
features, it becomes more difficult for attackers to predict
cryptographic keys, thereby defending against attacks such as
eavesdropping and message tampering.

e Time-period Signal Acquisition

This module collects various raw data during the time
period when pilot messages (e.g., "hello") are exchanged
between wireless devices. The type of data collected depends
on the device or sensor used, as well as the specific
characteristics of the target signal. Examples of collected data
include 1/Q (in-phase/quadrature-phase) signals, RSSI (re-
ceived signal strength indicator), timestamps, amplitude/phas-
¢ information, channel power levels across various frequency
bands, among others.

e Signal Feature Extraction

This process extracts meaningful information from the
collected signal for specific purposes. Depending on the
device’s capabilities, the extracted features may include CIR
(channel impulse response), CSI (channel state information),
modulation schemes, frequency spectrum, clock offset,
amplifier distortion, phase noise, signal delay, channel
variability, I/Q imbalance, SNR (signal-to-noise ratio), and
other relevant parameters.

B. Security Credential Generation

This stage generates security credentials based on wireless
signal features extracted from communication devices. These
credentials are derived from unique physical layer
characteristics inherent to each device. They consist of a
variety of wireless signal features, thereby making it difficult
for adversaries to predict or reproduce them.

Statistical Analysis

Statistical metrics such as mean, variance, skewness,
kurtosis, co-occurrence matrices, and KLD (Kullback-Leibler
Divergence) are analyzed to highlight the distinctive
characteristics of the extracted features.

e Dimensionality Reduction

This step reconstructs the multidimensional and complex
information obtained from extracted features and statistical
metrics into simplified representations. Dimensionality
reduction algorithms, such as t-SNE (t-distributed stochastic
neighbor embedding) and UMAP(uniform manifold approxi-
mation and projection), can be applied to reduce the high-
dimensional complexity of data. This process is essential for
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Fig. 1. System diagram for secure key generation based on multimodal wireless features.

lowering the complexity of security credential generation and
supporting the operation of a lightweight neural network.

e Security Credential Generation

Using reduced-dimensional data, security credentials are
generated to represent unique information shared between
wireless communication devices.

C. Physical Layer Cryptographic Key Management

In this stage, the security credentials and reduced-
dimensional data are fed into a lightweight neural network to
generate a RoT (root of trust) key. This key can be used for
device identification, authentication, and generation of
cryptographic keys across multiple protocol layers.

Lightweight Neural Network

The lightweight neural network integrates nonlinear and
complex relationships that are challenging to design and
implement using traditional analytical methods. It processes
the security credentials and reduced-dimensional data to
derive specific range values or unique identifiers. By
leveraging multimodal features of wireless communication
signals, this approach enhances resistance to adversarial
prediction and exploitation.

RoT Key Generation

This function refines the results predicted by the
lightweight neural network to generate a key or a set of keys
based on the desired length of the RoT key. Device A and B
exchange their hashed RoT keys and compare the hash values.
If the values do not match, the RoT key generation process
restarts from the pilot message exchange stage.

e Device Identification and Authentication

If the RoT hash values match, the RoT key is utilized for
managing device identification and authentication.

Multilayer Cryptographic Key Generation

If the RoT hash values match, it is utilized to generate
cryptographic keys that are applied across multiple protocol
layers.

III. CONCLUSION

This paper studies a method for real-time security key
generation by leveraging multimodal wireless characteristics
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dynamically formed between communication devices. The
approach effectively mitigates vulnerabilities in the physical
layer and supports device identification, authentication, and
secure communication, particularly for lightweight and
resource-constrained wireless devices.
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