
Threats and AI Trends in Threat Modeling for
5G/6G

1st Wesley R. Bezerra
BCC/ IFC

Rio do Sul-SC, Brazil
wesley.bezerra@ifc.edu.br

2nd Edwardes A. Galhardo
UFG

GO, Brazil
edwardesamarogalhardo@inf.ufg.br

3nd Lais M. Bezerra
SENAI

SC, Brazil
lais.machado1@gmail.com

3rd Carlos B. Westphall
PPGCC/ UFSC

Florianópolis, Brazil
carlosbwesphall@gmail.com

Abstract—With the increase in the attack surface provided by
the advancement of 5G/6G, concerns about attacks and security
breaches also increase. Since this is a recent area of research
and development, some challenges are encountered. Furthermore,
with the increase in capillarity and the number of connected de-
vices promoted by technologies such as Reconfigurable Intelligent
Surface, attacks that can exploit connected devices may become
a problem since these devices will have a considerable number.
With the perspective of providing a future vision for the solutions
that were in threat modeling and a current view of the threats
researched in this topic, we bring an analysis of articles that
address threat analysis in 5G/6G and Reconfigurable Intelligent
Surface, presenting their results and considerations through a
qualitative analysis of the challenges encountered.

Index Terms—5g, 6g, ris, generative ai, security, threat mod-
eling

I. INTRODUCTION

5G/6G networks will likely expand in the medium to short
term, enabling increased capabilities for using the Internet of
Things (IoT) for smart services. Services that require integrat-
ing a large number of devices (159 billion according to [1] in
2030) or that require indoor coverage can benefit from these
technologies. However, as the possibilities for use increase, so
do the challenges associated with these possibilities for use.

Some challenges are not yet well known. Since this is a
very recent tool and not yet well established, new challenges
and usage capabilities have been constantly evolving together
[2]. Some challenges, mainly security-related, will arise after
the massive adoption of these technologies and the emergence
of curiosity about the subject by the hacker community. Its
establishment is not a reality since few countries, such as
China, have been prominent in research and publishing articles
and studies on the subject, Figure 1.

Therefore, some vulnerabilities are imminent and will ap-
pear as soon as this topic becomes part of the day-to-day
use of end users and researchers. Some challenges may
be encountered, mainly related to the new attack surfaces
emerging from establishing these new technologies based on
metasurfaces [3], [4]. As a result, new questions arise: What
will these new attack surfaces be? This new approach of
transmission, forms of beamforming [5], [6], or transmission
with reconfigurable intelligent surfaces? With more elements
participating in the transmission, the attack capacity will

Fig. 1. Scientific Production by Country. The darker the color, the more
occurrences there are in the country.

expand, mainly regarding the attack surface after a major 6G
adoption?

Specifically, in this study, the authors will address the
area of 5G/6G and Reconfigurable Intelligent Surfaces (RIS).
These are two of the main technologies brought by 6G and
will significantly increase the number of devices connected
to an antenna. Through another related technology, massive
MIMO (mMIMO) [7], [8], a massive number of connections
to a single antenna can be expanded through the use of RIS
and support several ubiquitous devices that will use Ambient
Backscattering Communication (AmBC).

Such increase in the coverage is considered a significant
advance in data communication. However, with more devices
connected, these devices could potentially become part of a
botnet [9], [10] if they are not properly configured [11]–[13].
Yet, as has happened in several cases, they can suffer spoofing
or impersonation, or even data leaks, among other issues to
be discussed.

Therefore, by attacking a smart surface, an adversary’s de-
vice can jam [14], [15] the transmission blocking information
that travels through it. In this case, the RIS would be the
medium where the man-in-the-middle (MITM) would act and
violate the system’s security. This is an example of how these
surfaces could be exploited shortly [16], [17].

Unfortunately, this problem has previously occurred with
other technologies, such as fiber optic technology [18]. In the
case mentioned, an optical fiber passed under the ocean to
Europe, with a tapping on the fiber. This fact caused significant
discomfort between the governments of the United States and
Brazil during the administration of President Dilma [19], [20],
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Fig. 2. Work Methodology. The steps and sub-steps are represented in blue,
and the results are represented in green. The dashed arrows correlate the
results with their generating steps.

leading us to install fibers from here directly to Portugal.
Concerning these challenges, this work aims to address

threat modeling for 5G/6G and RIS, providing an overview
of how researchers are currently approaching the topic and
the existing automated approach trends. It also presents threat
models specific to 5G that may directly influence vulnerabili-
ties in 6G. We also presented perspectives on using automated
threat model generation for 6G. Finally, a brief consideration
was made about security involving RIS devices.

The rest of the work is organized as follows: Section II
presents the methodology adopted for developing this work
and its steps. Section III presents the collected data and the
set of threats already summarized. This is followed by Section
IV, which proposes a discussion on the threats found and their
impacts. Finally, Section V brings the article to a close and
presents future directions for work.

II. METHODOLOGY

In this section, the methodology used to develop this work is
discussed, Figure 2. This methodology was conducted in three
stages: (1) a collection of articles, (2) an analysis of articles in
three sub-stages (threat model 5G, threat model 6G, and threat
model RIS), and (3) a discussion of the results and planned
future work.

The work begins with the collection of articles composed
by three sets of articles: 5G threat model articles, 6G threat
model articles, and relevant articles in RIS. Regarding it, three
bibliographic searches were carried out: one on threats to 5G
(1), one on threats to 6G (2), and others on RIS and AmBC
(3). The latter used the Scopus database, because it was shared
with another bibliometric study on the subject. The first two
use the Google Scholar portal1 as an integrator of the other
databases. Regarding the time restriction on the consultation,
there was none; that is, regardless of the publication date, the
article was included in the results.

threat AND model AND 5G (1)

threat AND model AND 6G (2)

1https://scholar.google.com/

(”reconfigurable intelligent surfaces”) AND

(”ambient backscatter”)AND

(energy AND throughput AND efficiency)

(3)

In a second step, analyses of each article were carried out.
Each article was analyzed, and a list of threats or how it models
threats was extracted. These threats were presented in a table
(Table I) that also quantified the relevance of each threat to
the set of studies. This step is divided into three sub-steps:
analysis of threat models in 5G, analysis of threat models in
6G, and analysis of threat models in RIS - according to the
previously mentioned queries.

The 5G TM Analysis sub-step analyzed studies addressing
threat modeling for 5G systems in web interfaces, architecture,
and other aspects. The 6G TM Analysis sub-step continued
to address threat modeling, but included studies involving
ML, Digital Twins, and GenAI approaches. Equally important
is the RIS TM Analysis, which discusses important studies
addressing existing threats to this type of smart surface.

Finally, a discussion of how these threats can affect daily
life when adopting this new technology is proposed. Possible
advances in the types of new technologies and how they impact
advances in the search for security by researchers will also be
discussed.

In summary, through the adoption of this work methodology,
it was possible to carry out a representative survey of the state
of the art of threats that affect 5G/6G and RIS, which in turn
is described in the next Section and commented on in Section
IV.

III. DEVELOPMENT

This section provides an analysis of the documents col-
lected, which represent some of the most relevant articles for
analyzing the state of the art regarding to threat modeling for
6G. This analysis is divided into three subsections: threats in
5G (a), threats in 6G (b), and threats in RIS (c). Through
the joint analysis of these three subsections, we can have an
overview of the current work in this area.

Since 6G technology will evolve from 5G but will be used
in parallel with the latter, it is important to have an overview
of the work that involves 5G as well. To this end, we present
an evaluation of some works below (a).

For Farooqui et al. [21] some attack surfaces (device, Radio
Access Network, Edge, Core, Service) and some possible
attacks, filtered only those of the Network, Edge, and Devices,
are: jamming, MITM attacks, eavesdropping, signaling attack,
MEC server vulnerabilities, rogue nodes, authentication issues,
side-channel attacks, bots, DDoS attacks, malware.

The work of Giambartolomeli et al. [22] tests the security
of three different technologies for 5G in their web interface.
These are Open5GS, Free5GC, and OpenAirInterface; 10
different tools were used for this test, nine different attacks
(some could not be implemented for OpenAirInterface), and
none passed 100% of the tests. The tests performed were
database permission leakage, SQL injection, NoSQL injection,
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dictionary attack, bruteforce attack, DoS and DDoS, directory
traversal, clickjacking, and JSON Web Token robustness.

Also Gupta et al. [23] analyzes aspects of bandwidth
consumption resulting from spoofing using game theory in
attacks on Small Cells [24]. The authors also comment on the
impacts of DoS and DDoS on these types of networks and the
importance of adopting an IDS (Intrusion Detection System)
to mitigate this type of situation.

Concerning the author Kim [25], its work presents a clas-
sification of threats into four categories: UE domain, RAN
domain, Edge and Core Domain, and Service Interconnection
domain. For the author, the threats can be listed as Malware,
firmware hacking, device tampering, IoT botnet, wireless
jamming, RAN DoS and DDoS, rogue base station, plat-
form (SDN/NFV/MEC) vulnerabilities, third-party API, access
control, network slicing, decentralized network DDoS, API
security, roaming vulnerability, and subscriber information
leakage.

TABLE I
ATTACK SET BY PUBLICATION

# Attack [21] [22] [23] [25] [26] [27] [28] [2] [16] [17] (%)

01 Jamming � ○ ○ � ○ � ○ ○ ○ � 40%
02 MITM Attacks � ○ ○ ○ ○ ○ � ○ ○ ○ 20%
03 Eavesdropping � ○ ○ ○ ○ ○ � ○ � ○ 30%
04 Signalling attack � ○ ○ ○ ○ ○ ○ ○ ○ ○ 10%
05 Rogue nodes � ○ ○ � ○ ○ ○ ○ ○ ○ 20%
06 Auth and AC issues � � ○ � ○ ○ ○ ○ ○ ○ 30%
07 Side Channel attacks � ○ ○ ○ ○ ○ ○ ○ ○ ○ 10%
08 Bots � ○ ○ � ○ ○ ○ ○ ○ ○ 20%
09 DDoS attacks � � � � � ○ � ○ ○ ○ 60%
10 Malware � ○ ○ � ○ ○ ○ ○ ○ ○ 20%
11 DB permission leakage ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
12 SQL injection ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
13 NoSQL injection ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
14 Dictionary attack ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
15 Bruteforce attack ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
16 Directory Traversal ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
17 Clickjacking ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
18 JWT robustness ○ � ○ ○ ○ ○ ○ ○ ○ ○ 10%
19 Firmware Hacking ○ � ○ � ○ ○ ○ ○ ○ ○ 20%
20 Tampering ○ � ○ � ○ � � ○ ○ ○ 40%
21 Platform vulnerabilities ○ � ○ � ○ ○ ○ ○ ○ ○ 20%
22 Third-party API � � ○ � ○ ○ ○ ○ ○ ○ 30%
23 Network slicing ○ � ○ � ○ ○ ○ ○ ○ ○ 20%
24 Roaming vulnerability ○ � ○ � ○ ○ ○ ○ ○ ○ 20%
25 Subscriber Info Leakage ○ � ○ � ○ ○ ○ ○ ○ ○ 20%
26 Cross-domain lateral attack ○ ○ ○ ○ � ○ ○ ○ ○ ○ 10%
27 Sensor exploitation ○ ○ ○ ○ � ○ ○ ○ ○ ○ 10%
28 Adversarial attacks ○ ○ ○ ○ ○ � ○ ○ ○ ○ 10%
29 Insider threats ○ ○ ○ ○ ○ � ○ ○ ○ ○ 10%
30 Forgery ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
31 Brute force ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
32 Reuse threat ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
33 Partial collision ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
34 Recovery ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
35 Scooping ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
36 Collaborated ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
37 Impersonation ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
38 Disclosure ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
39 Stalking ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
40 Social enginering ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
41 Access aggregation ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
42 Birthday ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
43 Cloning ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
44 Phishing ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
45 Redirection ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
46 Free riding ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
47 Physical ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
48 Environment ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
49 FIFO ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
50 Sync flood ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
51 Message append ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
52 Alteration ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
53 Data diddling ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
54 Session hijack e ○ ○ ○ ○ ○ ○ � ○ ○ ○ 10%
55 Nulled interference ○ ○ ○ ○ ○ ○ ○ � ○ ○ 10%
56 Nulled reflection ○ ○ ○ ○ ○ ○ ○ � ○ ○ 10%

Continuing with some 6G works. In these cases, the threats
that affect the technology are not always listed, as some
of them are not yet well known. We can see in the works
presented that efforts are being made to automate threat
identification and threat hunting [29], [30], since due to the

large attack surface, the use of AI to assist in the modeling
process has become a trend.

In the work of Islam et al. [31], the focus is on only one
type of threat, the FSI attack. For this, the authors propose
an approach that uses machine learning to solve the problem.
The authors established their scenario in the energy grids in
servers that manage energy on demand based on workloads.

As for the authors Ferrag, Debbag, and Al-Hawawreh
[32], they bring an approach using generative AI for threat
modeling in a 6G environment. In their work, the authors
evaluate three AI approaches for generating models. They
analyze Generative Adversarial Networks (GAN), GPT-based,
and BERT methods. Finally, they propose a model based on
GAN and a transformer-based model for threat modeling in
this 6G scenario.

Von de Assen et al. [33] contributes to using AI for active
vulnerability hunting. The authors propose a methodology
based on seven steps for threat modeling capable of using a
knowledge base and quantifying the impact of a threat on the
business. The proposal, called ThreatFinderAI, uses ENISA2,
OWASP AI3, and Mitre Atlas4 as its database.

No less important, Rodrigues et al. [34] present the use
of AI and Digital Twins models for vulnerability analysis.
The authors also present the HORSE architecture, which is
part of an EU project and brings key concepts for the future
security of 6G networks, such as human-centric, open source,
green, sustainable, coordinated provisioning and protection
evolutionary platform.

The work by Wu [26] comments on a threat analysis based
on spatiotemporal metrics and focuses on cross-domain lateral
attack, large-scale DDoS, and sensor exploitation. The author
presents a model that analyzes the device and slice level of
the topology for high-frequency traffic flow and performs a
cross-slice and cross-protocol analysis to identify the attacks.

Enright, Hammad, and Dutta [35] show the use of ma-
chine learning and federated learning for the security solution
for 6G networks. This work does not directly mention which
type of algorithm should be used but indicates federated
learning as the solution for security through a Zero Trust
approach.

In Karaçai et al. [27], a Machine Learning approach is
also adopted to identify threats in All-sense meetings. The
authors analyze the threats using STRIDE and attack trees.
The authors present the following threats to this application:
unauthorized access to the structure, jamming, tampering with
haptic signals, adversarial attacks, and insider threats.

Regarding the work of Kazmi et al. [28] is a literature
review that provides a broad view of the threats that affect 6G;
however, in this work, we will only address the threats. The
threats are listed in five groups: authentication, confidentiality,
access control, availability, and integrity. For authentication,
forgery, brute force, reuse threat, password, partial collision,

2https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape
3https://owaspai.org/
4https://atlas.mitre.org/

676



Fig. 3. 6G System Architecture. Where the blue elements designate the
devices that access the 6G network via radio, the green element represents
the base radio station that is the entry point for other services; the yellow
elements represent the central devices of the architecture, the red elements
represent services provided through 6G, and the purple elements represent data
accessible by these services. As for the arrows, dashed arrows indicate radio
communication, while solid arrows indicate communication without formal
specification.

and recovery are included. As for confidentiality, there are
snooping, collaborated, MITM, chosen plaintext, imperson-
ation, disclosure, stalking, and eavesdropping. Following on
from access control, there are social engineering, access ag-
gregation, birthday, cloning, and phishing. Also, availability
includes redirection, free riding, physical environment, FIFO,
DDoS, and sync flood. Finally, integrity cites message append,
alteration, data diddling, session hijack, and tampering.

As for the scope of RIS, we have some works that can be
cited as contributions to threat modeling in this technology.
The work of Di Renzo et al. [2] is extensive and presents an
important set of concepts, technologies, scientific knowledge
of physics, and much more. However, we would like to high-
light two types of attacks that are very specific to RIS: nulled
interference and nulled reflection. Both focus on interrupting
data transmission with RIS as an attack surface.

Authors Wei and Guo [16] present the problem of physical
layer secret key generation (PL-SKG) leakage. This is a
problem that can affect the physical layer of systems involving
RIS. Other authors, such as Khalid et al [36] and Gao et al.
[37], reinforce the importance of addressing this problem and
also highlight the issue of RIS jamming.

Continuing with the jamming theme, authors Sena et al
[17] present a scenario where jamming occurs to favor some
transmissions, while this is transparent to the receiver.

IV. DISCUSSION

In this section, we will resume discussing the main threat
models and trends in approaching threat analysis in 5G/6G.
Although 5G/6G TM is a recent topic and not yet widely
used, there is an apparent concern about the potential threats
this new form of data transmission may face. The advent of
6G will greatly expand coverage, and the number of connected
devices will increase significantly. Added to this is the increase
in the number of IoT devices, new types of services such as
all-sense meetings, telemetry, digital twins, and other services
that will benefit from this new type of high-speed and reliable
communication.

These factors will result in a massive increase in the
available attack surface and will involve much complexity
in managing resources and their security. As we have seen
through some of the studies cited, the automated approach
supported by new AI technologies such as Large Language
Models (LLM) and Machine Learning algorithms is a trend
for the coming years. In a scenario where it is important
to understand security at different levels, such as Device,
Edge, RAN, Core, and Services, Figure 3. In this scenario,
the challenge of an approach that relies solely on the skills of
security managers is significant.

As seen in Table I, in the studies analyzed alone, 56
threats were identified associated with different aspects of the
6G technology ecosystems and at different layers. They are
directly linked to the physical layer (i.e. jamming), and others
to users (i.e. social engineering). It is also worth noting that
DoS attacks, whether distributed or not, constitute a significant
problem and appear as a threat listed repeatedly in the articles
presented. In other words, with the expansion of Internet use
due to 6G, security must be guaranteed from end to end.

From this study, it is possible to note the complexity of ad-
dressing threat modeling in 6G. A threat-hunting approach that
involves new technologies such as IDS, Intrusion Prevention
System (IPS), Security Information and Event Management
(SIEM), Security Orchestration, Automation, and Response
(SOAR), and Extended Detection and Response (XDR). This
set of technologies enables a proactive approach to combating
threats already plaguing 5G and will be inherited by 6G in the
future.

Another important vision for the future is the use of threat
databases as knowledge base sources in threat-hunting sys-
tems, integration with LLMs for threat analysis, the massive
adoption of Machine Learning to prevent attacks, and even
the use of digital twins for network security assessment. This
vision lets us know what advances are necessary for 6G to
arrive with greater security.

V. CONCLUSION AND FUTURE WORKS

This paper presented an overview of threats to 5G, 6G,
and RIS and the trends in threat modeling in this field of
telecommunications. Through a documentary analysis, it was
possible to outline the main threats affecting these three
concepts, even some that are not fully used. This overview is
of utmost importance for preparing future research involving
the theme of 6G and its technologies in the coming years, as
it will allow researchers and postgraduate students to have an
overview of the threats that will affect their systems.

As this is an initial literature mapping, we propose a more
in-depth and formal approach. Furthermore, it is also important
to present simulators and security protocols related to the
various actors in 6G communication for later validation. The
theme of authentication in this scope and the energy issues
of each type of equipment involved must be considered. No
less important, an analysis of bibliometric (documentary) and
scientometric data (researchers, vehicles, affiliations, among
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others) is of utmost importance to better outline the future
vision of the area.

VI. ACKNOWLEDGMENTS

The authors sincerely thank the Federal University of Santa
Catarina (UFSC). This study was partially funded by the
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