
Cryptanalysis and Countermeasures of the
Authentication Scheme for Mobile Healthcare

Environments
1st Hyeonjung Jang

Department of Electronic Engineering
Kyungpook National University

Daegu, Korea
jungi1713@knu.ac.kr

2nd Chaeeon Kim
Department of Electronic Engineering

Kyungpook National University
Daegu, Korea

chaeon@knu.ac.kr

3rd Deokkyu Kwon
Department of Electronic Engineering

Kyungpook National University
Daegu, Korea

kdk145@knu.ac.kr

4th Youngho Park
Department of Electronic Engineering

Kyungpook National University
Daegu, Korea

parkyh@knu.ac.kr

Abstract—The mobile healthcare provides numerous advan-
tages, such as enabling timely and accurate diagnosis of patients’
health and supporting personalized medical services. Neverthe-
less, mobile healthcare systems remain vulnerable to various
security attacks because sensor data is transmitted through
public channels. Such data typically contains patients’ sensitive
information. Hence, a robust mutual authentication scheme is
required to guarantee that only authorized entities can access
patients’ personal data. In 2025, Saleem et al. proposed a secure
authentication scheme for mobile healthcare system. While they
asserted their scheme provides mutual authentication between
patients and medical professionals, we find some security flaws
in their scheme. Saleem et al.’s scheme is vulnerable to insider
and ephemeral secret leakage (ESL) attack, and they cannot
guarantee user anonymity and untraceability in authentication
phase. Therefore, we demonstrate weaknesses of Saleem et al.’s
protocol through informal analysis and provide countermeasures
for mutual authentication.

Index Terms—mutual authentication, healthcare, key ex-
change, insider attack, security.

I. INTRODUCTION

Mobile healthcare refers to mobile network to deliver
medical services using mobile device such as smartphones,
tablets and laptops. It enables patients to receive healthcare
anytime, anywhere [1]. Mobile healthcare offers telemedicine
services in which body sensors connect with medical systems
to provide continuous care. It can improve convenience, en-
hance efficiency, and foster sustainability in patient’s daily
life [2]. The patient’s sensor can continuously capture di-
verse biometric signals, such as heart rate, blood pressure,
body temperature, electrocardiograms (ECG), and electrogas-
trograms (EGG) [3]. The data are transmitted in real time to
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healthcare providers including physicians, nurses, pharmacists,
and health insurance companies, enabling timely and accurate
diagnosis of patients’ health conditions [4]. Based on this data,
healthcare providers can deliver personalized treatments and
predictive healthcare services [5]. A typical hospital system
is a physician-centered service that requires a patient to visit
the hospital in person. However, mobile healthcare facilitates
the realization of patient-centered medical services through
telemedicine system [6]. Consequently, mobile healthcare not
only enhances patient’s quality of life but also improves the
efficiency and sustainability of medical systems by enabling
remote monitoring, telemedicine, and moblity-enabled medical
services.

Although mobile healthcare offers many advantages, several
challenges remain. In the mobile healthcare, large amounts
of sensor data are collected on mobile devices [7]. Contin-
uous sensing, transmission, and on-device processing cause
substantial power demands [8]. Therefore, low power design
and energy optimization are essential. There are also security
threats related to privacy. Due to the nature of wireless
transmission, there are risks of data tampering, tracking, and
jamming [9]. Since sensor data include user’s sensitive health
information, the communication via public channel is prone
to exposure to various security attacks [10], [11]. It is thus
required to ensure the mutual authentication, confidentiality,
and integrity of data [12]. To cope with these challenges, se-
cure communication should be ensured by establishing session
keys through lightweight authentication between patients and
healthcare providers.

Recently, Saleem et al. [13] proposed an authentication and
key exchange scheme for the mobile healthcare environment.
They uses lightweight cryptography such as exclusive-OR
and hash functions in authentication scheme. Their scheme is
based on a physical unclonable function (PUF) and advanced
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encryption standard (AES) to defend against physical attacks.
They claimed that their authentication scheme is efficient and
secure. However, we find that their scheme is vulnerable
to insider and ESL attack. Moreover, their scheme does
not guarantee user anonymity and untraceability, and also
suffers from a correctness problem. These vulnerabilities are
significant threats in healthcare environments where patient
privacy is important. Therefore, we conduct cryptanalysis of
Saleem et al.’s scheme through informal analysis and offer
countermeasures to overcome security flaws of their scheme.

II. SYSTEM MODEL

Fig. 1 shows the system model of the Saleem et al.’s scheme.
The system model consists of three entities: the medical server
(MS), the medical gateway (MGWj), and the user (Ui).
Under the control of MS, MGWj and Ui establish a session
key to exchange patient’s data securely. MGWj refers to
patient’s mobile device connected to the patient’s sensors. The
roles of each entity are described as follows.

Fig. 1. System model.

• Medical server (MS ): The MS is located at the center of
MGWj and Ui , and functions as both a data repository
and an authentication server. The MS is assumed to have
sufficient computational resources [14].

• Medical gateway (MGWj ): The MGWj is a terminal
mobile device wirelessly connected to the patient’s sen-
sors. The patient’s wearable sensors collect real-time data
such as heart rate, blood pressure, and body temperature.

• User (Ui ): The Ui typically refers to a healthcare
provider such as a doctor, nurse, or pharmacist who uses
a personal portable device to access and remotely monitor
patient data stored in the medical server.

III. REVIEW OF SALEEM ET AL.’S SCHEME

We review Saleem et al.’s authentication scheme for mobile
healthcare environments. The notations used in their protocol
are summarized in Table I. Their scheme consists of three
phases: (i) user registration, (ii) medical gateway registration,
and (iii) authentication.

TABLE I
NOTATIONS OF SALEEM ET AL.’S SCHEME

Notation Description
Ui,MS,MGWj User, Medical server, Medical gateway
IDi, PWi, bio Real identity, password, biometric of Ui

PIDi, GIDj Pseudo identity of Ui and MGWj

mk Master key of MS

ki, kj Ui, MGWj ’s shared key with MS

E(k,π)(·), D(k,π)(·) CBC-based AES encryption and decryptin
π Initialize vector for CBC-based AES
PUF (·) Physical unclonable function
cha, res Challenge/response value of MGWj

SK Session key
h(·) Hash function
⊕, || exclusive-or, and concatenate operation
rk Random number
Tk Timestamp

A. User Registration Phase

Ui must register with MS before authentication. After
registration, MS provides the necessary values to Ui for the
authentication phase. The server securely stores the values of
Ui using AES encryption. The detailed step are illustrated in
Fig 2.

User (Ui) Medical Server (MS)

{IDi}−−−−−−−−−−−−−−−−−−−−−→ Generates PIDi and ki

Stores IDi, ki in AES encrypted form

Generate PWi, bio
{PIDi,ki}←−−−−−−−−−−−−−−−−−−−−−

Computes
(xi, hd) = Gen(bio)

Ai =
h(h(IDi) + h(IDi||PWi||bio))
mod q

k′
i = ki ⊕ IDi ⊕ xi

Stores {hd,Ai, k
′
i, PIDi}

Fig. 2. User registration phase of Saleem et al.’s scheme.

B. Medical Gateway Registration Phase

MGWj registers with MS before the authentication phase
and receives the values required for authentication. MGWj

then computes the corresponding response using the PUF, and
transmits the response to MS. The detailed description are
illustrated in Fig 3.

Medical Server (MS) Medical Gateway (MGWj )

Selects IDj , GIDj , cha, kj

{IDj,cha,GIDj,kj}−−−−−−−−−−−−−−−−−−−−−−→
Computes res = PUF (cha)

{res}←−−−−−−−−−−−−−−−−−
Stores IDj , kj , res in AES
encrypted form

Fig. 3. Medical gateway registration phase of Saleem et al.’s scheme.
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C. Authentication Phase

This is an authentication phase Saleem et al.’s scheme. In
the authentication phase, Ui and MGWj , under the relay of
MS, exchange the session key SK. During the authentication
phase, all messages are transmitted over a public channel. Fig
4 shows the detailed step of authentication phase.

Ui MS MGWj

Inputs IDi , PWi and bio

Computes xi = Rep(bio, hd)

A′
i = h(h(IDi) +

h(IDi||PWi||bio)) mod q

Verifies A′
i

?
= Ai

Generates r1, r2 and T1 Checks Tx ≥ T∗
k − T1

Computes ki = k′
i ⊕ IDi ⊕ xi Finds the tuple against PIDi

D1 = IDi⊕(GIDj ||ri||r2) Computes (IDi, ki) =
Dec{mk,π}(PRRi)

D2 = h(IDi||PIDi||GIDj
||ki||r2||T1)

(GIDj ||r1||r2) =
IDi ⊕ D1

{D1,D2,PIDi,T1}
−−−−−−−−−−−−−−−−−→ D′

2 = h(IDi||PIDi||GIDj
||ki||r2||T1)

Verifies D′
2

?
= D2

Generates r2, T2 Checks Tx ≥ T∗
k − T2

Computes (IDj, kj, res) =

D{mk,π}(PRRj)

Computes res = PUF (cha)

D3 = res ⊕ (r2||r3) ⊕ IDj (r2||r3) = D3 ⊕ res ⊕ IDj
D4 = h(IDj ||IDms||res
||kj ||r3||T2)

D′
4 = h(IDj ||IDms||res
||kj ||r3||T2)

{D3,D4,T2}
−−−−−−−−−−−−→ Verifies D′

4
?
= D4

Generates r4, r5, T3
Computes SK =
h(GIDj ||IDms||r2||r5)

Checks Tx ≥ T∗
k − T3 D5 = r3 ⊕ IDj ⊕ (r4||r5)

Computes
(r4||r5) = r2 ⊕ IDj ⊕ D5

D6 =
h(IDj ||res||r3||r4||T3)

D′
6 =

h(IDj ||res||r3||r4||T3)

{D5,D6,T3}
←−−−−−−−−−−−−

Verifies D′
6

?
= D6

Generates PIDnew
i and T4

Checks Tx ≥ T∗
k − T4 Computes D7 = r2 ⊕ (r5||r3)

Computes (r5||r3) = D7 ⊕ r2 D8 = PIDnew
i ⊕PIDi⊕r1

SK =
h(GIDj ||IDms||r2||r5)

D9 =
h(IDi||PIDnew

i ||ki||r3||T4
PIDnew

i = D9⊕PIDi⊕r1 Replace PIDnew
i with PIDi

D′
9 =

h(IDi||PIDnew
i ||ki||r3||T4)

{D7,D8,D9,T4}
←−−−−−−−−−−−−−−−

Verifies D′
9

?
= D9

Fig. 4. Authentication Phase of Saleem et al.’s scheme.

IV. CRYPTANALYSIS OF SALEEM ET AL.’S SCHEME

In this section, we analyze the authentication scheme pro-
posed by Saleem et al. We discover that their scheme is
vulnerable to insider and ESL attacks, fails to guarantee user
anonymity and untraceability, and suffers from a correctness
flaw.

A. Insider Attack

If an adversary A registers with MS as a legitimate user,
A can perform authentication and establish a session key with
MGWj . Subsequently, A can compute session keys shared
between MGWj and other users. The detailed description is
provided below.

Step 1: A performs authentication as a legitimate user
and obtains res⊕ IDj by computing D3 ⊕ (r2||r3). The
res⊕ IDj is not updated in every session.
Step 2: A eavesdrops on D′

3 and D′
7 transmitted over the

public channel during a session between MGWj and an-
other user. Then, A computes (r′2||r′3) = D′

3⊕res⊕IDj

and (r′5||r′3) = D′
7⊕r′2. Finally, A can derive the session

key SK ′ = h(GIDj ||IDms||r′2||r′5) shared between
MGWj and another user.

Therefore, Saleem et al.’s scheme does not prevent insider
attacks.

B. User Anonymity and Untraceability

If an adversary A as insider has res ⊕ IDj of specific
MGWj and a user authenticates twice with the MGWj ,
A can obtain the user’s real identity and trace continuous
authentication of the user. The detailed step is as follows.

Step 1: A who has res ⊕ IDj eavesdrops
PIDi, D1, D3, D8 from the user’s first session and
PID∗

i from the second session. Namely, PID∗
i denotes

PIDnew
i from the first session.

Step 2: A computes (r2||r3) = D3 ⊕ res ⊕ IDj , r1 =
D8 ⊕ PIDi ⊕ PID∗

i , and IDi = D1 ⊕ (GIDj ||r1||r2).
Then, A obtains the user’s real identity IDi.
Step 3: Consequently, A eavesdrops D′

1, D
′
8, P ID′

i

in each of the user’s sessions and computes
(GIDj ||r′1||r′2) = D′

1 ⊕ IDi and PIDnew
i =

D8 ⊕ PID′
i ⊕ r′1.

A can derive PIDnew
i of the user using IDi in every

session. Hence, Saleem et al.’s scheme does not guarantee user
anonymity and untraceability.

C. ESL Attack

Suppose that an adversary A obtains the session specific
random numbers r1, r2, r3, r4, and r5. In this case, A can
compute the session key SK = h(GIDj||IDms||r2||r5)
using the random numbers and the public identities of MGWj

and MS. This demonstrates that the confidentiality of the
session key relies heavily on the secrecy of session specific
random values. Once these values are leaked, A can compute
the session key without needing the user’s or server’s long-
term secrets. Therefore, Saleem et al.’s scheme fails to resist
ESL attack.

D. Correctness Issue

In Saleem et al.’s scheme, Ui computes Ai = h(h(IDi) +
h(IDi||PWi||bio)) for login. However, the user’s biometric
bio changes slightly each time due to noise. If Ui uses
bio directly without the stable key generated by the fuzzy
extractor, the output of the hash function will always differ.
Then, the user will fail to log in consistently. As as result,
Saleem et al.’s scheme has correctness issues in user login
phase.

V. COUNTERMEASURE

The authentication scheme of Saleem et al. is exposed to
insider and ESL attacks, has a correctness issue, and fails
to guarantee user anonymity and untraceability. We provide
countermeasures to overcome these security weaknesses. The
detailed descriptions are as follows.

• Countermeasure against insider attack and Lack of
untraceability: In their authentication phase, the overall
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computation relies on XOR operations except for veri-
fication values. In the cases of insider attack and user
untraceability, the vulnerabilities arise because a fixed,
non-updated value such as res⊕IDj is reused in multiple
sessions. To mitigate these weaknesses, we recommend
the use of change parameter in every session employing
random numbers or timestamps with hash functions (e.g.
h(res||IDj ||T1)) rather than XOR alone.

• Countermeasure against ESL attack: In Saleem et al.’s
scheme, the session key is derived only from session
specific numbers. It makes the scheme susceptible to ESL
attack. We note that the shared values ki and kj between
Ui and MS, and between MGWj and MS, are used
only for verification. Incorporating shared key such as ki,
and kj into the session key derivation would ensure that
only the legitimate parties can compute the session key,
maintaining security even if a session-specific number is
exposed.

• Countermeasure against correctness issue: During the
user’s login process, Ui uses bio as hash function’s input
directly. It causes a correctness problem due to biometrics
variation. In Saleem et al.’s scheme, Ui utilizes a fuzzy
extractor. The fuzzy extractor is a technique that derives a
stable key from noisy data such as biometrics. Therefore,
the correctness problem can be solved by inserting a key
xi of the fuzzy extractor instead of bio.

VI. CONCLUSION

In this paper, we reviewed the mutual authentication scheme
of Saleem et al. for mobile healthcare environments. Through
informal analysis, we demonstrated that it fails to prevent
several attacks including insider and ESL attack and does
not support user anonymity and untraceability. Moreover,
their scheme suffers from a correctness flaw in the user
login phase. These weaknesses result from the use of non-
updated parameters and reliance on XOR operations alone.
To address them, we present countermeasures such as using
more hash functions and session-specific numbers to improve
the security level of the protocol. In the future, we plan to
propose a concrete authentication protocol that establishes a
session key between healthcare providers and patients. We
will also evaluate security and efficiency through performance
analysis and formal analysis, using ”Burrows-Abadi-Needham
(BAN)” logic, ”Real-or-Random (RoR)” model, and ”Auto-
mated verification of internet security protocols and applica-
tions (AVISPA)” simulation tool.
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