A Secure and Anonymous Authentication Protocol
for Internet of Drones Environment

I®* Sangjun Lee

School of Electronic and Electrical Engineering

Kyungpook National University
Daegu, South Korea
gumoning9010@knu.ac.kr

3" Deokkyu Kwon
School of Electronic and Electrical Engineering
Kyungpook National University
Daegu, South Korea
kdk145 @knu.ac.kr

Abstract—Internet of Drones (IoD) provides diverse services
such as logistics delivery, traffic control, and military opera-
tions. However, due to the transmission of sensitive data over
open wireless channel in IoD environments, these services are
vulnerable to various security attacks. The physical capture of
drones or malicious data tampering can lead to confidential
information leakage and severe casualties. Therefore, a secure
authentication protocol is essential for IoD environments. In 2024,
Algarni et al. proposed a secure and lightweight authentication
protocol for securing IoD environment. However, we demonstrate
through informal security analysis that Algarni et al.’s protocol
is vulnerable to session key disclosure attacks and drone and
mobile device impersonation attacks by eavesdropping messages
on public channel. Furthermore, it does not provide drone
anonymity and untraceability. Therefore, we propose a secure
authentication protocol that efficiently improves Algarni et al.’s
scheme.

Index Terms—Internet of Drones, impersonation attack, ses-
sion key disclosure attack, wireless channel, authentication pro-
tocol.

I. INTRODUCTION

The rapid advancement of drone technology have driven sig-
nificant attention to the Internet of Drones (IoD) in academia
and industry. The IoD architecture interconnects numerous
drones via internet networks to perform cooperative data
collection and transmission within controlled airspaces [1]. In
IoD environments, drone performs various tasks such as logis-
tics delivery, disaster response, traffic monitoring, and border
surveillance [2]. During the execution of these tasks, drones
collect a multitude of data, including sensitive information [3].
However, due to their dependence on open wireless channel
and vulnerability to physical attacks, IoD environments are
susceptible to various security threats such as eavesdropping,
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data tampering, and hijacking [4]. Therefore, a secure authen-
tication protocol is essential in the IoD environment.

In 2024, Algarni et al. [S] proposed a secure and lightweight
authentication protocol to address these challenges in IoD
environments. Algarni et al. claimed that their proposed pro-
tocol ensures secure information communication in IoD envi-
ronments by guaranteeing the confidentiality of session key.
However, through an informal security analysis, we demon-
strate that Algarni et al.’s protocol cannot prevent session key
disclosure, drone and mobile device impersonation attacks by
eavesdropping messages on wireless channel. Furthermore, we
show that their protocol does not provide drone anonymity and
untraceability. Therefore, we propose a secure and anonymous
authentication protocol for IoD environments.

II. PRELIMINARIES
A. System Model

As illustrated in Fig. 1, the system model designed for IoD
environments consists of four principal entities: a drone, a
mobile device, a ground station server, and a trusted third-
party server.

: Public Channel

: Secure Channel

Mobile Device

Ground Station Server

Fig. 1. IoD system model.
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Trusted third-party server (TTPS): TTPS is a fully trusted
entity, and all network entities are registered with TTPS.
TTPS manages the network and stores the secret creden-
tials of ground station server, mobile device, and drone.
Ground station server (GSS): GSS functions as an in-
termediary between a mobile device and a drone. GSS
facilitates secure communication between a mobile device
and a drone after verifying their legitimacy.

Mobile device (MD): MD is a hand-held device used for
exchanging messages with the GSS. With the assistance
of the GSS, it performs mutual authentication with a
drone, and subsequently communicates with the drone
using a secret session key.

Drone (D): With the assistance of the GSS, drone per-
forms mutual authentication with a mobile device, and
subsequently communicates with the mobile device using
a secret session key. The drone collects information using
its equipped sensors and transmits it to the mobile device.

B. Threat Model

To assess the security of the proposed protocol, we adopt
the Dolev-Yao (DY) model as the threat model [6]. Under the
assumptions, capabilities of the adversary are outlined below:

o The adversary can inject, modify, delete, or eavesdrop on
messages exchanged over an open wireless channel [7].

o The adversary can compromise a legitimate mobile device
and extract secret credentials stored in its memory by
conducting a power analysis attack [8].

o The adversary can physically capture a drone and extract
secret credentials in its memory [9].

III. REVIEW OF ALGARNI ET AL.”S PROTOCOL

We review Algarni et al.’s protocol comprising four phases
: ground station server registration, mobile device registration,
drone registration, and mutual authentication phases.

A. Registration Phase

Fig. 2, Fig.3 and Fig.4 illustrates the ground station server,
mobile device and drone registration phase of Algarni et al.’s
protocol.

TTPS Ground Station Server

Choose IDgss

Select a random number 7555
Compute PKgss = gss - P
Compute Sgss = h(IDgss Il Srrs)
Store {IDgss, PKgss: Sgss} {IDgss, PKgss: Sess}
———-. Store {IDgss, PKss, Sess}

Fig. 2. Ground server station registration phase of Algarni et al.

TTPS Mobile device

Choose IDyp

Select a random number 7,
Compute PKyp = Typ - P
Compute Syp = h(IDyp Il Srrs)

Store {IDyp, PKyp, Sun} {IDyp, PKup, S}
_—

Store {IDyp, PKyip) Sup}

Fig. 3. Mobile device registration phase of Algarni et al.
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Choose IDp, PWp, and imprint B
Select a random number 7,
Compute PKp =15 - P
Gen(B) = (ap, fp)
HIDp = h(IDp, |l 0p)
HPW), = h(PWp, |l ap) {PKp, IDyp, HIDp, HPWp}
el Dl B G
Compute Z; = h(HIDp, | HPWp)
Zy = h(HIDp Il IDyp)
{Zs, PKp} Z3=2,0%
e D
Compute HPIDy, = h(HIDp, || PWp, |l op)
Zy = h(HID, || HPIDy || op)
Store : {PKp, Z3,Z4, h(*)}

Fig. 4. Drone registration phase of Algarni et al.

B. Mutual Authentication Phase

Fig. 5 illustrates the mutual authentication phase of Algarni
et al.’s protocol.

T one Ground Server Staion Mobile dovice

Provide 1D, and PW,, and imprint B

Revoke : Rep(B, 8,) = 0,

HIDy = h(iD, | 0p)

HPID, = h(HID, || PW, Il 0)

23 = h(HIDy || PW) Il 35)

Confirm : Z} = Z,

Choose a nonce : N,

Access : HPD, = h(PW, Il 0)

2, = h(HID, || HPW,)

2,=2,02

Compute Z = h(HID, Il Ny I 75 I Ty),

Zq = (2, | HID, || ID,) @ h(PK, I Ty),

2, = h(Z; || PKy | PKyp || HIDy Il IDyp)
1202, BE, )

Check T, — Ty < AT
Determine : (Z, Il HID, I IDp) = Zo & h(PK, || Ty)
Compute Z; = h(Z, | PKy |l PKiyp Il HID, I IDyg5)
Verity 2; = Z,
Compute Zg = h(IDgss Il IDyp Il PKp Il PKgss Il T3)
Z5 = h(PKgss | Tagp | Dss 1| T2)

{2 PKp, PKgss, T3}

Check T, — T, < AT

Determine : Z; = h(IDgss 1 1Dy | PKp I PKss 1l T5)
Confirm : Z; = Z,

Confirm : Zyo = h(IDyp | PKyp Il p 11 T2)

SKyp = h(PKp Il PKgss Il PKyyp Il Ts)

Zyy = h(SKyp Il PKp I T5)

Check T, —Ts < AT (PKoss, 211, Ts)
e

Determine : PKass
Compute : SKgss = h(PKp Il PKggs Il PKyp Il Ts)
Zi; = h(SKgss | PKgss Il Ts)
Check Ty — T, < AT

Compute Z;, = h(SKup | PKp Il Ts) {PKgs5, 211, Ts, T}

i o P
Confirm z3; = Z,

11
Compute SKp = h(PKp Il PKgss | PKyp Il T7)

Fig. 5. Mutual authentication phase of Algarni et al.

IV. CRYPTANALYSIS OF ALGARNI ET AL.”S PROTOCOL

We demonstrate the security vulnerabilities in the protocol
of Algarni et al. Their protocol is not resilient to session key
disclosure attacks and drone and mobile device impersonation
attacks by eavesdropping messages on wireless channel.

A. Session key disclosure attack

e Step 1: A malicious adversary can eavesdrop on the
wireless channel messages {Zy, PKp, PKgss,T5} and
{PKgss, Z11, T5} to obtain {PKD, PKgass, T5}.

Step 2: In Algarni et al.’s protocol, the mobile device’s
public key PK sp is a public value, so the malicious ad-
versary can use the intercepted { PKp, PKgss, T5} with
PKpp to compute the session key SK = h(PKp ||
PKegss || PKup || T5).

Therefore, Algarni et al.’s protocol cannot prevent session key
disclosure attacks.

B. Mobile device impersonation attack

A malicious adversary must be able to compute Z;; =
h(SKyp | PKp || Ts) in order to impersonate a legitimate
mobile device.

« Step 1: By eavesdropping on the wireless channel mes-
sages {Zg, PKD, PKgss, Tg} and {PKgss, le, T5},
a malicious adversary can obtain the values required to
compute the session key SKyp = h(PKp | PKgss ||
PKyp || T5).



o Step 2: The malicious adversary can use the computed
S K;p with the intercepted PK p and T5 from the wire-
less channel messages to calculate Z1; = h(SKyp ||
PKp || Ts).
Therefore, Algarni et al.’s protocol is vulnerable to mobile
device impersonation attacks.

C. Drone impersonation attack

A malicious adversary must be able to compute Zg = (Z3 ||
HIDp || IDp) & MPKp || T1),Zz = h(Zs | PKp |
PKMD || HIDD || IDMD) and Z11 = h(SK]\/[D || PKD ||
T5) in order to impersonate a legitimate drone.

« Step 1: By eavesdropping on the wireless channel mes-
sage {Zs, Z7, PKp,T1}, a malicious adversary can ob-
tain PKp and T, and then compute h(PKp || T1) to
reveal Zo, HI Dp, and the drone’s identity I Dp.

Step 2: Using these values with other values obtained
from wireless channel messages, the malicious adversary
can compute Z7.

Step 3: By eavesdropping on the wireless channel mes-
sages {Zy, PKp,PKgss, T3} and {PKgss, Z11,T5},
the malicious adversary can obtain the values required to
compute the session key SKyp = h(PKp | PKgss ||
PKypp || Ts), which enables the malicious adversary to
compute Z11.

Therefore, Algarni et al.’s protocol is vulnerable to drone im-
personation attacks. Moreover, their protocol does not provide
drone’s anonymity due to the exposure of drone’s identity.

V. PROPOSED PROTOCOL

The proposed protocol consists of the following phases:
mobile device registration, drone registration, ground station
server registration, and mutual authentication phases.

A. Registration Phase

The proposed mobile device, drone and ground station
server registration phase in this paper is presented in Fig. 6,
Fig. 7 and Fig. 8.

Mobile Device TTPS

Choose Dy, PWyp, and imprint B
Select a random number ry,
Gen(B) = (awp, Bup)

HIDyyp = h(IDyp | PWp Il 0yp) _HIDuup:Tuun}

Compute X7 = h(HIDyp || K7 Il Typ)
*r} Store {HIDyp, "up}

Compute HPWyp = h(PWyp Il oyp |l Taip)
Ayp = 1up © h(HIDyp || PWip |l op)
Buyp = X7 @ h(HIDyp | HPWyp Il Tyyp)
Cup = h(HIDyp | HPWyp 1| Xy I 1p)
Store : {Ayp, Bup, Cup}

Fig. 6. Proposed mobile device registration phase.

B. Mutual Authentication Phase
The proposed mutual authentication phase in this paper is
presented in Fig. 9.
VI. INFORMAL SECURITY ANALYSIS

We perform an informal security analysis to evaluate the
security of the proposed protocol.
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oo TTPS

Choose IDp, 1p, Gj
Compute PID, = h(IDp, |l 7p)

R, = PUF(G;) {PIDp, 1, ;)

Compute S, = h(PIDp, Il K7 Il 75)

Store {PIDp, 5, Cj}

. {Sp}
Compute S; = Sp D R; -«

Store {Sp, 75}

Fig. 7. Proposed drone registration phase.

Ground Station Server TTPS

Choose IDgss
Select a random number 755

Compute Sgss = h(IDgss |l 7gss) {IDgss}

Retrieve {HIDyp, myp}

Computes Syp = h(HIDyp || 7yp)

Wr = h(Sp || HIDyp)

{HIDyp, Sup, Wr, C;} Store {IDgss}
Pl el

Computes Pgss = (Syp | HIDyp) @ 7gss
Qgss = Sess © Wr
Store {Pgss, Tass: Wr, G}

Fig. 8. Proposed ground server station registration phase.

A. Session key disclosure attack

A malicious adversary must know Ry;p, Rgss, and Rp
to calculate the session key. However, the malicious adversary
cannot compute the session key since these random nonces are
masked with mobile user’s secret key Sy;p and drone’s PUF
parameter 1?;. Therefore, the proposed protocol can prevent
session key disclosure attack.

B. Mobile device impersonation attack

A malicious adversary must compute authentication re-
quest message {HIDy;p, My, V1, T1} and response message
{My, V4, Ty} in order to impersonate a legitimate mobile
device. However, the malicious adversary cannot generate
valid request and response message since it is impossible to
calculate HIDyp = h(IDMD H PWyb || (TD) and Ry p.
Therefore, the proposed protocol is resilient to mobile device
impersonation attack.

C. Drone impersonation attack

A malicious adversary must compute response message
{HIDup,Cj,Scss, Ma, V2, T} and authentication request
message {Ms, V3, T3} in order to impersonate a legitimate
drone. However, the malicious adversary cannot generate
valid request and response message since it is impossible to
calculate Qgss = Sgss®Wr and W = h(Sp || HIDyp).
Therefore, the proposed protocol is resilient to drone imper-
sonation attack.

D. Physical drone capture attack

A malicious adversary can physically capture a drone and
extract secret credentials {S},rp} from its memory. To
compute the session key, the malicious adversary must know
Ryp, Rgss, and Rp. However, these random nonces are
masked by the drone’s secret key Sp which is encrypted using
its PUF response value R;. Therefore, the proposed protocol
can prevent physical drone capture attack.



Input 1Dy, and PW,,, and imprint B
Rep (B, fup) = 0p

HIDyp = h(IDyp | PWap Il Gyp)

Tarp = Aup B h(HIDyp || PWyyp Il Oyyp)
HPWyp, = h(PW,yp |l Oy | o)

Byp = Xz @ R(HID,p | HPWyyp |l Tagp)
Ciip = W(HIDyrp | HPWyyp || X |l Tarn)
Confirm : Ciip = Cup

Choose a random nonce Ryp

and a timestamp T,

Compute Sy, = h(HIDyp |l Thp)

My = Ryp B Syp

Vy = h(HIDyp I Syp Il Rogp I Ty)

{HI1Dyp, My, V3, T1}
it S

Check a freshness of T,

Compute (Rgss | Rp) = h(Syp || Ryp) @ My
SKup = h(Rup |l Rsss Il Rp)

V3 = h(HIDyp I SKp |l Rgss Il Rp)

Check a freshness of T

Compute (Syp Il HIDyp) = Poss D Tass

Sgss = h(IDgss Il Toss)

Qgss = St Wr

Ryp =My @ Sup

Vi = h(#HIDyp || Sup Il Rup Il T1)

Verify Vi = 1,

Update HIDJS = h(HIDyp Il Rup)

Choose a random nonce Rgss

and a timestamp T,

Compute M = (Rup Il Ress) @ h(Qess Il T2)

Va = h(Ress Il Qgss Il T2)
{HIDup, G Sess, Mz, V2, T2}
comm il e b

Check a freshness of Ts

Compute Rp = (Rup Il Ress) @ M2

SKgss = h(Ryp Il Ress Il Rp)

V5 = h(HIDyp || SKp |l Rass || Rp)

Verify Vs = V3

Compute My = h(Syp | Ryp) B (Ress || Rp)
Va=h(V3 Il Rup Il Ress I Ty)

Check a freshness of T,

Compute R; = PUF(C;)

S5 = Sp B R;

Wy = h(Sp Il HIDyp)

Qoss = Sess © Wr

(Rup || Rss) = Mz @ M(Qgss | T2)
V3 = h(Rgss |l Qgss Il T2)

Verify V; =V,

Choose a random nonce R,

and a timestamp T,

Compute M, = h(Ryp |l Ress) © Rp
SKp = h(Bup Il Ress Il Rp)

Va = h(HIDyp || SKp |l Rgss Il Rp)

My, Vs, T2}
PR i

Vi = h(V5 Il Rup | Ress 11 T4)
Verify v; =V,
Update HID;5" = h(HIDyp Il Ryp)

Fig. 9.

E. Replay and MITM attack

In the proposed protocol, all messages are hashed with
timestamps 71,75,75, and Ty. So each network entity can
check the timestamps to verify the freshness of messages. Fur-
thermore, all messages include verification values Vi, Vo, Vs,
and Vj. So each network entity can verify the validity of
messages. Therefore, the proposed protocol can prevent replay
and MITM attacks.

F. Anonymity and Untraceability

A malicious adversary can eavesdrop on all public channel
messages and attempt to compromise and track the mobile
user’s identity. However, the mobile user’s identity is masked
in HIDyyp = h(IDyp || PWup || op) using a hash
function with the mobile user’s password and biometric data.
Furthermore, the GSS updates HIDpyp to HIDGfS by
hashing it with a random nonce R;p. Therefore, the proposed
protocol provides anonymity and untraceability.

VII. CONCLUSIONS

In this paper, we analyzed Algarni et al.’s protocol and
identified security vulnerabilities. Through informal security
analysis, we demonstrate that Algarni et al.’s protocol is vul-
nerable to session key disclosure attacks and drone and mobile
device impersonation attacks, and it does not provide drone
anonymity and untraceability. To mitigate these security weak-
nesses, we propose a secure authentication protocol for the oD
environment. We demonstrated that the proposed protocol can
prevent various security attacks and provide anonymity and
untraceability. In future work, we plan to enhance the security
of the proposed protocol using well-known formal analysis
such as Automated Verification of Internet Security Protocols
and Applications (AVISPA) simulation and Real-or-Random
(RoR) model.

{My, Ve, Tu}
P el
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