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Over 1000 Cryptocurrencies
• Growing to more than $405 billion
• Anonymity using block-chain
• Need to monitor and analysis

− transaction status
− user activity



Monitor and Analysis Cryptocurrencies
• Cryptocurrencies with Anonymity

− Used in the deep web selling illegal products
such as drugs and weapons

• Increasing demand from government agencies
− For tracking and detecting abnormal transactions early



One Line Bitcoin Analysis Method
• Bitcoin: Largest Market Size
• Example queries:

− Increase or decrease the balance of the address for a speci
fic period

− Bitcoin address heuristic
− Export Bitcoin address-transaction graph



One-Line Bitcoin Analysis Example:
• Changes in balance in 1st half of 2020 for address 

with the most bitcoins



A RDBMS-based Bitcoin Analysis Method
• In this paper, we propose 

an extensible and scalable Bitcoin analysis based on RDBMS

• We solve these challenges using a RDBMS
− Scalable Bitcoin data ingestion and storage
− Easy interface of analytics
− Compatibility of software integration



Previous Studies for Analysis Bitcoin
• A Users can quickly analyze bitcoin with only SQL

without any dependencies



A RDBMS-based Bitcoin Analysis Architecture
• Key point: 

− Three-layer DB
− Database update throug

h JSON-RPC
− Extensibility 

using DB connector



Database Schema: DB size reduction
• Three-Layer Database schema:

− Index / Core / Utility
• The index database is useful for reducing the long Bitcoin hash 

value to the integer variable
− Decrease the size of the core table by 65%

(906GB → 314GB)



Database Schema: Maintain Bitcoin Information

• Three-Layer Database schema:
− Index / Core / Utility

• The core database maintain Bitcoin information
− Block Information: BlkTx, BlkTime
− Trainsaction Information: TxIn, TxOut



Database Schema: Response time improvement

• Three-Layer Database schema:
− Index / Core / Utility

• Improved response speed by eliminating repetitive JOIN oper
ation

− Save query results that can be obtained only with Index Cor
e database

− Especially useful for extracting address-transaction graph



Bitcoin Analytics
• Target Information

− Bitcoin address, transaction, cluster information
• Condition

− Date, Time, Clusters

• Example
− Changes in balance in 1st half of 2020 for address with the 

most bitcoins



Cluster Analytics
• Target Information

− Bitcoin heuristic, Tag information, 
Addresses belonging to a single organization

• Condition
− Date, Time, Clusters

• Example
− List of Bitcoin addresses held by Huobi.com 

(using Multi input heuristic)



Graph Analytics
• Target Information

− Indegree / Outdegree of address node,
Export address-transaction graph (.csv)

• Condition
− Date, Time, Clusters

• Example
− The most important addresses in the exchange cluster 

(using the PageRank algorithm)



RDBMS-based Bitcoin Analysis 7 Examples
• Which address has the largest amount of Bitcoin ?
• Clustering Bitcoin addresses with heuristics
• Identify clusters with Address-Tag information
• What is the amount and count of transactions to CryptoLock

er addresses ?
• List the hot wallet addresses of a Korean exchange A
• Graph analysis algorithm using graph tools
• Community detection algorithm on Korean exchange B cluster



Bitcoin Data for Analysis
• Bitcoin database construction time: about 4 hours

(Workstation PC)



Which address has the largest amount of Bitcoin ?

• 18467457.8422912 BTC has been generat
ed as of 2020-08-22 06:24:55

• 31,362,395 Addresses hold Bitcoin (BTC)
• 35hK24tcLEWcgNA4JxpvbkNkoAcDGqQP

sP has 355 UTXOs and 1.14% of the gene
rated Bitcoin

• Top 10 list in the paper



Clustering Bitcoin addresses with heuristics
• We processed 691,806,723 addresses using Multi input

− grouped 418,493,080 addresses into 61,918,407 clusters
− found super-clusters with more than 10 million addresses

• One time change heuristic with multi input heuristic
− grouped 45,980,870 addresses more then multi input only
− found super-clusters with more than 177 million addresses



Identify clusters with Address-Tag information
• We collected Address-Tag information in the web-site
• 86,278,071 address were identified (20.62%)
• Exchange, Ransomware, Payment Service are largest clusters



What is the amount and count of transactions to CryptoLocker addresses 
?

• CryptoLocker Bitcoin transactions a
nd BTC amount

− 2013. 09. 05. ~ 2014. 05
• 2,789.15 BTC was transferred into 

CryptoLocker
• In October 2013, most transactions



List the hot wallet addresses of a Korean exchange A

• Three types of wallets in Exchange
− User wallet, Hot wallet, Cold wallet

• The hot wallet is the center of operation 
of the exchange

− high indegree / outdegree
• We can find 12 hot wallet estimated addr

esses which has a degree of more than 
1000 degree.



Graph analysis algorithm using graph tools
• Construct graph of Silkroad

− Export address-transaction graph edges 
using query

• Investigate the main address 
with the PageRank algorithm

− Using iGraph
• We can observe that the recently occurred trans

actions
− Silkroad was arrested by the FBI in 2013



Community detection algorithm on Korean exchange B

• Used community detection algorithms for find cluster
• Performed Leiden community detection algorithm

on 275,952 addresses
• Largest community was a 51,714 addresses

− 7 communities over 10,000 addresses



Conclusion
• In this paper, we proposed Bitcoin analysis based on RDBMS

− Three layer databases with seven bitcoin tables
• RDBMS-based analysis method supports

− Bitcoin analytics, Cluster analytics, and Graph analytics

• We plan to build an RDBMS-based Bitcoin analysis system
− Bitcoin address cluster analysis, machine learning, and gra

ph analysis function



Thank you

Hyunsu Mun
munhyunsu@cnu.ac.kr
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