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Introduction (Motivations)

» Although a block cipher is secure to the classical cryptanalysis, it is necessary to apply

the side-channel countermeasures.
 Increasing environments that requiring side-channel countermeasures.

* There are many lightweight block ciphers proposed, but there are very few block ciphers
considering the efficiency of implementing higher-order Masking while simultaneously

having excellent S/W and H/W implementation performance.
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Introduction (Key Considerations of PIPO)

e Side-channel countermeasure applied environment (Plug-In, PI)
* The less the number of nonlinear operation is used, the less reduction in
efficiency when applying the side-channel countermeasure technique.

« Linear operations: 0(d), nonlinear operations: 0(d?) (d is the number of operations)

* General S/W, H/'W implementation environment (Plug-Out, PO)
« Design for application in ultra-light environments

 Execution time, RAM, Area, etc.
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Introduction (Contributions)

* New lightweight 8-bit S-box

* |t offers an efficient bitsliced implementation including only 11 nonlinear bitwise

operations.

« Both DBN and LBN are 3.

* PIPO can be implemented using fewer nonlinear operations than other

block ciphers.

* PIPO has excellent performance on S/W and H/W implementations
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Specification of PIPO

o Key schedules (128-bit key)

e K = (K{||Kyp), Ky, K; are 64-bit respectively, K, is the lower 64-bit.
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o Key schedules (256-bit key)
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Specification of PIPO
* New lightweight S-box, Sg
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//(MSb: x[7], LSb: x[0]) :"b" represents bit

// Imput: x[7], x[6], x[6], x[4], x[3], x[2], x[1], x[O]
// Sb_1

x[6] "= (x[7] & x[61);

x[4] "= (x[3] & x[51);

x[7] ~= x[4];

x[6] ~= x[3];

x[3] ~= (x[4] | x[5]);
x[6] ~= x[7];

x[4] "= (x[5] & x[6]1);
// 83

x[2] "= x[1] & x[0];

x[0] ~= x[2] | x[1];

x[1] == x[2] | x[0];

x[2] = "x[2];

// Extend XOR

x[7] ~= x[1]; x[3] "= x[2]; x[4] "= x[0];
//85_2

t[0] = x[7]; t[1] = x[3]; t[2] = x[4];
x[6] ~= (t[0] & x[51);

t[0] "= x[6];
x[6] ~= (t[2] | t[11);
t[1] ~= x[5];

x[8] "= (x[6] | t[2]);

t[2] "= (¢[1] & t[0]);

// truncate XOR and swap

x[2] "= ¢[0]; ¢[0] = x[1] = t[2]; =x[1] = x[0]"t[1];

x[0] = x[7]; x[7] = t[0];
t[1] = x[3]; x[3] = x[6]; x[6] = t[1];
t[2] = x[4]; x[4] = x[5]; x[6] = t[2];

// Output: x[7], x[6], x[5], x[4], x[3], x[2], x[1], x[0O]
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8-bit S-box Table

The bitsliced implementation of the Sg (in C code)

Korea Institute of Information
Security & Cryptology
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Sp eCc |f| Cat | on Of P I PO Comparison of bitslice 8-bit S-boxes

Blockeipher PIPO FLY Fantomas Robin LILLIPUT
Differential uniformity 16 16 16 16 8
° Advantages of 58 DBN 3 3 2 2 2
Non-linearity 96 96 96 96 96
 Bitslice implementation LBN 3 2 2
Algebraic degree 5 5 5
« Small number of nonlinear operations #(Fixed points) 2 0 16 1
#(Nonlinear operations) 11 12 11 12 12
» Efficient high-order Masking #(Linear operations) 23 24 97 24 27
Construction method *U-bridge Lai-Massey *U-MISTY MISTY Feistel
e Both DBN and LBN are 3 Reference This paper 41] 35
*U-" represents ‘Unbalanced-".
» Secure cryptographic security

**Nonlinear (resp. linear) operations represent AND, OR (resp. XOR, NOT).
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1. It should lower an efficient bitsliced implementation including 11

or fewer nonlinear operations.

2. Its differential and linear branch numbers (DBN and LBN) should
both be greater than 2.

3. lts differential uniformity should be 16 or less, and its non-

linearity should be 96 or more.

« Additional conditions: No fixed point, less linear operations
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Design Rationales of S-box (searching method)

 Algebraic method

» Cryptographic Security guaranteed
o Difficult to find efficient bitsliced implementation
* Derive 8-bit S-box from small S-boxes using Structure

 Bitslice implementation of 8-bit S-box can be derived from bitslice

Implementation of small S-box!

e Secure cryptographic security by using 3 or more small S-boxes.
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Design Rationales of S-box (searching method)

e Limitations of Feistel, Lai-Massey, and MISTY Structures

e 4-bit S-box must use 4 or more nonlinear operations
* Below 4 nonlinear operations, differential uniformity 4 and non-linearity 4 cannot be satisfied.

 |If three 4-bit S-boxes are used, Criterion 1 of of Sg is not satisfied

* In order to satisfy criterion 3 (DC/LC security), criterion 1 (number of nonlinear operations) will

be violated. .
o[S% ;? Si
N
Si ¥
S2 ¢ | > Si
s
1r2 g ! U
53 Sh Si 53
} ! ]

Feistel Lai-Massey MISTY
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Design Rationales of S-box (searching method)

e Unbalanced-Bridge structure

e Using 3-bit, 5-bit S-boxes st S
3-bitg
o 3-bit S-box: 3 nonlinear operations P
2-bit
 5-bit S-box: 4 nonlinear operations ek

L J L J

2
S5 |, d

» 3+4+4=11 nonlinear operations

E—blt A - A - 3— blt

e Other advantages } Vo

Unbalanced-Bridge structure

« SZ can be nonbijective S-box

e The number of bit-XORs used for the structure is 6, which

IS relatively small
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 Theorem for DBN 3 i i
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Sa S3
Theorem 1. The DEN of bijective 8-bit S-boxes constructed using the unbalanced-  3-bitq
Bridge is greater than 2 if and only if conditions i), ii), and iii) are all satisfied (%
(Aev and AB below represent arbitrary differences where wt(Aa) = wt(AB) =1): 420t
3-bit]’ >
i) For each Ao, AB € F3, at least one of the entry (Aa, AB) in DDT of Ss .;552 ¥
and the entry (AB||02), AB|[0?) in DDT of S? is 0, _
ii) For each Aa, AB € F3, for each A, B(# A) € F2, at least one of 4(X) & 2-bit 43
FL(X) = Aa and F4(X) & F%(X) = AB has no solution X, where X € F3, v v
iii) For each Aa € F3 and AB € F5, for each A, B € F3, at least one of F4(X)® Unbalanced-Bridge structure

FL(X @ Aa) = AB and F4(X) & F5(X © Aa) = A0 has no solution X,
where X € F3.

FL:F3 = F3, 3L(X) = (S})71(X]|A) for A € F3,
32 F3 - F3, 34(X) = S2(X]||A) for A e F2.
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Design Rationales of S-box (searching method)

e Theorem for LBN 3

Theorem 2. The LBN of bijective 8-bit S-boxes constructed using the unbalanced-
Bridge is greater than 2 if and only if conditions 1), i1), and ii1) are all satisfied
(Ao and g below represent arbitrary masks where wt(\,) = wt(Ag) = 1):

i) For each \,, Mg € F3, at least one of the entry (., Az) in LAT of S3 and
the entry (0, \5|[0®)) in LAT of S? is 0,
i) For each A\, € F3 and A5 € F3, ZAE]F% X Y = 0 where X 1is the entry
(A5, Aa) in LAT of §Y and Y is the entry (As, A\5||0?)) in LAT of 3%,
iii) For each Ao, \g € F3 satisfying 73(\g) =0, Z.ﬁle?% XY =0 where X is the
entry (0,\,) in LAT of §Y, and Y is the entry (0,\5) in LAT of F%.

T i F3 = F2, 7.(z|ly) =, forz €Fg, yeF3 ™, ne{l,2,3,4},
FL:F3 = F3, 3L(X)=(SH™1(X||A) for A € FZ,
32 F3 - F3, 3%(X)= S2(X||A) for A € F2.

% < { 3-bit

1
Se S3
3-bitf’
p
G
,fE—bﬁ
3-bitf > o2
|05 W4
E—blt fr* fr* a—blt
L 4 L J L J

Unbalanced-Bridge structure
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Design Rationales of R-Layer

 Satisfying full diffusion in 2 rounds.

e Can be implemented using only 8-bit rotation operations.

 Combining the R-layer with the S-layer should enable the cipher to have the best

resistance to DC and LC

//Input: (MSB) X[7],
XM1] = ((X[1] << 7))
X[2] = ((X[2] << 4))
X[3] = ((X[3] << 3))
X[4] = ((X[4] << 6))
X[5] = ((X[5] << b))
X[6] = ((X[6] << 1))
X[7] = ((X[7] << 2))
//Output: (MSB) XI[71,

x[6], X[5], x[4],
| CCX[1] >> 1))
| ((X[2] >> 4));
| ((X[3] >> 5));
| ((X[4] »>> 2));
| ((X[5] »> 3));
| ((X[B] >> 7));
| C(X[7] >> 6));
X[el, X[5], Xx[4]1,

X[a1,

X[31,

X[21,

X[21,

X[1], X[0] (LSB)

X[11, X[0] (LsSB)

Full diffusion: any input bit can affect
the entire output bits

VA Korea Institute of Information
@y Security & Cryptology
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« The best differential probability for 7-round PIPO is less then 274,

> Difference characteristic of 7 rounds or more cannot be used for differential attacks.

 The best of differential trails reaches 6 rounds with a probability of 27°>%4,

» Up to 9-round key recovery attacks are possible using 6-round characteristics.

BT siver ‘ .
[ HH - a:,ferh H——— R-IayerJrLEH S-layer _ R-layer -
e S S
Rounds Input dif ference
1 2 3 4 5 6 T e H EEEEES E; S ager FFH Roiayer
p=2"""1 | > u > >
#(Active S-box) 1 2 4 i 0 11 13 H___H::: 7 - 2-942 ﬁ :ﬁ W
& " - 1 1 |
Prob. of best trail 2-* 28 2-16 9-26.8 9—d0d 5—84.4 565
.. . . . S-layer — — S _ . T
Minimum numbers of differential active S-boxes and - e Rayer” ] Slayer [T Relayer IE
probabilities of best differential trails 'fﬂ " lHr” o2t == ’__m m
[H| [H| 1 L [H|

6-round differential trail with probability (275%%)  output difference
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« The best average correlation potentials of 7-round PIPO is less then 2764,

> Linear characteristic of 7 rounds or more cannot be used for linear attacks.

« The best of linear trails reaches 6 rounds with a correlation potential of 27°2.

» Up to 9-round key recovery attacks are possible using 6-round Characteristics.

S-layer I R-layer* S-layer R-layer™
> g g g
e e e = 2 HHH

Input mask

foiis

Rounds
S-layer
1 2 3 4 5 6 T o ] meer [ sarer [ wier AR
£° = 1] > > > [
#(Active S-box) 1 2 4 6 0 11 13 4e? = 2730 ::—‘
I I
Best correlation potential 271 275 2716 9=24 538 9—52 5—66
.. . . S-layer . o O Rdavert 0
Minimum numbers of linear active S-boxes and - o R g S-layer Eﬁ: y EHL Jiq
correlation potentials of best linear trails ) :ﬂ: i — 2_:;¢ E .;HZ;H H
H H EI 4e° =
L] [ [T 1

Output mask

6-round linear trail with probability (2752)
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Crypto grap hic Secu rlty (Other cryptanalsysis)

 Boomerang/Rectangle Attack
* Impossible Differential Attack

» Algebraic Attack
* Integral Attack

e Statistical Saturation Attack

Table 2. The numbers of rounds of the best characteristics for each cryptanalysis

 Meet-In-The-Middle Attack
 Invariant Subspace Attack
 Nonlinear Invariant Attack

» Slide Attack
e Etc..

Key length Cryptanalysis Best characteristic Key recovery attack

Differential G-round O-round

Linear G-round O-round

128-bit  Impossible differential 4-round 6-round
Boomerang /Rectangle 6-round 8-round
Meet-in-the-Middle G-round fi-round
Differential G-round 11-round

Linear G-round 11-round

256-bit  Impossible differential 4-round 8-round
Boomerang /Rectangle 6G-round 10-round
Meet-in-the-Middle 10-round 10-round

2P Korea Institute of Information
iy Security & Cryptology
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S/W Implementatio

ns

e RANK = (10%/CPB)/(ROM + 2 X RAM)

 The metric to measure overall performance on low-end devices

* Implementation environment: 8-bit AVR (ATmegal28 running at 8SMHz)

Block cipher Code size| RAM | Execution tilIlE':. RANK
(bytes) |(bvtes)|(cyeles per byte)
PIPO-64,128 320 31 197 13.31
SIMON-64 /128 290 24 253 11.69
RoadRunneR-64 /128 196 24 477 8.049
RECTANGLE-64/128 466 204 403 2.584
PRIDE-64,/128 650 47 969 1.39
SKINNY-64 /128 502 187 877 1.30
PRESENT-64,/128 660 250 1,349 .61
CRAFT-G4/128 894 243 1,504 0.48
PIPO-64,/256 320 47 224 1077

Comparison of software implementation performances
with block ciphers optimized for Bitslice implementation

2P Korea Institute of Information
sy Security & Cryptology
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H/W Implementations
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— ; 9 2 : clom
- FOM — (bltS X 10 )/(Clk + GE ) Block cipher Area| Throughput jcycles ) FDMH_
[GE] |(Kbps@100KHz)| /block|[ 22210 ]
= -64/128(1.446 Q) : 2 355
 nano bits per clock cycle per GE squared Aliina e e Ll el
CRAFT-64/128| 949 2000 32 2,221
: : : Piccolo-64/128(1,197 194 33 1,354
Implementation environment: 130nm ASIC library SIMON.64/1281 417 aal a8l eed
RECTANGLE-64,/128 2,064 246 26 578
Plaintext K[0] - K[1or3] 0

PIPO-64,/256(1,583 127 15 1,703
e 64 c Comparison of hardware implementation performances

8 8 8 8 A 4 A 4

KO LT| oo [T <K2
7 W \ W f 64 64 { ¢
8 /8 8 18 v
S-layer Data <>< C Counter
+ 64
64 h 4 o ¢
Ciphertext < - <>< 1 ™ c

Area optimized hardware implementation
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Higher-Order Masking Implementations
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 PIPO implementation does not require table or constant storage

* PIPO can be implemented with the smallest nonlinear operations among block ciphers

that can be implemented in bitslice

#(nonlinear bitwise

Block cipher Table size operations) Permutation
PIPO-64 /128 0 1.144 7 bit-rotations in bytes
PRIDE-64/128 a0 1,280 MixColumns®
SIMO N—ﬁd;’l 28 H2 1,408 3 bit-rotations in 32-bit words
RoadRunneR-64 /128 0 1.536 24 bit-rotations in bytes
RECTANGLE-64 /128 25 1.600 3 bit-rotations in 16-bit words
CRAFT-64/128 64 1,984 MixColumns*. PermuteNibbles
PRESENT-64,/128 0 1,984 Bit permutation
SKINNY-64/128 G2 2.304 ShiftRows, MixColumns*

#*

: multiply with binary matrix
Comparison of the number of nonlinear operations with block ciphers optimized for bitsliced implementation
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Higher-Order Masking Implementations
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g Security & Cryptology

« As the number of shares increases, the gap of cycles per bytes according to the number

of nonlinear operations becomes prominent.

10°
I I -
i PIPO-64 /128 e
- +- PRIDE-64/128 s
SIMON—GL']:;?]_ES . . J{.z
*E RoadRunneR-64 /128 /,'{f,’ e
o 4| |- 8- RECTANGLE-64/128 PP T
; - CRAFT-64/128 P fﬂ, e n
2 - o~ PRESENT-64/128 Py e
= a- SKINNY-64 /128 L T LT .
‘] a” L7 2 +
- a e e e -
=
, '#
() Ler= 22 === ‘ﬁi | | |

MNumber of shares
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* New lightweight block cipher PIPO.
* Optimized for 8-bit microcontrollers and hardware implementations.

» Excellent performance in both side-channel protected (Plug-In) and unprotected

environments (Plug-Out)

Test vectors, reference codes can be found in github

(https://github.com/PIPO-Blockcipher)
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