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• Misty schemes
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Misty schemes
Variant of well-known Feistel schemes
Used to build pseudo-random permutation 0,1 2𝑛𝑛 → 0,1 2𝑛𝑛

• Misty L and Misty R schemes with 𝑓𝑓𝑖𝑖: 0,1 𝑛𝑛 → 0,1 𝑛𝑛 secret permutations

Misty L Misty R
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• Misty L and Misty R schemes with 𝑓𝑓𝑖𝑖: 0,1 𝑛𝑛 → 0,1 𝑛𝑛 secret permutations
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Quantum cryptanalysis
• Attack using quantum computing superposition principle

• Grover’s algorithm [Gro96] 
Problem: given a function 𝑓𝑓: 0,1 𝑛𝑛 → 0,1 𝑛𝑛 and suppose that there exist a 
unique 𝑥𝑥0 ∈ 0,1 𝑛𝑛 such that 𝑓𝑓 𝑥𝑥0 = 1, find 𝑥𝑥0.
Grover’s algorithm requires 𝑂𝑂(2𝑛𝑛/2 ) quantum queries to find 𝑥𝑥0.

• Simon’s algorithm [Sim97]
Problem: given a function 𝑓𝑓: 0,1 𝑛𝑛 → 0,1 𝑛𝑛 that is observed to be invariant 
under some 𝑛𝑛-bit period 𝑎𝑎, find 𝑎𝑎.
Simon’s algorithm requires 𝑂𝑂(𝑛𝑛) quantum queries to find 𝑎𝑎.



Quantum distinguishing attack against 4-round Misty L

• 𝐿𝐿1,𝑅𝑅1 , 𝐿𝐿2,𝑅𝑅2 , 𝐿𝐿1,𝑅𝑅2 and [𝐿𝐿2,𝑅𝑅1] such that 𝐿𝐿1 ≠ 𝐿𝐿2 and 𝑅𝑅1 ≠ 𝑅𝑅2
• 𝑆𝑆1,𝑇𝑇1 , 𝑆𝑆2,𝑇𝑇2 , 𝑆𝑆3,𝑇𝑇3 and 𝑆𝑆4,𝑇𝑇4 after applying 4-round Misty L
𝑆𝑆1 ⊕ 𝑆𝑆2 ⊕ 𝑆𝑆3 ⊕ 𝑆𝑆4 = 𝑋𝑋13 ⊕ 𝑋𝑋23 ⊕ 𝑋𝑋33 ⊕ 𝑋𝑋43

= 𝑓𝑓3(𝑅𝑅1 ⊕ 𝑓𝑓1 (𝐿𝐿1)) ⊕𝑓𝑓3(𝑅𝑅2 ⊕ 𝑓𝑓1 (𝐿𝐿2)) ⊕𝑓𝑓3(𝑅𝑅2 ⊕ 𝑓𝑓1 (𝐿𝐿1)) ⊕𝑓𝑓3(𝑅𝑅1 ⊕ 𝑓𝑓1 (𝐿𝐿2))
• Set 𝑅𝑅1 = 𝑥𝑥, we define

𝑔𝑔 𝑥𝑥 = 𝑓𝑓3 𝑥𝑥 ⊕ 𝑓𝑓1 𝐿𝐿1 ⊕ 𝑓𝑓3 𝑅𝑅2 ⊕ 𝑓𝑓1 𝐿𝐿2 ⊕ 𝑓𝑓3 𝑅𝑅2 ⊕ 𝑓𝑓1 𝐿𝐿1 ⊕ 𝑓𝑓3 𝑥𝑥 ⊕ 𝑓𝑓1 𝐿𝐿2
• 𝑔𝑔 is periodic of period 𝑠𝑠 = 𝑓𝑓1 𝐿𝐿1 ⊕ 𝑓𝑓1(𝐿𝐿2)
We can recover 𝑠𝑠 in polynomial time with Simon’s algorithm

𝑆𝑆 = 𝑅𝑅
𝑇𝑇 = 𝑅𝑅 ⊕ 𝑓𝑓1 𝐿𝐿 = 𝑋𝑋11 round

𝑆𝑆 = 𝑋𝑋1
𝑇𝑇 = 𝑋𝑋1 ⊕ 𝑓𝑓2 𝑅𝑅 = 𝑋𝑋22 rounds

𝑆𝑆 = 𝑋𝑋2
𝑇𝑇 = 𝑋𝑋2 ⊕ 𝑓𝑓3 𝑋𝑋1 = 𝑋𝑋33 rounds

𝑆𝑆 = 𝑋𝑋3
𝑇𝑇 = 𝑋𝑋3 ⊕ 𝑓𝑓4 𝑋𝑋2 = 𝑋𝑋44 rounds



Quantum distinguishing attack against 3-round Misty RKF

• 𝐿𝐿1,𝑅𝑅 and 𝐿𝐿2,𝑅𝑅 such that 𝐿𝐿1 ≠ 𝐿𝐿2
• 𝑆𝑆1,𝑇𝑇1 and 𝑆𝑆2,𝑇𝑇2 after applying 3-round Misty RKF

𝑆𝑆1 ⊕ 𝑇𝑇1 ⊕ 𝑆𝑆2 ⊕ 𝑇𝑇2 = 𝐹𝐹 𝐾𝐾2 ⊕ 𝑅𝑅⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿1 ⊕ 𝐹𝐹 𝐾𝐾2 ⊕ 𝑅𝑅⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿2
• Set 𝑅𝑅 = 𝑥𝑥, we define

𝑔𝑔 𝑥𝑥 = 𝐹𝐹 𝐾𝐾2 ⊕ 𝑥𝑥 ⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿1 ⊕ 𝐹𝐹 𝐾𝐾2 ⊕ 𝑥𝑥 ⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿2
• 𝑔𝑔 is periodic of period 𝑠𝑠 = 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿1 ⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿2
We can recover 𝑠𝑠 in polynomial time with Simon’s algorithm

𝑆𝑆 = 𝑅𝑅 ⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿 = 𝐵𝐵1
𝑇𝑇 = 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿1 round

𝑆𝑆 = 𝐹𝐹 𝐾𝐾1 ⊕ 𝐿𝐿 ⊕ 𝐹𝐹 𝐾𝐾2 ⊕ 𝐵𝐵1 = 𝐵𝐵2
𝑇𝑇 = 𝐹𝐹 𝐾𝐾2 ⊕ 𝐵𝐵1

2 rounds

𝑆𝑆 = 𝐹𝐹 𝐾𝐾2 ⊕ 𝐵𝐵1 ⊕ 𝐹𝐹 𝐾𝐾3 ⊕ 𝐵𝐵2 = 𝐵𝐵3
𝑇𝑇 = 𝐹𝐹 𝐾𝐾3 ⊕ 𝐵𝐵2

3 rounds



Key recovery attack against 𝒅𝒅-round Misty RKF
• Combine quantum distinguishing attack against 3-round Misty RKF 

scheme with the Grover search [LM17,DW18,HS18] 
• Recover the keys 𝑲𝑲𝟏𝟏, … ,𝑲𝑲𝒅𝒅

Proposition 1 [HS18] : Let Ψ: 0,1 𝑚𝑚 × 0,1 𝑛𝑛 → 0,1 𝑛𝑛 be a function such that Ψ
(𝑘𝑘,�): 0,1 𝑛𝑛 → 0,1 𝑛𝑛 is a random function for any fixed 𝑘𝑘 ∈ 0,1 𝑚𝑚.
Let Φ: 0,1 𝑚𝑚 × 0,1 𝑛𝑛 → 0,1 𝑛𝑛 be a function such that Φ(𝑘𝑘,�): 0,1 𝑛𝑛 → 0,1 𝑛𝑛 is a 
random function for any fixed 𝑘𝑘 ∈ 0,1 𝑚𝑚\{𝑘𝑘0} and Φ 𝑘𝑘0, 𝑥𝑥 = Ψ(𝑘𝑘0, 𝑥𝑥 ⊕ 𝑘𝑘1).
Then, given a quantum oracle access to Φ(�,�) and Ψ(�,�), we can recover 
(𝑘𝑘0,𝑘𝑘1) with a constant probability and 𝑂𝑂 2𝑚𝑚/2 queries.

𝑘𝑘0 = (𝐾𝐾4, … ,𝐾𝐾𝑑𝑑) and 𝑘𝑘1 = 𝑠𝑠



Key recovery attack against 𝒅𝒅-round Misty RKF

• Define 𝑊𝑊 𝑘𝑘, 𝐿𝐿,𝑅𝑅 ≔ 𝑡𝑡𝑡𝑡𝑡 𝑠𝑠𝑠𝑠𝑠𝑠 𝑜𝑜𝑜𝑜 𝑡𝑡𝑡𝑡𝑡 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 𝑎𝑎𝑎𝑎𝑎𝑎 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 ℎ𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 𝑜𝑜𝑜𝑜 𝐷𝐷𝑘𝑘 ∘ 𝑂𝑂([𝐿𝐿,𝑅𝑅])
• Choose two different 𝑛𝑛-bit strings 𝛼𝛼,𝛽𝛽: Ψ 𝑘𝑘, 𝑥𝑥 ≔ 𝑊𝑊(𝑘𝑘,𝛼𝛼, 𝑥𝑥) and Φ 𝑘𝑘, 𝑥𝑥 ≔ 𝑊𝑊 𝑘𝑘,𝛽𝛽, 𝑥𝑥
Ψ 𝑘𝑘0, 𝑥𝑥 ⊕ 𝑘𝑘1 = 𝑊𝑊 𝑘𝑘0,𝛼𝛼, 𝑥𝑥 ⊕ 𝑘𝑘1

= 𝐹𝐹 𝐾𝐾2 ⊕ 𝑥𝑥 ⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝛼𝛼 ⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝛽𝛽 ⊕ 𝐹𝐹 𝐾𝐾1 ⊕ 𝛼𝛼
= 𝑊𝑊 𝑘𝑘0,𝛽𝛽, 𝑥𝑥 = Φ 𝑘𝑘0, 𝑥𝑥

By applying Proposition 1, we can recover 𝐾𝐾4, … ,𝐾𝐾𝑑𝑑 in 𝑂𝑂(2 𝑑𝑑−4 𝑛𝑛/2)

[𝐿𝐿,𝑅𝑅] 𝑐𝑐𝑖𝑖3 rounds 𝑑𝑑 − 3 rounds

𝑂𝑂

𝐷𝐷𝑘𝑘

GroverSimon



Overview of (quantum) cryptanalysis on Misty schemes

Classical CPA Quantum CPA
Misty L and Misty LKF 
with 4 rounds

2𝑛𝑛/2 [NPT09,NPT10] 
(distinguishing attack)

Our contribution:
𝑛𝑛 (distinguishing attack)

Misty R and Misty RKF 
with 3 rounds

2𝑛𝑛/2 [NPT09,NPT10] 
(distinguishing attack)

Our contribution: 
2𝑛𝑛/2 (security proof)

𝑛𝑛 [LYWHL19] 
(distinguishing attack)

Misty RKF with 𝑑𝑑 rounds
𝑑𝑑 odd, 𝑑𝑑 > 3
𝑑𝑑 even, 𝑑𝑑 > 4

2 𝑑𝑑−3 𝑛𝑛/2

2 𝑑𝑑−4 𝑛𝑛/2

(distinguishing attack)

Our contribution:
2 𝑑𝑑−3 𝑛𝑛/2

2 𝑑𝑑−3 𝑛𝑛/2

(key recovery attack)
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