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e Quantum cryptanalysis

e Quantum distinguishing attack against 4-round Misty L

e Quantum distinguishing attack against 3-round Misty RKF
« Quantum key recovery attack against d-round Misty RKF

e Overview of our results
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Misty schemes

»Variant of well-known Feistel schemes
> Used to build pseudo-random permutation {0,1}*™ — {0,1}*"
e Misty L and Misty R schemes with f;:{0,1}" — {0,1}" secret permutations
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Misty schemes

»Variant of well-known Feistel schemes
> Used to build pseudo-random permutation {0,1}*™ — {0,1}*"
e Misty L and Misty R schemes with f;:{0,1}" — {0,1}" secret permutations
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Quantum cryptanalysis

o Attack using quantum computing superposition principle
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e Grover’s algorithm [Gro96]
Problem: given a function f:{0,1}" — {0,1}"* and suppose that there exist a
unique x, € {0,1}" such that f(xy) = 1, find x,.
> Grover’s algorithm requires 0(2™2 ) quantum queries to find x,.

e Simon’s algorithm [SIm97]
Problem: given a function f:{0,1}" — {0,1}" that is observed to be invariant
under some n-bit period a, find a.

» Simon’s algorithm requires 0 (n) quantum queries to find a.
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Quantum distinguishing attack against 4-round Misty L

! round S=R Sy (I8 [ 5 =X?

. ) S = Xl b — X3
rounds T = X]_ @fz(R) - XZ 4 rounds — T = X3 ®f4(X2) — X4

 [Li,R4],[Ls,R5],[L1,R,] @and [L,, R{] such that L; #+ L, and R; # R,
o [S,T4], [S,,T,], [S3, T3] and [S,, T,] after applying 4-round Misty L
S, DS, BS; DS, =X DX DX D X;
= f3(R1 @D f1 (L1)) @ (R D f1 (L2)) @ f3(R2 © f1 (L1)) © f3(R1 D f1 (L2))

 Set R, = x, we define

g(x) = f3(x D fl(Ll)) D f3(R2 D f1(L2)) D f3(R2 D fl(Ll)) D f3(x D f1(L2))
e g is periodic of period s = f; (L) @ f;(L>)
We can recover s in polynomial time with Simon’s algorithm
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Quantum distinguishing attack against 3-round Misty RKF
S=R®FK,®L) =B S =F(K, ® B) ® F(K; ® B*) = B3
NCTRe {T = F(K, ® L) o {T = F(K3 © B?)
S=FK DL) D F(K, @Bl) = B?
2 rounds {T _ F(K, ® BY)
* [L{,R]and [L,, R] such that L; # L,
e |S{,T;] and [S,, T, ] after applying 3-round Misty RKF
$1OTL @S, ®T, =F(K, DR D F(K; D L1)) @ F(K; © R D F(K; © L))
e Set R = x, we define
g(x) :F(Kz @X@FUQ@LO)@F(KZ @X@FUQ@LZ))
e g is periodic of period s = F(K; @ L,) @ F(K; ® L,)
We can recover s in polynomial time with Simon’s algorithm
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Key recovery attack against d-round Misty RKF

 Combine quantum distinguishing attack against 3-round Misty RKF
scheme with the Grover search [LM17,DW18,HS18]

 Recover the keys K4, ..., K4
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Proposition 1 [HS18] : Let W:{0,1}™ x {0,1}" — {0,1}"* be a function such that ¥
(k,-):{0,1}* - {0,1}" is a random function for any fixed k € {0,1}".

Let &:{0,1}" x {0,1}"* — {0,1}" be a function such that ®(k,-):{0,1}"* —» {0,1}" is a
random function for any fixed k € {0,1}"*\{k,} and ®(ky,x) = W(ko, x D k).

Then, given a quantum oracle access to ®(-,-) and ¥(:,-), we can recover
(ko, k1) With a constant probability and O(Zm/z) queries.

>k0 — (K4, ...,Kd) and k1 =S
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Key recovery attack against d-round Misty RKF
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* Define W(k,L,R) := the sum of the left and right halves of D, o O([L, R])
e Choose two different n-bit strings a, 5: Y(k,x) = W(k,a,x) and ®(k,x) == W(k, 5, x)
Y(ko,x D k) =W(ky, a,x D kq)
=F(K, Dx @ F(K; @ a) DF(K; ® B) D F(K; © )
= W(ko,B,x) = ®(ko, x)
By applying Proposition 1, we can recover K,, ..., K4 in 0(2d=4n/2)
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Overview of (quantum) cryptanalysis on Misty schemes

Classical CPA Quantum CPA
Misty L and Misty LKF 2™/2 INPT09,NPT10] Our contribution:
with 4 rounds (distinguishing attack) n (distinguishing attack)
Misty R and Misty RKF 2™/2 INPT09,NPT10] n [LYWHL19]
with 3 rounds (distinguishing attack) (distinguishing attack)

Our contribution:

2"/2 (security proof)
Misty RKF with d rounds Our contribution:
d odd, d > 3 2(d—3)n/2 2(d—3)n/2

d even,d > 4 2(d—4)n/2 2(d-3)n/2
(distinguishing attack) (key recovery attack)
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