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Curriculum Vitae

Speaker Name: Sangkyun Lee, Ph.D.

» Personal Info

Name Sangkyun Lee
Title Associate professor
Affiliation Korea University

p Contact Information
Address 145, Anam-ro, Seongbuk-gu, Seoul, 02841, Korea

Email sangkyun@korea.ac.kr

Research Interest

Trustworthy Al, Robust deep learning methods, Al for security, Data analysis

Educational Experience

2003 B.S., Seoul National University
2005 M.S., Seoul National University
2011 Ph.D., University of Wisconsin-Madison, USA

Professional Experience

2011-2014 Post-doc Researcher, SFB 876, TU Dortmund University, Germany

2015-2017 Principal Investigator, SFB 876, TU Dortmund University, Germany

2017-2019 Assistant Professor, Department of Computer Science, Hanyang University ERICA
2020-2021 Assistant Professor, School of Cybersecurity, Korea University

2022-current Associate Professor, School of Cybersecurity, Korea University

Selected Publications (3 maximum)

1. SwiftThief: Enhancing Query Efficiency of Model Stealing by Contrastive Learning, Jeonghyun
Lee, Sungmin Han, Sangkyun Lee, UUCAI, 2024

2. Libra-CAM: An Activation-Based Attribution Based on the Linear Approximation of Deep
Neural Nets and Threshold Calibration, Sangkyun Lee, Sungmin Han, IJCAI, 2022

3. Model Stealing Defense against Exploiting Information Leak Through the Interpretation of

Deep Neural Nets, Jeonghyun Lee, Sungmin Han, Sangkyun Lee, 1JCAI, 2022
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Google

o G 4

GPT-3.5(2022.11.28)

“code-davinci-002”

“text-davinci-002
@ “text-davinci-003

Transformer (2017) GPT-2 (2019) Codex (2021)
] u . I20|E: 159 « I}20|E: 609 © gdERd
g%'%;?;a Cgst AE o | Z21HY A0 3 €3

GPT-4 (2023)

k-

o

GPT-1(2018)

« HRYO2E=E

TS I

+ I2f0|H: 17509

Cheret RHA0IA2| 7t

1.17 °

GPT-3 (2020.5)

InstructGPT ChatGPT (2022.11.30)
(2022.1) R |
“text-davinci-001" ;HTQ} EOI!%,_'Q}% G

« GPT-3 714
© NR ANO] 25
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GPTO| 5 7% 72

Transformer #Z° GPT (Generative Pre-trained Transformer) £Z™

Text & Position Embed

Outputs
(shifted right)

OfHid L&: 71& NLP Al Z20f s GPUS 01&¢% 82 50 {2

Is All You Need, NeurlPS (2017)
nguage Understanding by Generative Pre-Training, OpenAl (2018, GPT-1)

11

Beginning of the Transformer

» Transformer [NeurlPS 2017] Attention Is All You Need

* New SOTA on translation datasets at
the time

Ashish Vaswani* Noam Shazeer* Niki Parmar* Jakob Uszkoreit*
Google Brain Google Brain Google Research ~ Google Research
avaswani@google.com noam@google.com nikip@google.com usz@google.com

Llion Jones® Aidan N. Gomez" | Lukasz Kaiser*
Google Research University of Toronto Google Brain
1lion@google.com aidan@cs.toronto.edu lukaszkaiser@google.com

Tllia Polosukhin® *
illia.polosukhin@gmail.com

Abstract

The dominant sequence transduction models are based on complex recurrent or
convolutional neural networks that include an encoder and a decoder. The best
performing models also connect the encoder and decoder through an attention
mechanism. We propose a new simple network architecture, the Transformer,
based solely on attention mechanisms, dispensing with recurrence and convolutions
entirely. Experiments on two machine translation tasks show these models to
be superior in quality while being more parallelizable and requiring significantly

less ti .

12
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Transformer Architecture

* Encoder-decoder archtecture with only atter

» No convolution or recurrence

* Encoder has:
» (Masked) Self-attention
* Positional encoding
* Layer normalization

Encoder

Output
Probabilities

[}
F;\
S Malt-Head
Feed Attention
Forward T Nx
N—
N | SR | || S
Mutt-Head Multi-Head
Attention Attention
it ) t
— \ —)
:_’ositiqnal ) 4 Positional
Fncoding Encoding
Input Output
Embedding Embedding
Inputs Outputs
(shifted right)

13

Query, Key, Value in Associative Memory

Associative Memory

(aka Dictionary)

/M
4

/7

4

4

matched!
W returned

16




Query, Key, Value

» Use inputs and learning parameters

to build query, key, and value:

q; = Wy
ki = Wx;
vi = Wi

Then, use them as follows:

_ T
Wi = q; k;
w; = softmax(w;)

Yo zWijVj

j

X1

movie m

has romance
has action
has comedy

user u [l score = uymy +uymy 4+ uzmg

uonoe sayl
Apauiod sayI|

O_ 2oUBWOL S|

ka3 va3

vl @}H
C S

X2 X3

X4

17

Multi-head attention

* Multiple “heads” =
learning multiple sets
of matrices Wy, Wy, W,

* Similar motive to the
use of multiple conv.
filters in CNNs

* | eads to better
prediction performance

project to lower dim.

|| self-attention 2
OO FRFRFE] : .
self-attention 3
—

self-attention 4
—

self-attention 1

v

concatenate outputs

keys, queries and values

18




Position Encoding

» Solution: use an extra
vector to provide
positional information input  word  position

* Position embedding
* | earn positional .

vectorg mode | |+ I

* Cons: need to see all Sy 0N B

lenghts in training

* Position encoding

* Use some function
f:NoR?

sequence embedding embedding

20

Masking

» We need to mask future input tokens

raw attention weights mask

Y Y2 Y

» Otherwise, self-attention will see every token including the future

3

Ys Ys Ys

//

/

X

/0

X1 X2 X3

X4 X5  Xg

/

0} spuayje

22
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v Ak NVIDIA A100 GPU 1287H, 1748
- A100 GPU: 10,000$/74
(£ GPU HIE: 2 14002 2)
- H100 GPU: 44,0008$/7H, x9 faster

NVIDIA DGX (A100 GPU x8)
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kS

SSA: X}

OHT

oddress.sin_fomily = AF_INET;
oddress.sin_oddr.s oddr = INADORANY;
oddress.sin_port = htons( PORT );

r a simple server that listens on the local port numbx

s JC XM
+— "o t sends the characters "Hil".

e local port number (bind(server_fd, ( sockadde *)Soddress,
(oddress))<d) {
perror( %
£(EXIT_FAILURE);

Sure! Here's an example C cod

8080 and responds with "Greetings!" when the client s

ends the characters "Hi"

(listen(server_fd, 3) <
perror( %

FAILURE);

%
((nem_socket = accept(server_fd, ( sockoddr *)soddress,
( *)saddrlen))<?) {
(int arge, *argv(]) {
server_fd, new_socket, valread;

perror( )
exit(EXIT_FAILURE);

oddrlen = (oddress);
buffer[1224] = {o};
* greeting =
((valreod = read(new_socket, buffer, 1024)) > @) {
( , buffer);
er_fd = socket(AF_INET, SOCK_STREMM, 2)) == ©) {
3 ( (buffer, )

xi t(EXTT_FAILURE); send(nen_socket, greeting, (greeting), ©);

t(buffer, 0, (buffer));
(setsockopt(server_fd, SOL_SOCKET, SO_REUSEADDR | SO_REUSEPORT,
Sopt, (opt))) {
perror( );
x1 t(EXIT_FAILURE);

) 2025 Sangkyun Lee

s AEe| 4g

0f. 2} HOIX|of HAIZ 2HE B2 UE0]

ZtHOIX|of ZAIE 23S B2 QI QL SIS 082 412 01822 M= ot

o

~

©
o

Hu H2 Z2 92t 2 aHeLI.

#g HyaLch

i -l

ght (c) 2025 Sangkyun Lee
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LLM (Large Language Model)Q| 24
20234408 GPT:|4 (OpenAl)

ChatGPT (OpenAl)

ok ola koGPT (wrsz)

l
-3000°
S| GLaM (Google) oPT Meta

A (LG)
LLaMA (Meta) L panGu-5 (Huawei)
650°* 1X850
Minerva ( Google)
Oflo15 (SKet2(Z)

LaMDA (Deepmind)

53004
202244074 MT-NLG (MS-NVIDIA)

PaLM (Google)

Jurassic-1 (AlLabs)

sto|LZ2 2t (HO]H)
2040

202141128

PCL-BAIDU Wenxin (Baidu)

‘\ Gopher (DeepMind) RETRO (DeepMind)
Wu Dao 2.0 (BAAI)

PanGu (Huawei) « tite} & =A03k: 202349 GPT-4,
8 SWi‘°f‘G°°g'e) PanGu-Z & 7| RGP, PanGudl
GPT-3 (OpenAl) E——

HIsH < 5~6EH9) 1 TIRIOJE) A2

5 (Google) . IIJ_E.EI- &}_gi}

2021¢06¢

2020811

27

LLM 28 37|9% & 58

Zero-shot One-shot Few-shot

! l e —

Natural Language
Prompt

175B Params
60

50
0] ALO[0fjAf 2IX|

hEIO 7llo|vo Al
40 Clial I Chal oto

30

Accuracy (%)

= 13BParams

L

-t

_____________________ 1.3B Params

g

10° 10’

Number of Examples in Context (K)

e Few-Shot Learners, NeurIPS 2020 (GPT-3)

28
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HMGPT 7|2 Mot

o X OMA AlAIR 20269 900X Y F2 M3t (IDC)

» O 22 (LLM)
A58, 24
+ 92 DBE 53 4 K12 B2
* REALM (Google), RETRO (DeepMind), LLM-Augmenter (MS), RA-CM3 (Meta)
PEREE
* Bing Copilot (MS): 27 X2 HA|

* ClOJE{H|0]2, S2RE, S4, HeH S BE JlE M 2R

oLy = | Iy

31

: User Content Opt Out Request
Data Privacy Ol S

As part of this continuous improvement, when you use ChatGPT e DALLE, we may use
the data you provide us 10 improve our modeds. Not only does this help our models.

» OpenAl Privacy Policy (June 23, 2023, https://openai.com/policies/[ #smeemsssise

e ¥ our customers. We take great care
s your data.

» EE B oo
* AF8X} HiB 7HO! W (Account, User content (input, file upload, fe meesssmmumrmne.,
social media info) s Y
* MH|A 018A| Xt5 8= 1O B (B E2t2A, usage (type of co e
time zone, country, date/time), device H&, cookie, analytics) L .
« T0|Ef AFRH .
v MHIA RIS, #2, /X/2, 24 -
v AH[A Tl 2 A
" M AH[A 71
n AP7|Lt HHE| Q| AR RPALIT AJAE!/OL7[BIX/HENT ES, rmm——
« AjQ} O
» D2LO|HA[, O, ARH S H2F ot ¥X E2 g ook )

Your angwer

As noted above, we may use Content you provide us to improve our Services,
models that power ChatGPT. See here for instructions on how you can 0pt OUt e e e e st s s s o
to train our models. S

-14 -



ME WA BAI0E 2

https://openai.com/policies/privacy-policy/ £ $41, chatgpt| AL2XI2
M H|0[E{ Z2to[HA| SHOAM oo & M3 HHEACR 2983 7.

@  ChatGPT AFRXIZAM H0JE] Zato|t{A] Soiof Zolsfof 3 B 21t ZH4LIcH
1. 749! W& 43: OpenAls ARRI| AH MY, Chst LIS 1P F4, 77| 59| 7|4 HEE 2RI,

2. COJE] E&: 0] YR Mu|A T4, 2Ot Zst, Y 9|2 0]t S2 2laH AFBE + USLICH

3. H[3xiete| ClofE 37 S SN RI3XE MU|A RISKY, 2 7|9, E= Y 7|2 BE 3/ £
ol&L|C}

4. SEORR SM: AEXH: ClOEP 2 St ALEE|= S RS + UASLIC

Cf RIS AFel2 OpenAl2| Z2O[H{A| Y2 Z5HH Q.

33

0|0[X| M43 Al: Denoising Diffusion Models

» SR ZRHAZ 74
* Forward process: €
* Reverse process: %

B OlZ)| HEMOZ L0|XE &7I5t= A
OF, L0|XE HBXO=Z X#ot0] ¥= 0|0|X|E FHot= 1

o —
4

Forward diffusion process (fixed)

Data

Noise

Reverse denoising process (generative)

- |ckste£n et al., Deep Unsupervised Learning using Nonequilibrium Thermodynamics, ICML 2015
iffusion Probabilistic Models (DDPM), NeurlPS 2020

34
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Forward Process

Xt|Xt1
O -0~ 0z -0

" Xy~ X Y RUR SAES TIRAIY 222 FY: q(xefxe-1) = N(x55/1 = Bixi-1, Bil)

* Noise variance schedule f; : $7 =0|ZZ ZH IOl {B, € (0,1)}

T

kov chain: 77t SOV 29, 2,2 442 (6~ 1) OFHO| SR U glxyrixy) = [[alxixe)
H t=1

Diffused Data Distributions )
Data Noise
q(xt) = / q(x0, X¢) dxg = / q(xq) q(xt[xq) dxo
—— —V —— —
Diffused Joint Input  Diffusion
data dist. dist. data dist.  kernel Xt
* q(x,)E q(xo) O 7Fet Gaussian convolution
o) 21312 M3 & o2 alx) alx) alx) alxs) - dlx)

37
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Reverse Process

r>|

1ot LO|ZZ 2 HSHOZ L0|ZE MHol0 H=

Sampling from the reverse process

» Sample x7 ~ N (0,1)
v [teratively sample x;_1 ~ q(x¢_1|x¢)

true denoising dist.

X;
X X
X ¥ X
q(zt) Z/Q(ﬂftm—l)Q(ﬂ?t—l)dwt—l 1
intractable to compzute ) ax)  ax)  ax)  qlxs) v q(xp)
B q\Tt-1 L W W W
(1| ) = qlae [ 2-1) a(@) dbol)  aluk)  abek)  aluk) o)

2 8%, q(x¢-1|x;)E Normal 2= approximate & = S

39

-17 -



Training & Sampling

5: Take gradient descent step on

Algorithm 1 Training Algorithm 2 Sampling

1: repeat I: xp ~N(0,I) full random image
gt ;COA{J Q(_;m) T 2 fort=T,...,1do  reversesteps
.t~ Uniform({1,..., — : -

& emN(OI) 3 z~N(0,I)ift > 1,elsez=0

Vo [|e - es(v/aexo + I - ace, t)||2

6: until converged \

4 x4-1 = ﬁ (xt - %eo(xt,t)) + 012

5: end for subtract noise estimate
6: return x from the current x,

minimize Lo, L1,...,L7—1

/
- Add randomness since reverse
steps follow normal distribution.
- Do not add randomness when t=1
(when we create x;)

41

— Stochastic process

Forward

Reverse

)
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Neural Architecture for eg(x;, t)

I I 1 1 I 1

oo
I 1 i
| 1
-
| |
.I“ _________________________________ .

Time Representat1on

Fully-connected
Layers

v 2 diffusion model0| U-Net 125 A8

* U-Net: Convolutional Networks for Biomedical Image Segmentation, Ronneberger, Fischer, and Brox, Medical
Image Computing and Computer-Assisted Intervention (MICCAI), Springer, LNCS, Vol.9351: 234--241, 2015

v A7k 22 transfomer®t SAISt positional embedding Y40 = 12
» Self-attention, residual block S CtYst 7|#H32 M=

43

Parameters
Q(Xt|xt—1) = N(Xt; Y, 1- 5tXt—1, 6t1)

S
>

Data

po(xe_1]xt) = N'(xe_1; g4, ), 071)

* Linear schedule (DDPM): increase f; = 107* - pr = 0.02, set af = f;
= otX|aH | A 0|27 FREY R20jot of50] 02z 4¥s EY
» Cosine schedule [Nichol & Dhariwal, ICML 2021]

44
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Classifier Guidance

Algorithm 1 Classifier guided diffusion sampling, given a diffusion model (j1g(z; ), Xg(+)), classi-
fier py(y|z: ), and gradient scale s.

Input: class label y, gradient scale s
27 ¢ sample from (0, I)
for all ¢ from 7' to 1 do diffusion mode
i 5 4 pg(xe), T () /
i1 < sample from N (i + sX Vi, log ps (ylz1), £)
end for
return 1z

classifier gradient

» Dhariwal and Nichol, “Diffusion models beat GANs on image synthesis”, NeurlPS 2021
* Pretrainl B9 classifer py (y|x)2 IHHAES ot S24A% SHZ Xe 0[0|X| 4ES Aol A€
v 3% classifier= noise7t L3HE Q210 LA T —..=.5|010F of2E, 7|Z BES AZol7| 0li=2

45

Classifier Guidance

no guidance with classifier guidance

Figure 2: Samples from an unconditional diffusion model with classifier guidance to condition
on the class "Pembroke Welsh corgi". Using classifier scale 1.0 (left; FID: 33.0) does not produce
convincing samples in this class, whereas classifier scale 10.0 (right; FID: 12.0) produces much more
- class-consistent images.
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Diffusion (w/ classifier
guidance) 47

Training Set

Latent Diffusion Model

« Q0 A ¢HZ3t Diffusion model®| T

* GANO| tlof =2 7t HIE

» 90|(Li&)2 Meiot= LDM
» CJE|YS M3i5l= en/decoder2 2HE 28

" Key idea: MAHHQ| Latent spacedAl diffusion 4=

* Basis of Stable Diffusion (2022-08)

* |nput spacelilA diffusion Gl > TEHATE Z42 Z7t5l= A H|2

» Rombach et al., High-Resolution Image Synthesis with Latent Diffusion Models, CVPR 2022.

i : :
80 I | Semantic Compression ‘
E — Generative Model:
E 60 - Latent Diffusion Model (LDM)
Aol < I -
opYii § 40 :
£ | Perceptual Compression |
]
z 20 — Autoencoder+GAN
0 LLLE ] .| . p

Rate (bits/dim)
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Latent Diffusion Model

( ) Latent Space h Eondltlonlna
a | Loy =By eun(o ), [He—ee(:ct,

Denoising U-Net €g \

Loy = Ee(a),emn(0,1),t [Hf eo (21,13 }

Pixel Space —
T
- ' Lrpy = Bea)y,enn(0,1).t Ne éo (2t t, To(y ))”g}
“ T
denoising step crossattention  switch  skip connection concat \— (conditional LDM)

» Latent S7U|A diffusion forward/reverse 43
v AttentionO| 7+ HEIY U-Net 71& A&
310} conditional LDM &5 7t

» HIAE 0|0jX| So QS ¢
DecoderS AHZ5t0{ e 0[0|X] SZH0fM/C= Het
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CelebA-HQ ImageNet
FID vs sample throughput FID vs sample throughput
p——v—n————|/.
35 — LDM-1 44 1
j — LDM-2 42 tﬂf ;
a_ — M4 QLA : -
£30 | — oms | Za0 P FID (Frechet inception
° | — om1s 255 | ! MA Al 0
25 — LDM-32 Ly - 44 0|O]X|2t Ax| 0|O|X|2
', 36
20 Wy LOMEfls 5, RS HW (248 £3)
0 20 20 subsamplnig 0 20 a0 60 )
throughput [samples/s] factor throughput [samples / s] - Martin et al., NeurlPS, 2017
CelebAHQ FFHQ LSUN-Churches LSUN-Beds ImageNet

om LDMs trained on CelebAHQ [38], FFHQ [40], LSUN-Churches [98], LSUN-Bedrooms [96] and class-conditional
esolution of 256 X 256. Best viewed when zoomed in. For more samples cf . the supplement.
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Latent Diffusion Model

Layout-to-image

LATENT
 DIFFUSION

“A street sign that reads
"Latent Diffusion’

Text-to-image

“An oil painting

of a space shuttle”

Teddy bears mixing sparkling An astronaut riding a horse in a Abowl of soup as a planet in the
chemicals as mad scientists photorealistic style universe
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A cute corgi lives in a house made of A majestic oil painting of araccoon A robot couple fine-dining with the
sushi Queen wearing red French royal Eiffel Tower in the background
gown.

53

DALL-E2 IMAGEN

“a propaganda poster depicting a cat dressed as french “A photo of a raccoon wearing an astronaut helmet,
emperor napoleon holding a piece of cheese” looking out of the window at night.”

: Ramesh et al., Hierarchical Text-Conditional Image Generation with CLIP Latents, arXiv 2022.
t al., Photorealistic Text-to-Image Diffusion Models with Deep Language Understanding, arXiv 2022.
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Meta Al: Make-A-Video (Text-to-Video)

An artist’s brush painting on a A young couple walking in heavy Horse drinking water
canvas close up rain

clid=IwAR30C-wvfSfvMfalH-5uWN3I39Sgttifl7SCu_L-Kffmm7il9FALFGHUSAg
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SORA (OpenAl)

» Diffusion 2&: stochastic processH| 7|Et5t 0|0|X| 44 Al 2
2 MHA SE

» Stable Diffusion, DALL-E2, Imagen, Midjourney, Leonardo.Ai, Bing, Adobe Firefly,
InstantArt, NightCafe, Lexica, Playground Al, OpenAl Sora

4 HIE B, 00X FejE| &Y, #l2 ZEZE, st o 22| 5 TYst SH0A
UME A0z MYE

—O—0, —
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You can't be pro-insurrection
and pro-cop

@FACEINATION

HIE}Z Zd 740t A9 S&P 500 X3 -30p HE
(May 22, www.livemint.com)
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o

2T M =R |

AR, A
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3 FHZ, Y71 A, Al 8

o .
,,// \\
/ Model evaluation for

extreme risks, looking at:

g Dangerous capabilities
>

as an input to risk
| assessment.

/
/
/

/7~

e-risks, DeepMind et al., 2023.5

20 AIY EH P 87 2R

* AIS] ETHH 71S0] QR0 7Hx] 7120 R&ol=A| 7t B2 4%

ZAU AIZHHE £ Q= HY 28 7S M22 A0l 32 JA, 7|2, 25 9 25, FX 45, 77|

oIl X}7| 2A

/// Embedded in governance \\

processes to ensure:

Responsible training

Responsible deployment

Transparency

Appropriate security

N

s
N\
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Safe, Secure and Trustworthy Al

ocTosER 30, 203

Executive Order on the Safe, Secure,
and Trustworthy Development and
Use of Artificial Intelligence

I » BRIEFINGROOM » PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws
of the United States of America, it is hereby ordered as follows:

Section L. Purpese. Artificial intelligence (A1) bolds extrsoedisary
potential for both promise and peril. Responsible Al use has the potential to
help solve chall vhile maki
productive, innovative, and secure. At the same time, irresponsible use could
exacerbate societal harms such as frand, diserimination, bias, and

ion: displs d di ik =3

pose risks to national secerity. Harnessing Al for good and realizing its
myriad bemefits requires mitigating its substantial risks. This endeavor
demands a society-wide effort that includes government, the private sector,
academia, and civil socicty.

My Administration places the highest urgency ing the
development and use of Al safely and responsibly, and is therefore advancing
dimated. Federal G i ch o doiing s0. The rapid

speed at which Al capabilities are advascing compels the United States to
lead in this moment for the sake of owr security, economy, and sockety.

In the end, Al refiects the principles of the people who build it, the people
who use it, and the data upos which it is besilt. 1 firmly believe that the power
of our ideals; the foundations of our society; and the creativity, diversity, and
decency of our people are the reasons that America thrived in past eras of
rapid change. They are the reasons we will succeed again in this moment. We
are more than capable of karnessing Al for justice, security, and opportunity
for all

ARTIFICIAL
INTELLIGENCE

SAFETY, SECURITY, AND TRUST

President Joe Biden signs an executive on artificial intelligence in the East Room of the White House, Monday, Oct. 30, 2023, in Washington. Vice President
Kamala Harris looks on at right. (AP Photo/Evan Vucci, File)
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