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Abstract—The rapid emergence of quantum computing intro-
duces unprecedented risks to current cryptographic infrastruc-
tures, particularly through the Store-Now-Decrypt-Later (SNDL)
paradigm, posing serious threats to long-term industrial data.
This research proposes a Quantum Machine Learning (QML)
framework for identifying SNDL-related anomalies in Industrial
Internet of Things (IIoT) networks. Leveraging quantum feature
spaces and hybrid quantum-classical models, QML identifies
subtle, high-dimensional irregularities in encrypted traffic and
access behavior that are often missed by classical systems. The
proposed approach combines QML-based anomaly detection
and post-quantum cryptography methods, providing proactive
protection against quantum-era data harvesting. This study intro-
duces QML as a foundation for quantum-resilient cybersecurity,
assuring data integrity and providing future-proof protection for
IIoT infrastructure.

Index Terms—Anomaly detection, Quantum machine learning
(QML), and Store-Now-Decrypt-Later (SNDL).

I. INTRODUCTION

The advent of large-scale quantum computing marks a
significant transformation in computational capabilities, un-
dermining the core security assumptions of classical cryp-
tographic systems. Quantum algorithms such as Shor’s and
Grover’s substantially reduce the computational difficulty of
integer factorization and symmetric-key search, respectively,
thereby rendering traditional public-key cryptosystems, in-
cluding RSA (Rivest-Shamir-Adleman), ECC (Elliptic Curve
Cryptography), and Diffie-Hellman, vulnerable to compro-
mise [1]. In this shifting threat environment, the Store-Now-
Decrypt-Later (SNDL) model has emerged as a prominent at-
tack vector, in which adversaries capture and archive encrypted
communications with the intention of decrypting them once
sufficient quantum computational resources become available
[2]. This deferred-decryption strategy is particularly conse-
quential in the context of the Industrial Internet of Things
(IIoT), where critical telemetry, control commands, and pro-
prietary data are retained for extended periods. The enduring
sensitivity of industrial data, coupled with the widespread
use of resource-limited edge devices, heightens the risk of
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SNDL attacks that threaten the confidentiality and longevity
of operational information [3].

A robust defensive paradigm is essential to counteract
quantum decryption and to anticipate and detect pre-quantum
adversarial activities. Within this framework, Quantum Ma-
chine Learning (QML) offers a promising solution for anomaly
detection in encrypted or high-dimensional IIoT data streams
[4]. By leveraging Hilbert-space feature embeddings, quantum
kernel estimators, and variational quantum circuits (VQCs),
QML enables the identification of nonlinear correlations that
classical learning models struggle to efficiently resolve. This
research proposes a QML-based anomaly-detection framework
integrated with post-quantum cryptographic protocols to detect
latent indicators of SNDL reconnaissance, including abnormal
key-exchange frequencies, anomalous ciphertext entropy, and
deviations in quantum-resistant handshakes. The objective is
to develop a hybrid quantum—classical detection pipeline that
enhances real-time situational awareness and strengthens the
quantum resilience of IIoT infrastructures, thereby providing
early warning against SNDL-driven data exploitation before

the emergence of full-scale quantum attacks.
II. PROPOSED METHODOLOGY
A. System Overview

The proposed framework employs a QML-based anomaly-
detection system to identify Store-Now-Decrypt-Later (SNDL)
threats in IIoT networks. The architecture comprises five
layers: data acquisition, preprocessing, quantum feature encod-
ing, QML-based analysis, and decision-making. Data streams
from IIoT nodes, including encrypted communication logs and
network telemetry, are preprocessed and normalized. These
processed inputs are transformed into quantum-compatible for-
mats to facilitate feature embedding within a high-dimensional
Hilbert space. A hybrid QML model, integrating quantum
and classical components, conducts feature correlation analysis
and assigns anomaly scores. The decision layer subsequently
determines anomaly probabilities and flags potential SNDL-
preparatory activities for further investigation.

B. Quantum Feature Encoding

In this layer, classical IIoT data vectors are transformed into
quantum states using unitary transformations. For a normalized
data vector x € R", the encoding process generates a quantum
state as

P(x)) = U(x)]0)*", (1)

where U(x) denotes a unitary operation that maps classi-
cal features to quantum amplitudes or angles. Amplitude



TABLE I: Performance Comparison between Classical and Quantum Models on the CICIoT2023 Dataset

Model Accuracy (%) F1 Score ROC Training Time (s) Inference Time (s/sample) Qubit Count Scaling Complexity
Classical SVM 89.53 0.88 0.91 42.1 0.012 N/A O(n?)
Random Forest 91.36 0.90 0.93 58.7 0.015 N/A O(nlogn)
QSVM 94.07 0.94 0.97 73.4 0.007 8 O(logn)
vQC 94.74 0.95 0.98 81.2 0.008 10 O(logn)

encoding allows efficient representation of high-dimensional
data with fewer qubits, whereas Angle encoding enhances
interpretability for features associated with anomalies. This
approach enables the QML model to leverage quantum par-
allelism to learn complex inter-feature dependencies from
encrypted and unknown data streams.

C. Quantum Model Design

The anomaly detection layer employs a hybrid QML model
comprising Variational Quantum Circuits (VQCs) and Quan-
tum Support Vector Machines (QSVMs). For the QSVM, the
decision function is based on a quantum kernel defined as

K(zi,25) = [(¢(a)|o(a;))], 2

which measures the inner product of two data points embed-
ded in the quantum Hilbert space. In the VQC, a parameterized
quantum circuit learns to minimize a loss function

where fy(z;) denotes the model’s predicted anomaly score
and / is a differentiable cost function. The circuit parameters
6 are optimized using a classical optimizer, such as Adam,
thereby establishing a feedback loop between the quantum and
classical subsystems.

D. Hybrid Optimization and Detection Logic

The hybrid optimization process integrates quantum infer-
ence with classical gradient-based updates. During training,
the quantum processor executes parameterized circuits, and the
classical processor iteratively adjusts parameters to minimize
the anomaly-detection loss. The system’s decision rule is
expressed as

Alz) = 1, if f(z) > T,

0, otherwise,

“4)

where f(x) represents the model’s anomaly score and T is
the threshold derived from training distributions. A value
of A(z) = 1 indicates a potential SNDL-related anomaly.
The hybrid model operates continuously on encrypted IIoT
traffic, providing a proactive defense mechanism that flags
anomalous data patterns indicative of quantum-preparatory
data harvesting.

ITI. PERFORMANCE EVALUATION
Table I demonstrates that QML models substantially outper-
formed classical approaches in detecting Store-Now-Decrypt-
Later (SNDL) threats within the Industrial IIoT ecosystem.
Both the QSVM and VQC achieved 94% accuracy, ex-
ceeding classical baselines and maintaining higher F1-scores

(0.94-0.95) and ROC values (0.97-0.98). These findings sug-
gest enhanced sensitivity and precision in identifying subtle,
encrypted anomalies characteristic of pre-quantum reconnais-
sance. While QML models required marginally longer training
times, logarithmic scaling, with O(logn) ~ 10-20, for
datasets with 103-10° features, enabling efficient real-time
anomaly detection in large-scale IIoT networks. This com-
bination of detection accuracy and computational efficiency
underscores the potential of QML as a scalable, quantum-
resilient defense mechanism against emerging SNDL-based
cyber threats in industrial settings.

A. Security Resilience

The proposed QML-based system enhances security through
a two-tiered approach. First, pattern-based anomaly detection
applied to encrypted, previously unseen data reduces the risk
of adversarial reconnaissance prior to SNDL attacks. Second,
quantum-enhanced kernel mappings render it computation-
ally infeasible for classical attackers to replicate the model’s
behavior, thereby intrinsically obscuring the detection logic.

This hybrid architecture is operationally feasible on current

Noisy Intermediate-Scale Quantum (NISQ) devices and aligns

near-term QML capabilities with the long-term objective of

achieving quantum-resilient security in IIoT networks.
IV. CONCLUSION
This research proposed a QML framework to detect Store-

Now-Decrypt-Later (SNDL) threats in IIoT networks. The

QSVM and VQC models achieved superior results on the

CICIoT2023 dataset, with accuracies exceeding 94%, F1-

scores of 0.95, and ROC values of 0.98, surpassing classical

baselines. Quantum feature embeddings allowed these models
to identify complex, nonlinear relationships within encrypted
network traffic. Furthermore, logarithmic inference scaling

O(logn)) enabled efficient analysis of high-dimensional IToT

data. These results suggest that QML provides a scalable

and quantum-resilient solution for proactive anomaly detection
against emerging SNDL-based cyber threats.
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