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HT A AFY Ve 553 2HoRE V)E 1Al G5 A HeE Hepdo] At wel, R o]EF HS
AFetes FA 71 F9(QKD) 7ol At Bl T4 4 Veg FAtetn vk 53], A #4718 QKD ¢
AE A stAE S5 A8l dolA s &8 A4 71N QKD A &Fe] HFAor QFHETh 2 =FoA= ot
A 71N QKD (DV-QKD) ¢F 94 ¥ 7|9k QKD(CV-QKD) 9] #& delE vlw 9 #A4ska, 94 §4 849 54
EAC® Q] wAste o dARS nEeth B3 olgfg dAE Hekelr] f1d wAleld (ML) 71N HA 3 7L
AT TFE T4, FF T3 He VEYI FHE A W WIS AA s
1= AFEEH, 434 9= (one—time pad) 9t AsE A4
o - _ 719 82 dA Vet s AAle dE o]EF o=
A @ diEd e gan dde e aaw were AR 5 A 0102,
T8 %@l/‘éoﬂ 71kt gl 7] st AAlel Az QKD = A% 2 #Z @A) ulel oA W 7wl
b JEe zdstn Stk ol d@ ddos, QKD(DV-QKD) % €1 w5 7]9  QKD(CV-
OO]:Z]'Q‘IE] 6—}—31 %ﬂ% %%3 Oi’ @H o]%;ﬁv Eo\l'% QKD)E :rL_I?_E]];]_ DV_QKD = 1;]_0E] 3'6]_;(]_94
Zil= o B istributi > o ol
A5 3k 3’2} jl& LLHH (guantum KEeZ Dlsglb;iti?g’ H%(State of Polarization, SOP) TE& Ay e
QKD) 7lso] F&Ewa vk [1]. 53] A% A+ BozAol oz} AHe ARZ ozyery gmAQl
719 QKD & A& &A= Qs A Agrt ¢F 100 o2 BB84 ZEEZo] gow L£AAE= o Fxaf
5 5] = 914 79k QKD = #o]A R UL N e
km g2 ARAL W, AY 71 QKD = 2o mE E Aol A o8] (o), [1), [+, )t
e o] gdl Frt ARZuHo| HAA FAE A5 F Lo E A= AE 2= Al Chof] 4 =
= - o = - Py E v %H]»—— OF’HE QNS \_E]' [1][2] _l‘w_]d'oﬂih
ol g=d A g MESA THe A vleR 47 A< (Photon Counting) W29 ©d  Fz}
S_]_ﬂ ; R
37kl Tt #%7] (Single Photon Detector, SPD)7} 7 o]m,
IL QKD 712 AL = 94 HL 34 A 'qA el = 2Fse Ve Al w52
o . " Si—SPAD (Silicon Single Photon Avalanche Diode) 7}
QKD += £A41& (Alice) ¢+ FA41& (Bob) Alo]el =7 Ale Y, QA= =O AZ FHS -
= ) S Y y T 3w p
ool wAE wid 71E A4 B ashs ZlEelt SNSPD (Super—conducting Nanowire Single Photon
[1]. Cphertext Detector) 7} Az Ht} [2].

DV-QKD & #A7Az dAFoMm= & A HE

Encrypti%Nﬂyption 9 &% (Quantum Bit Error Rate, QBER) & &3 4
pata — [ [ oas Q& wt FWe ATAAL, oF BA WA A
Secret Key %g@— %OE] %Z}7]’ O]-‘é 7‘2:!"?‘ %Z]' '/"F T']:_L?—:-]_— (PhOtOI’l

A A Number Splitting, PNS) FZ&d FHekslth, ol&
Bnestzl QA Az AZIE FEHE wgAT)E

glscct. % Decoy state ZZEZFo| st ALLHETH [2].
I'\‘““Ir‘flpa?,zdfh\"flel\"‘ CV-QKD ¥+ Coherent state d@o]A29 #71%
— AL g gL AZHd B ARE
(1% 1] QKD ) #5912l [1] R ST T L TTRL SO O
QKD A 2H FA HHE AFahe o4l Homodyne ¥+ Heterodyne A& WS
QSCh(Quantum Signal Channel) ¥ 7] A % A AgEne 7]® BEA olwalele] FaAo] =
A& F33tE PICh(Public Interaction Channel) & T3 B|go] A AOT Uy mat Zalthe] S
TAEG ). $AAE QsCh S owd dd %37 (Local Oscillator, LO)7} #&# A% B
RAT olgste A AH7E <liPd - gAs g FaAse 9 @ HFF Fe BPINE
Agsid, o] I stolAlv =] =gA Al Z=2 spsateb= gAo] 9tk [2]. Wb, CV—QKD =
A HA 2rhed gEed lwEy. e 94k el wzshel Ael Frbe] me As
=34 Eve) b A F9l FAS S mAT Q138 v SNR(Signal—to—Noise Ratios)©] Ay stc},
A FAF dEvE mstetng, SRS Al ol o]& <l DV—QKD o B3] B4 Az &) A7}
R slom, AL Azl wgel At BT wd xe

FAAE FAE FAE HEE B ST F Aolt} [2].

PICh & &8 A9 54 714 ARes wdsith o4 BA AL thoker Zad Wiz o A4
ol - ZIAF dAshs  owlEmE Addsis #7014 A5E QKD 71W¢ = H43] o,
Al H (sifting), 25F 47 (error  correction), DV-QKD ¢ A%, oA-—xA= o)A gy 2
ZEtolM Al F% (privacy amplification) #3& #A gy zo e WA Feo v Bz A7)
HEAQ Y 715 FREY (1] €AY 7= Nz AWe waEEe] =7 989 Aeatt. ma
(2% 1lel ded deolg szt 9 E53 Sz wplHe oA gA A7) Axb] A=



ol dark count & F7HA71H,
SNR Astgl &4 7k A7F AR

| .

V-QKD = 7|95 &3 A 2= o] 3R
99 A g3z el FARY fdel  EatAEHA
W o] AW Coherence A7} oj#Ht} =3,
AAE 4o uk olgom Qld WA
GHz 9 Doppler shift & F34 F713
HaetAl wEo] dAAR FAE Adskes F
gQlow #gsitt [2].

III. AAEY 714k QKD H3A3 719 58

ko mfu ¥

A4 EA AN QKD NHe thekdt &g 3
A kel A3 Z ol & ER2a st
WAl 2|4 (Machine Learning, ML) 7]¥F H A3} 7|9l
st A77F ks Ay gl

DV-QKD & ¢4 B4 Al 7144 "&F= g7] 74
HelE Q) 4lse] SOP 7} E4f&stA WG, o)+
QBER & S7MA1A 71 n& ds& Askrzth [3].
olF gsletr] Hdl, HA HeolHE S AT

A 7AW (Deep Neural Networks, DNN)& o]&
SOP Wizls  AAZF  «Fsta,  FAWe] EPC
(Electronic Polarization Controllers)E XAA o=
Alojgro 24 SOP WEo] A3t #A4oA % QBER =
1% wte g fXA st vy 7] w3ES FHd 89%
AT [3]. HIE wF FAF FHEE ddo=
FyEgoY, A4 FA YA #

ol
28
2

=

HAUSES 7HER, 2 7R 94 QKD 9] SOP

di=r A Ao AHEH F Sle FoE

71 €.

CV-QKD + u7] #5¥% 71 Az 3 74

nzske,  EHe 94 g
zh:g]_

AAE sty [2]. ol sldsr] fldl, XGBoost
2as &8st S Ad 3d Ado] TEIhe
AN IS Hasete TS5 HEHS 7ol
AtE ) g ZH2E Decoy—-BB84 TEZEZ 7|uk
SKR (Secret key Rate) 3}3Hdl& 52 &2 5o
HA FuFE oS35k, SKR & of3 7o) o=t}
SKR > max(0,(Qu[1 — H(e)] = necQuH(E,)) /T3 (1)
714 @, & E, & AA |53 QBER & YEhiH,
Q1 T ep & Y FA AHOIA G o537 QBER &
ogujsttt, n,, & 27 A &8, T, & #olx I~
ke 7)ol H(x) + Shannon ©|X JdE=ZJ]
skgrolt} [1][4].
H(x) = —xlog,(x) — (1 — x) log,(1 — x) (2)
AT Ad, Agde Rde JEY FA FHRE U
walo] £ x AQHW AAE 0.1 F oUE
dEFAAE E2 o5 FAIgEE FASH  [4].
H|= &g A= Multi—band EONs (Elastic Optical
Networks) Wl &2 AGy 7|& ALY & A&
gEov, 94 Ad 9A wFd Ay =&Y
adE A& Ad Aurt wEA Wgsithe oA
AR B54E& Zer gEd 2 7S $14d QKD
Ao g A, Ax EREE A SolWAx

Bl s H2s e Jlow Y|diEn
7 A AN sk HEAd &4
=S FAlel sl S8, SOP <5< $13k DNN

W Fakg 2l HAskE 9J¥k XGBoost & SDN
(Software Defined Networking) 7|4k % oA
T3 g3t wo] Aoty ot [1113]1[4].

SOP ¢ FaFE EFHeR Ao 5HAA
Aol B, & =FdAE g2y 2 79 AF
AEE Qs F 245 FAd HA st

SKRtota1 2 Ql[l_H(el)]_’IZECQuH(Etotaz) (3)
AA SFE& Erppw & DNN 7|HF SOP H Ao w
QF Esop & XGBoost 7} A3 g HA3 Fy
7]}:& oﬂa ENoise 9’] EL_O_E 7819,]%\:]—[3] [4]

Etotal = ESOP(AG: dq)) + ENoise(foptrLF) (4)

1712 48 St d¢ = DNN & 53] ol5¥ A37 3

ebdg  exfolw, f.. ¢ LF + XGBoost 7t
HAstel= T4 F-sh&oltt [3][4].

SDN AEE#HE %3 F Zdo] ggxozg Fz3

AS, 3¢ HAASE T3 SNR o] AAHIT o=

DNN ¢glg dlojge] #FHE& F4AIA SOP o=

AETE Folo Ay 725 AL 4+ Uy, &3
AAE gAY g% olFor A3 & GHz F=°
EZY Aol deiME, B3 Rd2 Fu4 w3lel
SOP daS& FAle &&FsFo =N B fFAst d-so)
7Vesttt [2].

Aoz olgd T3 ML 7Ivk HHst WS
22 GES ity A A7kS delx FFEoR
GEo=HN, = $A4 ZIHE A dE UEYA9
AAZE 298 7bsetAl skl @A ZlsE 7|dEnh
[4] [5].

Iv. 2%

2 =RoMes ZAY Bl A9 N TER
FEH= 94 7 QKD 9 Ve d3a AR 94
oA Adsts 584 A, 18la ol 531
St Wiy 7|8 HA 5 HES B4t &4
A3 94 B9 T4 5AHSE Qe WA= SOP
HE TZ8 #Ho|, w13 IS 9 Dark count ¥A+=
719l AA Aol 7w RE a3 o]
olgdx EH34 FJAYS FAsAh oI FWAE
23}slr] 93t wAlHY 7uk HH 3 71HS F-ou] st
A T 7hsAdS Holz o &FF g4 7t
QKD = A4 # YEHIY dAAFY E3 okx Hor
HEIZ wdo] 7dxHH, o]& 3] ©]7]F QKD
1M BF AT F e solEI= #algy
2dof dist Al AA 5 AN FE s
Aol wWaFEooF dth, HAEZHOR,  FAY 8o
ZIRket =284 Hobd 3 wAlyd 7|dk HASE 719
AE b ARl A AHY FEE fst S T]Hto]
g Aoz 7gE

ACKNOWLEDGMENT

r AT

S 5}5}7] % 4 B A - L
AR/ st ICT AFAEALY (ITP-
2026—RS—2023-00259061) 2] ATHETAE
R ERE

ZaEd

[1] P. Sharma, A. Agrawal, V. Bhatia, S. Prakash
and A. K. Mishra, "Quantum Key Distribution Secured
Optical Networks: A Survey," in IEEE Open Journal
of the Communications Society, vol. 2, pp. 2049—
2083, 2021.

[2] J. J. Shawe, J. Horgan and D. Kilbane,
"Advances in Receiver and Detection Systems for
Low Earth Orbit Nanosatellite Quantum
Communications," in IEEE Access, vol. 13, pp.
147545—-147568.

[3] M. Ahmadian, M. Ruiz, J. Comellas and L.
Velasco, "Cost—Effective ML—-Powered
Polarization—Encoded Quantum Key Distribution," in
Journal of Lightwave Technology, vol. 40, no. 13, pp.
4119-4128.

[4] P. Mehdizadeh, M. Dibaj, H. Beyranvand and F.
Arpanael, "ML —Optimized QKD Frequency
Assignment  for  Efficient Quantum—Classical
Coexistence in Multi—Band EONs," in IEEE
Communications Letters, vol. 28, no. 12, pp. 2794—
2798.

[5] A. Mamiya et al., "Satellite—based QKD for
Global Quantum Cryptographic Network
Construction," 2022 IEEE International Conference
on Space Optical Systems and Applications (ICSOS),
Kyoto City, Japan, 2022, pp. 47—-50.



