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Abstract—Proteomic data storage faces challenges in security,
consistency, and integration with unconventional bioinformatics
systems. This paper proposes a microservices-based blockchain
architecture to address these issues, focusing on amino acid
sequences and 3D protein structures. Using HyperLedger and
AES-256 encryption ensures secure access and data consistency.
Integration with UniProt and the Protein Data Bank (PDB)
enables seamless retrieval. The results of the performance tests
show scalability, 197 TPS peak throughput, and stable latency
under higher loads.

Index Terms—blockchain, bioinformatics, data sharing, data
storage, microservices, proteomics, security.

I. INTRODUCTION

Proteomic data integration faces challenges due to the rapid
growth and diversity of datasets. Centralized repositories like
PDB and ProteomicsDB offer large-scale management but
suffer redundancy, limited interoperability, and security issues,
hindering collaboration [1]. Efforts like the ProteomeXchange
consortium improve metadata consistency but struggle with
synchronization and data heterogeneity, underscoring the need
for unified frameworks for seamless and efficient manage-
ment [2].

Various frameworks address bioinformatics challenges in
data integration, interoperability, and security, focusing on
accessibility and reliability. “Precision omics” improve data
standardization but lack scalability, while FAIR-compliant
frameworks enhance reproducibility yet face storage and pri-
vacy challenges [3]. Semantic Web technologies enable large-
scale integration but struggle with heterogeneity, and service-
oriented architectures face metadata synchronization issues.
These limitations highlight the need for scalable, secure, and
user-friendly solutions [4]. Blockchain technology addresses
these limitations by providing decentralized, secure storage,
enhancing data interoperability, and mitigating fragmentation
risks [5]. Integrating AES-256 encryption and role-based
access control ensures sensitive data protection and secure
permissions, enabling seamless collaboration [6] and robust
data management in proteomics.

This study introduces a microservices-based architecture
for blockchain-based proteomic data storage, addressing inte-
gration and interoperability challenges in bioinformatics. The
framework leverages the blockchain’s decentralized nature to
ensure secure data ingestion and integrity while integrating
databases like PDB and UniProt using standard protocols such

as REST APIs and compatible formats like FASTA. Advanced
security measures, including OAuth authentication and HTTPS
encryption, safeguard sensitive data and enable secure access.

II. METHODOLOGY

The proposed microservices architecture for a blockchain-
based proteomic data storage system integrates decentralized
blockchain networks with bioinformatics repositories, specifi-
cally PDB and UniProt. This system utilizes a modular design,
as illustrated in the architecture diagram in Fig 1. The frame-
work operates through several interconnected components.

Fig. 1. Overview of the Proposed Microservices-based Architectural Design

The framework begins with ingesting proteomic data from
PDB or UniProt into the hyperledger fabric network, facili-
tating seamless integration between it and the bioinformatics
platforms. Advanced Encryption Standard (AES) with a 256-
bit key is employed for data confidentiality. Data (D) is
encrypted into ciphertext C using Equation (1):

C = EK(D) (1)

where EK represents the encryption function with key K. The
decryption process, ensuring authorized access, is expressed as
Equation (2):

P = DK(C) (2)

Here, DK is the decryption function using the same key K.
This ensures end-to-end security during data transmission and
storage. Using cryptographic hashing, each proteomic dataset
D is uniquely represented as H(D), calculated using a secure
hash algorithm, as shown in Equation (3):

H(D) = SHA256(D) (3)
Here, H(D) is the cryptographic hash of the dataset D,

ensuring its tamper-proof integrity. The hashed representation
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is stored on the blockchain, while the encrypted raw dataset
C resides securely off-chain in an InterPlanetary File System
(IPFS). A reference R is obtained and associated with H(D).

Role-Based Access Control (RBAC) mechanisms provide
granular permission enforcement. The permissions R(u) as-
signed to a user u are evaluated against the requested dataset
D, as shown in Equation (4):

R(u) = {p1, p2, . . . , pn} (4)

Access is granted if the user’s role satisfies the required
permission, T(u, D) = Valid, expressed in Equation (5):

Access(u, D) ≡ pi ∈ R(u) ∧ T(u, D) = Valid (5)

where the logical AND (∧) ensures both conditions are met,
and the equivalence (≡) guarantees access is tightly controlled.

This secure and decentralized system also ensures seam-
less interoperability through smart contracts. These automate
data validation and synchronization processes across repos-
itories like PDB and UniProt. Synchronization is achieved
by periodically verifying on-chain and off-chain data con-
sistency, with the synchronization condition defined as
H(D)external ̸= H(D)on-chain. Discrepancies trigger updates to en-
sure real-time alignment.

Performance benchmarking was conducted using Hyper-
ledger Caliper to evaluate blockchain throughput, latency, and
consistency. Locust testing validated API performance and
schema compliance with UniProt and PDB. OAuth 2.0 au-
thentication and Role-Based Access Control (RBAC) secured
access, while hash-based comparisons ensured synchronization
between external repositories and the blockchain for seamless
integration. The simulation platform for the pytest (v.8.3.4)
was a Python environment (v.3.12.8) using macOS (Darwin).
While the endorsing node of Hyperledger Fabric for our
blockchain experiments was on an Ubuntu Linux environment
equipped with 1 vCPU (2.3 GHz) and 2 GB of RAM.

III. RESULT AND DISCUSSION

Table I summarizes the benchmarking results of the Protein
Metadata Chaincode ingested from PDB and UniProt, tested
using Hyperledger Caliper.

TABLE I
SUMMARY OF BLOCKCHAIN PERFORMANCE METRICS

Parameters Store Query

No. of TXs 1000 100
Succ 1000 1000.
Send Rates (TPS) 100, 200, 300, 400, 500 100, 200, 300, 400, 500.
Latency (s) 0.10, 1.68, 2.11, 2.38,

1.96
0.11, 0.81, 1.97, 1.93,
2.20.

Throughput (TPS) 99.8, 160.6, 191.1,
168.7, 197.0

99.6, 185.2, 184.4,
196.3, 193.5.

The blockchain performance metrics for 1000 transactions
demonstrate consistent scalability and efficiency across vary-
ing send rates for store and query operations. For store
operations, throughput ranges from 99.8 TPS to 197 TPS,
with latency increasing from 0.10s to 2.38s. Similarly, query
operations achieve throughput between 99.6 TPS and 193.5
TPS, with latency ranging from 0.11s to 2.20s. These results

highlight the system’s robustness in handling bioinformatics
transactions under different configurations.

Fig. 2 shows performance metrics under 1000 users: re-
quests peaked at 90 RPS, failures remained low, and 95th-
percentile response time spiked to 20s before stabilizing. User
load scaled consistently, highlighting the system’s handling of
high concurrency and stress conditions effectively.

Fig. 2. Performance Metrics of Locust Load Testing

IV. CONCLUSION
This study proposed a blockchain-based proteomic data

storage system microservices architecture that ensures secure,
interoperable bioinformatics integration. Performance tests
validated robust throughput, secure access, and data consis-
tency. Future improvements will focus on enhancing scalability
and optimizing API performance for broader applications in
proteomic data management.
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