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Abstract 

As next generation wireless networks such as 6G networks strive for ultra-reliable, low-latency, and extremely 

scalable connectivity, controlling network operations with minimal human interaction becomes crucial. Automated 

Machine Learning (AutoML) can manage complex processes like resource allocation, anomaly detection, and 

predictive maintenance more efficiently. This paper proposes a way to leverage AutoML to enhance intrusion 

detection systems (IDS) in future generation wireless networks. Specifically, the paper shows an architecture of 

AutoML to enable Zero-Touch Intrusion Detection (ZT-ID) where the processes of model selection, training, and 

hyperparameter optimization are automatically handled for intrusion detection tasks to minimize manual intervention 

and enhance the system’s ability to detect evolving threats. By automating the IDS process using AutoML, the ZT-ID 

can increase detection accuracy, scalability, and resource efficiency in future wireless networks without human 

intervention or with minimal human intervention. 

Ⅰ. Introduction 

ZT-ID minimizes or eliminates human intervention in 

intrusion detection. As the network technology rapidly 

advances with the advent of 6G, ensuring security and 

performance across complex infrastructures becomes 

increasingly challenging. Intrusion detection systems 

(IDSs) are essential for identifying malicious activities 

such as Denial of Service (DoS), probe attacks, and 

unauthorized access. Traditional IDSs require manual 

model selection, tuning, and adaptation to evolving 

attack patterns, making them inefficient for dynamic 

networks. This paper proposes a way to leverage 

AutoML to automate the intrusion detection process, 

specifically focusing on optimizing machine learning 

models for future wireless environments. AutoML 

simplifies model selection, training, and hyperparameter 

tuning, enabling non-experts to build effective models 

[1]. This approach enhances ZT-ID by reducing human 

oversight while improving the detection of emerging 

attack patterns. 

Ⅱ. Method 

The proposed approach applies AutoML to intrusion 

detection tasks in network security. The methodology is 

shown in Figure 1. 

 
Figure 1: An overview of AutoML-based ZT-ID 

framework 

Data preprocessing improves model quality by 

addressing outliers, missing values, and class imbalance. 

Automated preprocessing converts categorical data, 

imputes missing values, balances classes, and 

normalizes data. Automated Feature Engineering 

(AutoFE) enhances models by generating, selecting, and 

extracting key features, reducing redundancy and 

speeding intrusion detection. The AutoML framework 

can be used for the model and training process 

automatically to improve intrusion detection 

performance. AutoML’s hyperparameter optimization 

techniques find the optimal settings for each selected 

model, ensuring that the intrusion detection system 

achieves maximum performance in detecting attacks.  

Once the model is trained, the system autonomously 

classifies network traffic in real-time, detecting 

intrusions with minimal human intervention. 

Table 1 shows the comparison results based on eMBB 

dataset. Three ensemble strategies based on AutoML—

OCSE (Optimized Confidence-Based Stacking), OTSE 

(Optimized Traditional Stacking), and OHSE (Optimized 

Hybrid Stacking)—are evaluated for classification 

performance. Among them, OCSE achieved the highest 

accuracy of 99.66%, along with the best precision, 

recall, and F1-score, indicating superior model 

performance. Both OTSE and OHSE followed closely, 

each with 99.57% accuracy, showing consistent and 

highly reliable results across all metrics. Figure 2 

shows the confusion matrix for OCSE model. 

 

Table 1: Model Performance Comparison on eMBB 

dataset. 

Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-score 

(%) 

OCSE 99.6558 99.6563 99.6557 99.6557 

OTSE 99.5697 99.5709 99.5697 99.5697 

OHSE 99.5697 99.5709 99.5697 99.5696 

 



 
Figure 2. Confusion matrix of OCSE 

 

 

Ⅲ. Conclusion 
 

In this paper, we proposed an AutoML-based 

framework for a zero-touch intrusion detection system 

applicable to real-world scenarios. 
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