{backjun03', ljmpaul®, dskim*}@kumoh.ac.kr

Design of a Collaborative Intrusion Detection System Based on DDS and GNN
for Real-Time Security in Swarm USVs
Jun-Hye Baek!, Jae-Min Lee?, and Dong-Seong Kim"
School of Electronic Eng.'**
Kumoh National Institute of Technology

B RS s FASBAUSYIO] Felate] A0 A B e 4 ot BUY HY A A A0S
A F3FSATE 7} USViz AAZESE dlojEl & 425 *‘jr@] stef o] A9 E BXtaL, L A7 DDS MlEdoE Sl T EA
&% 9T USVES A4 S0k 59 Bt ol USVERY £U6 ) 2k 59 25l 9% Asee
A0, AR w0 RS AALOR ARBFORA A% £ el FEHER AL, B ALHE B
g9t Y% &Y xstE | s Ul vheke Aol el EnqoR gigad, MY SHIE G 5 gl

I.H & 0. 71€ 4+ 24 2 3884 JY 94 A2H9 284

A WA A 2 AA Al slol 24 75487 (Unmanned
Surface Vehicle, USV)¢] &4 7h54e] 2 F5um itk o5& 4 [ GPS ] [ AlS ] [Cmd 5'9"3'5]
& 34, 24 00, 97 Aol 58 B #2043 ol A 5 &A1) | | |

A S Tl R F
Felstel e s 24 A
ko] o OH‘* “OWMH A
USVE g 3
ol &Es} uﬂ—wﬂ *M‘ﬂ 32 Oﬂ

OLO];HO Zﬂoi uﬂag

Atte FHS

< He dds wEd AN
o2 oA AN oj2jdt 4
421, onboard A& ek
Zrsieh AAR GPS 233,
< @ USVERF ol 2}

N
N
o
g

. B3] B9 USV7}

ol

32 olﬂ:‘j.:,
S
£ ot 2
_EIJEE
Ac)
2
5
X,

-
w2
<
r—{o
oo
>

o
oot Fx
ofy
S
o
ofN
ol
o
O

)
()
47}
<
N
N
kﬂ
o
2
lo
fu
et
0,
> mlo
=)
N
ol
&l

Hgo] o g f&ﬁﬂﬂ E1r[3]
Distribution Service) 7|4 S48 £ F7 A glo]& == Z} 24
AR Ao 2] e, 1241

A e HeE AAl Ade 7)es g7 JeH4]5]

olg]3 7|&4 55 nlEoz B oo = GNN(Graph Neural
Network) 7]9ke] o] €2 ez} DDS(Data Distribution Service) 7]
wke] Ak wAIA] st AAE Agste, 24 USV7F 22 dlolHE 53
Y-S wdeta, o] 7 AA 2 T FANS} AN R TR 5
Ae A AY A A2ES AL

Intrusion Detection Framework
h
usv

Cybersecurity

SOC

* SOC : security operations center

[ Cybersecurity SOC ]

a3 1. 71E 54 AT A #A AzH
B F 2h& Alzgle] Atolv] Ao tigh #Ale] ol wh, o] &
28] g vhFe MY A F27F AFEHI Ak V1€ ATl E
A 2 ey doly Wz 94 W A 2L 34 3 BSst
7] 91 Het =YY 74]9} HF A Agko] o] FolTh Y- A
= 3 Aloly] HeE & AH(SOC)E B3l TYolA HelEE 33t
I s FRE AN, o)e 7 28 A 7 wro A
AZE F 3} A& OS] aFEE A= A, S e, 9Y
ZFell A (Single Point of Failure)¥ 22 #3274 $HAE 7Fdt) o] g +
ZE AA dlolHE 138 USV7L A9 o3& 2~z sAdsir] ¥,
T4 ZH g HAE AYsH, 2 23 SOCE Fal et



)

F AY e T 15 Yotk 18
3k Zlo R USVE "oy 55k a5}
o|FolAE T2 HAFL olgdt T4 HTY T2 IAE HYs)
i, Az e 9 2k o] Jhee iy Bel AAIE 7E

&, B AToME 7t USV7E 22 dloJg 2 7o g QS Axsln
°|& DDSE F3 o4 AAe Tfste GNN 719k 24k 9] €] Al

g ARkt

i

i

B ATNE 24 PR B4d4e) A7 e e were
A7) Sl 7 USV7E S9dom A9 gAs

A 0 F BALG BhE 22t 49
Qkab), AlSk AlAEe USV 22 19 947, DDS 718t vAlA) s
A, B A e P2 A A A 8y 74 asE olFoar

2~ - H =
T UE Bt A

COLLABORATIVE DECISION-MAKING

Sensor
a0 00000

Sensor
o0 00000

Sensor
o0 00000

Preprocessor Preprocessor Preprocessor
- e ww - e ww - e ww

GNN-based
Intrusion
Detector

GNN-based
Intrusion
Detector

\ usv_alert

DDS

Soc_resg

Central
SOC

a3 2. DDS 2 GNN 7[4F &3 A9 &2 AJ2H
O7 2+ Alotele Ala"e] A4 25 Jehdh 2 USVeE GPS,
AIS, W& A5 5 AA AME B3l o3 AA 2 A dolHE R

o e A dolEs dAe] BEelA Agatsl, AR FE, ko) = A

GNN-based
Intrusion
Detector

-

A 59 AgE A o] 7 AR o] AH, &, waf Wi o AR
7t WE Feo) w= S0 wsksy A 7t A 2 45 FA S
& 71Fo® A(AAE AAEY olgA A 2IE dolHE
GNN 715k o] &A7]1 % §iE 5 o], 2 AA o] AFefjient ofe} 1
AEI ] A T2Z o BAsl] o4t Y5 oiZ g
ol AFe] AW

3k ©x] 435 DDS EEE ety 18 3& Al Alzgle A AL
& DDS EY 9 EFY] QoS 4AS Wit

=or

"
o
g

il

[e)
, ¥A17]+= anomaly score 2 A9 8 ARE X

Topic Name Purpose QoS Profile

usv_alert A Al 22 Sl soct| 210 MU | Reliable, Low Latency

usv_status | SIXHusve| £, Wk BE S AE| 57|  Best Effort, Volatile

coordination | 2|4| 7|5, 2| HE S EH FH S 7 Reliable, History:1

soc_response Y SHA0 S BE Mot Reliable, Transient Local

a® 3. ARk Alz="le] DDS E9 Ao 2 QoS AA

7t USV usv_alerts 4184, 39 AR tish 2444 dlolg &
A& st 2l 7EdAME o] A5t A H=A gl 97
& oo USV7E B4ddt 9 shas iE 44, a9 2Ae 35202
A2 4Em 48 W coordination E3& Fa 4291 S0
ANEL o E E0], 54 AAZL A1AZAQ AH o= AS)sA HE
A% z7t JANE A slF USVE ZelsiAd 325 3k, 54
ol SOCell a7k Ago] F7F digol 7he st olgf3t 2= 22

o

T TG BAV f1HeR AAE FRE

2ol HHstd A T4 R US AAE Agdh

EES USV /1 49 88 39 94 429 o948 A%
A

|
el 713t 7)E T

stdom, AN ol B9 g 84
DS 3AHE F5E38ka, DDS HE90]9} Self-Learning IDSE 585}
BT} AAZMIS BAo wHgele Al2ds AT
T Aol At AlxEle] A Jbed AES A AlEdelA
L AA AL ATE AT oo, BA] dagge] 153 FA )
EQA B3t 73} ek mAE Aol
ACKNOWLEDGMENT

& R R IR eI 9 Ao s ARg|rig-ek il
CTIAANP A 9e ob 3 AHITP-2025-RS-2022-001563%, 25%)
S AP [ REA o) ALOR ARFA |57 1910) Aleke: wo} 3
A SR IAF A TP-2025-RS-2000- 01612, 25003 2253 % -
(el AfleR  dmdvArde A o HE TxdATAK
(2018RIAGALAOBOZAB, 25%6)7} I8l |e A R-g41 B AREA7 185 71e1e] o
SHCTATAIEAISTE] Ak S35 (ITTP-2025-RS-2024-00438430, 25%6)

FaEd

(1] D.-H. Choi, D.-H. Kim, M.-S. Kim, B.-W. Choi, M.-C. Jung, and
Y.-D. Choj,
Communication Topology for Swarm Unmanned Surface
Vehicle(USV) Operation,” Journal of KIIT, Vol. 20, No. 8, pp. 79 -
89, Aug. 2022.

[2] N. Tabish and C.-L. Tsai, “Maritime Autonomous Surface Ships:
A Review of Cybersecurity Challenges, Countermeasures, and
Future Perspectives,” IEEE Access, Vol. 12, pp. 17114 - 17131, Feb.
2024.

[3] K. M. K. Kumar, M. V. S. Reddy, K. Ullas, and S. M., “Distributed
Intrusion Detection System using Kafka and Spark Streaming,” in
Proc. Int. Conf. on Visual Analytics and Data Visualization
(ICVADV-2025), pp. 302 - 307, May 2025.

(4] S. El-Ferik, B. Almadani, and S. M. Elkhider, “Formation Control
of Multi Unmanned Aerial Vehicle Systems Based on DDS
Middleware,” IEEE Access, Vol. 8, pp. 44211 - 44218, Mar. 2020.

[5] W.-P. Nwadiugwu, D.-S. Kim, W. Ejaz, and A. Anpalagan,
“MAD-DDS:  Memory-efficient
Distribution ~ Service for

“Design and Implementation of Wireless

Discovery Data
Large-Scale Distributed Control
Network,” IET Communications, pp. 1 -15, 2023.

Automatic



