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Algorithm1 : Certificate Tampering Verification
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Input : userName, vehiclelD, co2ReductionMetricTons, ipfsHash, certificatelD,
chargingStationinfo, transactionID, issueDate
procedure
do

cert = GetCertificate(userAddress)

if keccak256(cert.userName) != keccak256(userName) then
return "User Name does not match”

end if

if keccak256(cert.vehiclelD) != keccak256(vehiclelD) then
return "Vehicle ID does not match”

end if

if cert.co2ReductionMetricTons != co2ReductionMetricTons then
return "CO2 Reduction Amount does not match"”

end if

if keccak256(cert.ipfsHash) != keccak256(ipfsHash) then
return "IPFS Hash does not match”

end if

if keccak256(cert.certificatelD) != keccak256(certificatelD) then
return "Certificate ID does not match"

end if

if keccak256(cert.chargingStationinfo) != keccak256(chargingStationinfo) then
return "Charging Station Info does not match"

end if

if keccak256(cert.transactionID) != keccak256(transactionID) then
return "Transaction ID does not match"

end if

if certissueDate != issueDate then
return "Issue Date does not match"

end if

return "Certificate is valid”

End procedure
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Low level interactions
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