Secure Radio Resource and Routing Optimization
in Multi—-Hop Space—Air—-Ground—Sea Integrated Networks

Lyu Hyeonsu!, Noh Hyeonho?, Yang Hyun Jong®”*
'POSTECH, “Seoul National University
hslyud@postech.ac.kr, {hyeonho, hjyang} @snu.ac.kr

OF T $F-F-AL-IYE TF MEYAAA Y
Hol 4 2 2 9" FHAH3 7@ #Asho
FES =@ FAF
QISR TSNS B ) ik

Abstract

This paper addresses secure radio resource and routing optimization in multi—hop space—air—ground-sea integrated

networks (SAGSINs). We formulate a cross-layer optimization problem that maximizes the minimum user throughput

while guaranteeing a strictly positive secure connection (SPSC) probability on each hop. A closed-form expression for

the single—hop SPSC probability is derived, enabling efficient enforcement of security constraints. An optimal power

and frequency allocation strategy and a Monte—Carlo based relay routing algorithm are proposed. Simulation results

show that the framework achieves robust secrecy and high throughput even under dense eavesdropper distributions.

I. Introduction

Space-air-ground-sea integrated networks (SAGSINs)
are a key enabler of future 6G wireless systems, offering
ubiquitous and seamless connectivity [1,4]. However,
their multi-tiered, large-scale nature significantly
amplifies the risk of passive eavesdropping, making end—
to—end secure communication across multi—hop relays a
major challenge. Existing studies mostly address two-—
hop scenarios or assume partial knowledge of
eavesdropper (Eve) channels, limiting their applicability
to practical SAGSIN environments [5]. In this paper, we
formulate a cross—layer optimization framework that
jointly designs multi-hop relay routing and radio
resource allocation under a strictly positive secure
connection (SPSC) probability constraint. Our framework
maximizes the minimum user throughput while ensuring
physical-layer security against randomly distributed
Eves, without requiring Eve’s channel state information
(CSD.

II. Problem Formulation and Proposed Solution

We consider a multi—hop SAGSIN where users connect
to a core gateway node via satellite, high-altitude
platform, ground, and maritime relays. Each relay
operates in half—duplex decode—and-forward mode and
can split its transmit power between data transmission
and cooperative jamming to degrade eavesdropper
channels. Passive eavesdroppers are spatially distributed
following a Poisson point process. To ensure security
without Eve’s CSI, we introduce the strictly positive
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secure connection (SPSC) probability, defined as the
probability that the secrecy capacity of a link is positive.

Our goal is to maximize the minimum user throughput
under SPSC constraints. The throughput for a user is
determined by the bottleneck hop along its multi—hop
path. The joint optimization variables include routing (link
selection), bandwidth allocation, and power splitting
between data and jamming.

Let N be the set of relay nodes and U the set of users.
Each link between nodes i and j is denoted by (i,j),
with corresponding link capacity yj and bandwidth
allocation B ), for user u. The total power at node i is
split into data transmission power p; and cooperative
jamming power g;. The relay path for each user u is
composed of a set of links &,, with the number of hops
denoted by hy.

The main problem is formulated as

Problem 1: max min M
G.BPJ uel hy,
()M

s.t. x(i,j)]P(i,j) >T,
Liew Zueu Biju < B, pi+0; <P,
.B(i,j),u >0,p;, =2 P;,0,20,
for B={Buu (i) EN,ueU}, P={pzi€eN}, and J=
{o;:i e N}

The secure connection probability P ;) of a link (i,))
is defined as the probability that the legitimate channel’s
instantaneous secrecy capacity is positive, i.e., the
signal-to-noise ratio (SNR) at the legitimate receiver
exceeds that at any eavesdropper. Assuming that the
eavesdroppers are randomly distributed according to a
homogeneous Poisson point process (HPPP) with a given
density, we derive a closed-form expression for P, as
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where 4; is Eve density, a; is pathloss exponent of node
i, and d ;) is distance of a link (i,j) [1].

The optimal solution of Problem 1 then can be obtained
from the Karush—-Kuhn—Tucker conditions as
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To efficiently solve the routing problem under the
SPSC constraint, we propose a Monte—Carlo based relay
routing strategy. The algorithm constructs multiple
random relay paths for each user by sequentially
selecting feasible links that satisfy the SPSC condition.
For each sampled path, optimal bandwidth and power
allocations are computed in closed form. Among the
sampled paths, the one achieving the highest minimum
user throughput is selected. This randomized approach
significantly reduces complexity while achieving near-—
optimal performance compared to exhaustive search.
Table I. Simulation Parameters

Parameter (Unit) Ground (G), Maritime (M), HAPs (H) LEO

Carrier frequency (GHz) 14 20
Total bandwidth (MHz) 250 400
Tx power (dBm) 30 21.5
. . 43.2 (G,M,H—LEO),
Tx antenna gain (dBi) 25 (G,M,H—G,M,H) 38.5
. . 39.7 (G,M,H—LEOQ),
Rx antenna gain (dBi) 25 (G,M,H—G,M.H) 38.5
Antenna gain to noise 1.5 (H—LEO), 16.2 (H—G,M,H), 13
temperature (dB/K) 1.2 (G,M—LEO), 15.9 (G,M—G,M,H)
Pathloss exponent 2.8 (G), 2.7 (M), 2.6 (H) 2.4

III. Problem Formulation

The simulations are conducted based on a realistic
SAGSIN with randomly located users. The physical-layer
parameters in Table I are configured following 3GPP
standards [2] and existing literature [3, 4]. The SPSC
probability threshold is set to 99.99%.
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Fig. 1. Max-min throughput versus Eve density for various SAGSIN
scenario. Each graph reports the max—min throughput while varying
the Eve density of the infrastructure layer indicated in the caption,
with the other layers fixed at (44, 42, 43,44) = (1073,2-1073,3 -
107%,107*). Notations G+M, H+L, and G+M+H+L in (e), (f),
and (g) correspond to ground and maritime; HAPs and LEO; and
ground, maritime, HAPs and LEO, respectively.

We evaluate the proposed framework through
simulations in a multi-layer SAGSIN environment with
randomly distributed users and eavesdroppers. The
results demonstrate that the proposed cross-layer
optimization significantly improves the minimum user

Disclaimer:

throughput while ensuring a high SPSC probability under
varying eavesdropper densities. As shown in Fig. 1, the
throughput increases notably when the density of
eavesdroppers in the high—altitude layers, such as HAPs
and LEO satellites, is reduced. This indicates that
securing long-distance links in higher layers has a
critical i1mpact on overall network performance.
Furthermore, the Monte-Carlo based relay routing
approach achieves near-optimal throughput performance
with substantially lower computational complexity
compared to exhaustive search. Overall, the proposed
solution provides an effective and scalable framework for
ensuring secure and efficient communications in future
large-scale integrated networks.

IV. Problem Formulation

Overall, the proposed cross—layer framework ensures
secure and efficient multi—hop communications in large-
scale SAGSINs. By optimally combining resource
allocation and Monte—Carlo based routing, it achieves
high throughput while satisfying stringent secrecy
requirements. This highlights its scalability and
effectiveness for future 6G integrated networks.
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