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2.1 AR 4 (Digital Signature)

CRYSTALS-DILITHIUM  7]¥F  ML-DSA(Module-Lattice-Based
Digital Signature Algorithm)2} FALCON =5 ZAz} 7|8k otso|t}
ML-DSA7} 7= et o84S Holal AN Alo] =7} A A-§o] &7}
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¥ 1 ML-DSA, FALCON, SLH-DSA®| parameterel W& Security
Level(SL), A9, 719 Z7](Bytes)

Scheme SL| &7h7] A | HE
ML-DSA-44 2 2,560 2,420 1,312
ML-DSA-65 3 4,032 3,309 1,952
ML-DSA-87 5 4,896 4,627 2,592
FALCON-512 1 897 666 1,281

FALCON-1024 5 1,793 1,280 2,305
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s I 2 8% 64
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f I 2 17,088 64
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-192s 8 8 16,224 %
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 3 48 3,664 %
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-256s 0 64 2,192 18
SLH-DSA-SHA2-256f
SLH-DSA-SHAKE-256f 0 64 D86 128
o] % 20259 19 A s wvbeRd A An BEs
%8 A2 0 2 HAETAESH AlMer® 443k, HAETAE: 217} 7]
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Bimodal DistributionS
uniform distribution®| Al sampling3} 3L rejetciondh= 2Fo] F o]

AMEEE Rejection  Sampling®  Hyperball
Art[5]
AlMer+= 54 one-way function®l] 3} preimage knowledge®] 4]
TS 7Eko R k= AW A o], BN++ T Al2~gle] rEd wWln}
AIM one-way function 2.2 ¥ glt}[6]

¥ 2 HAETAE®} AlMer® parmeterol] W Security Level(SL), 417

719 Z71(Bytes)

Scheme SL| &7 A 17
HAETAE-120 2 992 1,474 1,408
HAETAE-180 3 1,472 2,349 2,112
HAETAE-260 5 2,080 2,948 2,152

AlMer-1 1 32 5,904 16

AlMer-1II 3 48 13,080 24
AlMer-V 5 64 25,152 32

2.2 7] A<t WAYSF(KEM)

m=e] 7% CRYSTALS-KYBER KEMO| 3z vjdojA zpge
ML-KEMe] NIST 47 KEM9] #2a 2¢iegZo|% otk Round 40l
A9 HQC7F 202519 3¥ell NISTell o8 #xoz A=A,
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¥ 3 ML-KEM¢} HQC®] parameterol] "2 Security Level(SL), &%
i, 719 27](Bytes)

Scheme SL M3} 7) M3} 7] FS
ML-KEM-512 | 1 800 1,632 768
ML-KEM-768 | 3 1,184 2,400 1,083
ML-KEM-1024 | 5 1,563 3,168 1,563

HQC-128 1 2249 56 4497

HQC-192 3 4522 64 9,042

HQC-256 5 7245 72 14,48

o] 79 NTRU+E 7]% NTRU o453} WA A v tfakal o 7

TAE tawo] A Fx9 TN 7] tha e AlFE sampling® 2
aglo] o W &5yt ¥ A 87 NTT(Number Theoretic
Transform)el]  #HAskd 3% Fx &8 9 A=Z&
SOTP(Semi-Generalized One Time Pad) 1= &grh[9]

SMAUG-T+= A4 7]t #4191, MLWE #4415 28430 ndy] Het
< Zsketa MLWR 415 &8ate] whai 842 94 7] B4
i SMAUG-TE PKE Al SMAUG-TPKES
Fujisaki-Okamoto  ##-&  F38] SMAUG-TKEM2=zZ 3 &
IND-CCA2 ¥:3Hs 7HITk[10]
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3 4 SMAUG-T, NTRU+9| parametere] w2 Security Level(SL), 7]
o] A7](Bytes)

Scheme SL | Asst 7] | #E | 9AEd 7]
TiMER (IoT) 1 608 672 136
SMAUG-T128 1 672 672 176
SMAUG-T192 3 1088 1,024 236
SMAUG-T256 5 1792 1472 218

NTRU+576 1 864 864 1,728
NTRU+768 1 1,152 1,152 2,304
NTRU+864 3 1,296 1,296 2,992
NTRU+1152 5 1,728 1,728 3456

re
i
!

S
o1
o)
5
2

7= NIST PQC 3

2
N
o4
=&
I\
K
e H

=
3
% Eorlo
FIN
o
R
El
o=
¢
12 _1
LO\L
2
_Q,
Z
w2
i
r
—
&

of\r
ook
i
Y
oy
o|\

m

w
o
ol
Loy
ol

.
H2
oyl
i
>

__):l_l,l
o
N
>,

K
=1}
(o,
o,
i olr By
Jb
i
[o
Y

> oox offt 2
117 e
SIS
wa, oo

5
3
i
>
b

bl
o
e
i

o
2
)
o M

=2

>‘—4_§:>|‘l

S~
)
N
)
R
of
O
)

A Aol meltt, o

N
o
rlr
o
uj
fil
o 1 1N

o
S e

ool o

o

>

>

3

B
= 2

&

S

A1

N (

N

rlr ox

ki{k:i fole

AN o

BN

i N

A

2

fole

o

o,

GM

o|\

[

0 fo

o
4

o,

101 74 5

.aL

=
o
rO
-1
il
2
ro, m{r{
o,
(o3
o
ot
Au)
o,
rir
i
Kl
N
N
o
O
0,
B

>
=
9,
1~l

rlr
B
> 2

KN
2
)
=

O

o
o
_VL

]E4 /\1\34

o] g}y
ZPQC =29 %

—_
o
2

HN
o,
L
it
ME,
o

i
¢
)
B

g
=3
ofl
4
_]N

10 L:o

o
-1
e
o

™

=,
o,
o

ACKNOWLEDGMENT

BH) EAR BN A0 2 AREL
o] AL who}l 3w o+ (RS-2024-00399401, SAFokA xot
A3 D vleka B Ay 420E A,

719

[1]1 B.Y. Song “NIST %¥AhiAdets %53} @8 hargalshy
geteahEs] 2024

NIST, “Module-Lattice-Based Digital Signature Standard,”
FIPS204, 2024

(2]

[3] Pierre-Alain Fouque, et al., “FALCON: Fast-Fourier Lattice-based
Compact Signatures over NTRU,” submission to the NIST post
quantum standardization process, 2020.

[4] NIST, “Stateless Hash-Based Digital Signature Standard,”
FIPS205, 2024.

[5] J. H. Cheon, et al., “HAETAE: Shorter Lattice-Based Fiat-Shamir
Signatures,” Cryptology ePrint Archive, Paper 2023/624, 2023.

[6] S. Kim, et al., "AIM: Symmetric Primitive for Shorter Signatures
with Stronger Security (Full Version),” Cryptology ePrint Archive,
Paper 2022/1387, 2022.

[7] NIST, “Module-Lattice-Based Key-Encapsulation Mechanism
Standard”, FIPS 203, 2024.

[8] C. Aguilar-Melchor, et al, “Hamming Quas-Cylic (HQC)”.
Submission to the NIST post quantum standardization process,

2025.

[9] J. Kim and J. . Park, “NTRU+: Compact Construction of NTRU
Using Simple Encoding Method,” Cryptology ePrint Archive, Paper
2022/1664, 2022.

[10] J. H. Cheon, et al, "SMAUG: Pushing Lattice-based Key

Encapsulation Mechanisms to the Limits,”
Archive, Paper 2023/739, 2023.

Cryptology ePrint

1631



