jungil713@knu.ac.kr, jihye@knu.ac.kr, sonshawn@knu.ac.kr, parkyh@knu.ac kr

Cryptanalysis and Countermeasures of the Mutual Authentication Protocol for
IoT based Smart Farming Environments

Jang Hyeon Jung, Choi Ji Hye, Son Seung Hwan, Park Young Ho

Kyungpook National Univ.

o ok
o)
AHE QLB I0T), <1 A% (AD. ¥elol| 5] 714 2ol shef olei /|l 53] ool 3l 48313 9k oA o2, Anke sy
(Smart Faming) & 94t 44} EoI2-E B3] 54 2 Ahow 2yHdsh, £48 ol Mo o) AAE Sk A5
5] Wjolth, oleld BAoIAE AN tlule)x 2k BAle] WeAe]s] wel, QAT Hlole WS 45 AFE AT A% A% ZrETo Aa
!

3. 20244 Rabarman 5 25553 @A AAS) el A 2 A5 Q13 XRESS ALY 12 Rabamen o) ARl x2S
A 27, G 7] 8 B Aok, ALg Al B3 2Rt B et 04y BAL Be Y ZREEe Risa

l__ fo4 - =
ks s ?l%—-% At di-S Weke AAg,
[.A 2 2.1 Rahaman 59 5% |
2vkE 39 (Smart Farming) = 45291 ¢ o] AHE 91E]Yl (o Rahaman 5] #¢ket Z2EZ| A AR} A= £ AW 5=
T), AF A% @D, FHSE ARG 2 WY 714e 483l 59 slop B £F v 29 1394 2ok
AFEE FAN7)E AR P4 Felt (1) A% T 7)ol &3 | o 5 s |
 2ntE 3y 8L F2 AR T AlA, 59 AW = 3¢k IoT o N—
ARE FHe] L8 5 5 td doleE Ao £18 [2], coleulrz 5‘:‘? :de,l,m
- = Serv;| ta §;
/}ﬂ}qﬂ' _/l:@ \_].' H]O]Ht %OOL }\ﬂﬂ—i X}%‘_E]O} Al T']:_L}jlg’] 7]?1—01 %]_E]' selects D, PW;, anonymity value UID, T
9 AW HOIE AL, AL B3 ofF BASte] GBI Y | commues e weminri)
> = _ oo T
‘1;_}-7:1] UK] }\] 7] %‘ ]é‘?\’}q’ A}%Z}f %i %%O]tq Al T']:_L/q éi} * Computes Uinf; = H(Encpwi||5i)
£ Adel 4% 59 oA 4L BEHOR FAY 4 glon, o) S 1,7}
U1ID; Encpwy, H{=), H(5)
B9l Atiel Aoz Arivel 59 NS DAL 5 Aok o) 2 d LR
oA N7 538k dolElol ALgAte] R Blolel 7k EFHACH3] 8 155 W,
olel tﬂﬂﬁ%% T/ AL B3 AE7) o] £, 97, A¥g 22 Rahaman $o] AT WA
T TR mok gA0 Aok = Qof dolE 9] AT AHEAL ZEto] == gy 243 vy sl E S Agate] LAY 9} AH, Al
WA HS S 918 43 QlF ZREZ] Jasitt [4] A AA7IE Feldt) 9% BAE 19 29 2t
202439 Rahaman & A} IoT 7]%0] 53¢ ~nlE 3 RUEE u 5 s
948 9% A% Z2E9 AXGAT} [l £ =RINE Rahaman |0
ol Ak ZzESo] U] M4Y FAL SR, Wi /)] Byt | Oudevemctien
enerates random number Ny, Iy
%7_:][, /\]—% :O'—Z" = ] ]Q_l —% Q-?_]’S]—%‘\D}- Iq—E]—i ]E' E_.Q]—o]—ﬂ -,—]ﬁ']— Computes €, = Uinf, @ H(S,) @y, Generates random number n;;
= S . 5 o _ Verl; = HEH(S)|Iny) Computes D, = Serv; & nz Calculates At, 2 13 1,
HMX 41} 3 E]'O]}H*]E 7051' g’ T g)\t T:H'cT Ho]— C\’_}E Xﬂﬂlf&ﬂ. (G, VerUnt, UIDY} Verfs; = H(H(SID}||Sy)||n2) Calculates Servj = H(SID;||5)
”””””””””””””””””” (G UID, VerUt;, Dy, SIDy Verfsi t} e ZSeriy DIl
”””””””””””””””””” Checks Verfs; =2 H(Servj||nf;)
]:[‘ Rahaman %‘_ol X'“ 7‘;_]_ )Bi o _%_ u(].}_\]' Retrieve Uinf; against UID;
Calculates nj; = Uinf; @ H(S:) © C;
Rahaman 0] A9k Q1% TREZ AL} AN 55 W), 21 et A s
. = Computes
QB Q1T AR FAETE AREAS AlM= T Avel FEdoF 5t i i
W, 5% ¥ Az Bed 2 AvHg FHa) € 1 5 A% s
= R oo =L HEIlHE) =R BHE By D) DHEID B
BAE Fo ASASE 4K, FY AME FE AIE B4 F 9 ) A | eran DG
Calculates At, > t; —t,
E]'~ Calculates (ng @ nig)’ = Li @ H(G|[H(Sk)) ,,,,,,,,,,,,('fo% 777777777777
SK = H(GIIH(SY) @ HGty @1 D)

1598



2.3 Rahaman 5] A9kt Z2EZo] Wt Hopy

B efo A HAE wot BAS 546 Rahaman o] Aokl 915
2829 o9 BT Rahaman 59] AHd Z2EIE AHEA} A
34, WA 34, A 7] 5F 320 HYdsta, AR 4 7
3 e kis=g

231 AH&A A 54

-

3 & Exo]' 0]‘;(]

TAAE AHAR] Bk 7715 93319 power analysis attacks 5
&) 7171el A9 {UID,, Uinf,, Encpw, H(*), H(S,))E 853
. A A% 2F HAAE das gl
(Uinf, H(S,))E A 52, 34719] v n, 9 Y2 £,
& A4, A% 84 WARA {Cy, VerUy, t 4, UID;} 5 A5
ARl Al A5 5 Qdek 15 SAlCA AX e} TG Ade 3AE &
AR ARSAL R Fdksa ?J?% A&YatA drt. whebA Rahaman 59

=

S

U=

232 WA
FAZE AW PRAS ASAR SRl AFS F9F F drkn
AR 55 % BAAE F AW sheeslel gt H(S,) S 9

H(
S Aol TESlE BE AEA FEoR
T H B FARE o] ghe EEele] ThE ARkl A 715 Akt
Ade g8 AdHe CGE MEA

R

2 AN % ot 2 F UID, L2 E6 A Ao &
F Wi Nigs Nz S DL F QT WA FARE O AT TR
M7 SK= H(CIH(S,))® H(ny®nyp®n,y)s A
+ Slth

233 4N 7 4% ¥4

AR el 1A B gkel Al NSl B (e, g0 15517} SrEETHY,
TAAE AA7IE ANE 5 9tk AR YA} A6 A A
st WA {E, F, Lyt )2 V=AY FARE ny, 0y, B2
ﬂH@Q@W%%MEMMH%%ﬂMQW()
2 ool £ 9tk 2 & FE8 A A dse dohd 7S Ba) Al
71 SK= H(CIH(S,))® Hn; ®ny®n ) AR S 2drt

rlr

F

o}m

~

= T

234 A§Ae] BEFHY

Rabaman 59| Z2ESA 484 YA ofolY UIDE A5
o o] QA shelel= 1% WANA B ALE ASAL AT AF
BANA A8 A otoltlE dulolEdtA ] W, FARE
g9 %Al 152 288 S 9l Aek Web Rahaman 59
EZESe AR BFAHS WARA B,

24 T et

Rahaman 50| AIbeF TR EZE AR AR 54, WA 34, 94l
7] +% TA Aokt AHEA B34S BAEHA &t Rahaman
o ZREZAE ARgAe] Kuld 71717k md et 49 3 AR AL
RS AT s B ofEt Al 718 ARE & QA ik ole

AHEA7Y Q1T Bad setvlE & Agate dlol AR H]E Fro] -
é?‘;ﬂﬁ_.o_ Jehdol web 52 g6 M A4 W42 AAE 4§
| 2 AREroRA 1T FeblE Y] B S Y Favt vk &

>~
i

g A 715 ANE o RS
T e ftolvh wbA Al 718 AR 1 T Ad = A

= SID, C; = ) AdL e 98
A5HE 2t

AHE& Fola, Sk AFgATr] o 5 9l gho ANTTE AHg R
23442 1A Sla, 9% W] wh sl ALgRte] QA ofelt)
g QyolEsh 34 =g Bash

I 2%
2 =R o)A Rahaman 501 AGHH 2ohe 39 2414 AHeA, A
A, FF AW e A% ZzEse A net $AL E4

=
il = o
Rahaman o] Z2EZo] A7 A 32, 44 7] 2 #20] ek

=
o 4 UGS DI ik AS 5L, o195

AR S H&O&g EoH IoT 7]ut iﬂ} g
el A 7] FHE AT FAA AT ZREZS AR £ glrh

m 2
“
of
ot
o
=
Y
>
o
Y
o
>,
>

ACKNOWLEDGMENT

This work was supported by Institute of Information & communicatio
ns Technology Planning & Evaluation (I'TP) grant funded by the Kor
ea government(MSIT) (No. RS-2024-00396797, Development of core t
echnology for intelligent O-RAN security platform)

21 E 3

[1] Farooq, M. S., Riaz, S., Abid, A., Abid, K., and Naeem, M. A. “A
Survey on the Role of IoT in Agriculture for the Implementation of
Smart Farming,” Ieee Access, pp. 156237-156271. Oct. 2019

[2] Son, S., Park, Y., and Park, Y. “A secure, lightweight, and
anonymous user authentication protocol for IoT environments,”
Sustainability, pp. 9241. Aug. 2021

[3] Yu, S, Jho, N., and Park, Y. “Lightweight three-factor-based
privacy-preserving authentication scheme for iot-enabled smart
home,”. IEEE Access, pp. 126186-126197. Sep. 2021

[4] Kwon, D. K, Yu, S. J, Lee, J. Y., Son, S. H,, and Park, Y. L
“WSN-SLAP: Secure and lightweight mutual authentication
protocol for wireless sensor network,”. Sensors, pp. 936. Jan. 2021

[5] Rahaman, M., Lin, C. Y., Pappachan, P., Gupta, B. B., and Hsu, C.
H. “Privacy-centric Al and IoT solutions for smart rural farm
monitoring and contro,“. Sensors, pp. 4157. Jun. 2024

1599



