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Component Specification
CPU Ryzen 5900x 3.7GHz
Hardware GPU NVIDIA RTX 3090
RAM DDR4 48GB
Python 3.10
Software TensorFlow 2.12.0
XGBoost 1.75

%18 Adof|A] ALget slEglolo} AXE ] 23S o] Fr) Fo
8}5%]01 248 CPUE Ryzen 5000xE AH&3lom GPUE NVIDIA
RTX 3090& AH4-8iL 48GB RAME AHEaGith 22ES o] 842
gto]l# 310 HAS AFE-F o™, TensorFlow 2.12.03 XGBoost 1.7.5 2
olnz & A3t

# 2. 35 HlolHAl

= dolHA
Normal data 680,805
DoS 2,718 505
Probe 28,759
Abnormal Data ROL 797
U2R 35
Total 3,428 901

n)

3 2= ol AF&3E KDDY9 Hlol® Ale] Sefss 7 S
B4l $3S HofErh A4 dlolE & 630805717k A om, w1
% DoS, Prob, R2L, U2R &4 dlo|EE E3}ate] 2,748,0967)
B350tk RALA UR 37 dlolefi Aoz A4 428 714

gle]
g

]_

0?~

= mlm
s

X oFst= AutoEncoder 9F XGBoost 7|9t 7 & slo]HE|= W E
A 9 A WS KDDY ol Al 7]“&2E PC & st=sllo] 374
oA Agdek S A5 AE HofFErh o9 A3l digk S
Probe, R2L, U2R 24 F3 0% E7gom, o] a9l szl
A} JHZM] 3] Precision, Recall, F1-score, SupportZ Z43}s1t}.
Precision< Positive ¥et9] 48 & Positivez FE3 A3} Zo
2 A Positive?! A=Z <v]dkaL Recall> 2 Al Positive 3171l s 4
g3l Positivez FE3 AEE 9u]dty. Fl-score Precision¥}

E XIS}

[l |

2| SHHIS et =2 H|

Precision, Recall, Fl-score’} 1.00Z £ ©A&5 2l Probe 34
2 DoS &40l vla] AE 7} vy ASol = Ea18kal Precision 0.92,
Recall 0.949] =2 A5S B33 Fl-scoret 0935 2tk sAwh
R2L 3742 A2 57F 3290 92 Precision 0.06, Recall 0.16, F1-22310]
0.089] ¥& B4 AeS Btk T3 UR 34 4Z 7 17707
Recall& 0.760.2 AtA o0& =01} Precisions (0.110.2 Q80| Wi
Fl-2591% 0202 Bjch vpAgo = Ak g7 Precision? Recall
o] X 0995, KEo] At uAdE Ao st et e
HojErh

m 28

B =7l A= AutoEncoder?t XGBoost 7]¥ke] A=k slo]HE = o
ENA A @A 9 Aekstar KDDYI dHo|gAlS 7IWke.2 PC & 8}
=dlof S Ag 9 4T 2AS sk A A7, dlojg Al
o] WAY E4de] Fldh ¥4 & oA uh AE 47 43 EA o]
158 R2L, U2R 22 220l tieir= F7H4 wloly Badoit <l

wa A4l Bayo] g
5 QFolA Hole] WAS B¢ RIL USR 220l ojg A%
W2 71E A o 49 ol AW olgolct,

VS KR
= =

Qo0 B
= v

ACKNOWLEDGMENT

o] AYow dmdaATATe] A
A+ (No. RS—2020—NR049604>. T3 202585
AN QAo AHEANT B HIIY ] AYS ub
(No. RS-2024-00397979, 6G <=4 Hlgta 24T A&
).

A (wschoi@chnu.ac.kr)

o

Do
Q
M

A3l

4
o
rﬂ rlo

=

5
ek
1714 B EA
A7
7

].

oX %
[
—_

-z
o

o2
e

o
_-

o2
g o> 4
U

__ui

Eal

~N

&
29l

A%

r-\o

A1 EF

[1] Truong, T. M., Choi, W. S., Hyeon, J. J., Choi, S. G. “The
Development of a New System for Generating Training Data of
Al-Based Anomaly Detection,” In 2024 26th International
Conference on Advanced Communications Technology (ICACT),
Feb. 2024.

[2] Abdulganiyu O. H., Ait Tchakoucht T., Saheed Y. K., Ahmed H.
A, “XIDINTFL-VAE: XGBoost-based intrusion detection of
imbalance network traffic via class-wise focal loss variational
autoencoder,” The Journal of Supercomputing, vol. 81, 2025.

[3] Xu W., Fan Y. “Intrusion Detection Systems Based on Logarithmic
Autoencoder and XGBoost,” Security and Communication
Networks, vol. 2022.

[4] Kang Y., Tan M., Lin D., Zhao Z. “Intrusion Detection Model Based

bz ) s 17}l = Az
liec;ﬂu«]]d Ef} BE22 T X342 ¢ A WA Support= AF 5 on Autoencoder and XGBoost,” Journal of Physics: Conference
= = Series, vol. 2171, 2022.
DoS 42 A HME 7 AY g FES At glon,
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Class Precision Recall Fl-score Support
DoS 1.00 1.00 1.00 1,164,865
Probe 092 0.94 0.93 12,343
RZL 0.06 0.16 0.08 329
U2R 0.11 0.76 0.20 17
Normal 0.9 0.9 0.9 291,976




