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Evaluating Physical Adversarial Patch Attacks
on Object Detectors in Satellite Aerial Imegery
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2 AFE 94 71 FgF oA oA Ak AA A VE U)o R s AugA 3AS 2 geo
gxgy a5 mele] HE3 S Hrisldy. gAd Z=H QoA HA3sE A2 9 X (patch)&
AAZ A= e XE(ON | A]) = FH(OFF F =)ol AR5k, AA Fg3t 4ol A
GX71e] AAY AF AsE T ¥4 adE 45t 29 23, gxd =d 92 OFF i x]7}
wdpdelglont, BeA Erjele ON #A7h Eahdolglth. £ 9H /1w 24 239 34 452
"oEel: Ao ey
[ A2 A8e H COWC-M[4] dlolgMoz o] 35S
= FdsiA. 23 AF A2 T /HAY AH FQ3
HZ oA 3 A SHE Y A A5 3 dolEol A ZaHAt AE 10 5 ZHol(40m)oll A &gk
EUHY, TA AE, AAl odF T thgd EokellA Side Street #8743 ¥l &-F7]|=Z 60m ol FF3t
d857% s, R XFe did]l 4 onAE Car Park 3+ oA 7 3)3ic),
e AZF tAo R WEEHOo g Q¢ slE ol Fopd
3 olulx] BRI} JhFsiFh ol YA olv|A] s
Geltlel ol degel e AEEAL Ga dae 2294 a8
DNN(Deep Neural Network)e] &4s] Ae&lw i it} [11e1A4] =19 A2 517] 98] Thys et al. [5]9]
53] AA g4 9 28 FokdA AdFol dFHAT Walo ZIWkel A3 =z AdaE AFEEl o, o
e o]#)d DNN & AHuh# oA (Adversarial (D3 7o &5 ALY
Example)ol]l # efsith= Zo] NkRH o2 AFHglomn, L; = max(S;)+ 8- NPS(P) + y-TV(P) €Y}
olg|g FHoAS nigow Ee4d A4 F4(physical o714 6§ = 0.01, y = 25 = AAHYY}. A
adversarial attack)e] AA] HelA el Yoz Fu &80 A max 32 s olw| A WA T &
At} M4 A (objectness  score)E  AEsta o] AS
EoAG= YA 7IHE Al -l A B & oln| A F HAirgsl=d  FHS 1,  NPSWNon-Printability
AFAE oz s GX 7oA 224 T4 A= Score)®te ZHHZ Ad 7Medt At 2] ARE
Fst Hxol A4t T [1]S AEI Aoz, yxHE e, TV(total Variation)< |xu] 1% =4 719
Ll (digital domain)oll Al A A A7} 7HEst=s AA RGB Xfol= R=gi wes 3oty = §d
2 A3t fxE €14 Zvd(physical domain)el &g 40l Ao AAR Qrlsd e T
Agstol EH7| He Astes F=sta, 1 ¥4 =24 ¥4L o= o ExE =)
dse Hrksh wk gxe HHI HHg F A7l digk FF9
2AGe, A3 e V)58 (geometric) WI ST
I ne wole o) 5& FAew 2A4aE A4 F7Hcolour-
e space) W3 7, X, £ S ARE A 81y
A8 @A dagow ovd W FAL AW 5g zhss 24 wHol waun
z2ste gAY 343, AlE 55 A AYsid w
rd 28s fEsie B84 dFez vddg. 7E hIl:l
=4 FAL iR AE T3 Be g Qg e
A4 B FA AFHo AdAew, FF ouAd
ek BAL ABYolA FFe] HEEAY AA Fdol h
AT},
HoAto| A Algele X = WA fAE = Qo)A
HA3 RS AR F, BYA mvdez st o w
4 avdsE Hris Type ON Type OFF
a9 1. 9A gAd
2.1 24 2 do|gAl 2.3 ¥x 8¢
& 9= YOLOv3 [2]2 7o & Abgat &7 & [11e14 Atets Ax= 27 19 2ol 2709 ez
ALE3kH, MS-COCOI[3]  HolHAlez  ALASHGS Aottt o] wj, ON ¥ x&= 2o A5S Y FeH =,
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Xy Z=u¢le A w = 200px, h = 160px ©]™, 27|
o= w=1189mm, h = 841mm ¢ I7]E zt=t} OFF
2= Ao e M= FEHE, w = 400px, h =
25px o|H, AAl ¢1d+= w = 3200mm, h = 200mm ¢
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2.4 "9AdE = 43 25

A" =u¢le AORR(Average Objectness Reduction
Rate), & A4 A5 as&S Fi FF2 FrisH,
AORR 9] gke] 5 &g stojzEile dis] x|
T4 Aol EUSE 9ugit)

3# 1. gxd" =l 312 AORR ¥ 7}(Side street)

Training Patch AORR(STD) AORR(STD+W)
pipeline  type [%] [%]
G/C+W ON 53.76 54.44

G/C ON 72.59 64.09
Control ON 29.06 34.75
G/C+W OFF 79.37 71.80

G/C OFF 85.51 78.02
Control OFF 20.65 10.73
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S A E E=uelo A side street Ao HA =
A4 Fdd Aotk & 1 o 93,
Ao 7 ALEE control o A,
g e Mg A4S AL G/C, EX B
td G/C+W 7} A Aem Hol
Aste] maE dsoh. &I G/IC
= A ¥4 mfo] "ol AS g9
= OAY ZHRleA &4 G3tE o
1 HAstel ezt dos
AJARgECE SR o] 1 oA OFF #ix]¢] &4 A
Aoz ON A5 Fests A4S & 5 Ak
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¥ 2. 2914 =dd #1%] OSR #H7} [1]

Car fyzg:h Lighting Motion 1\(’;«;2;;1
Gray ON Both Moving 0.343
Gray ON Sun Static 0.251
Gray ON Shade Static 0.255
Gray OFF Sun Static 0.429
White ON Both Moving 0.286
White ON Sun Static 0.285
White ON Shade Static 0.197
White OFF Sun Static 0.748
(a) side street
Car fya;:h Lighting Motion 1\(/{;2;:
Gray ON Sun Static 0.509
Blue ON Shade Static 0.208
White ON Sun Static 0.746
(b) car park

25 E3F =vQ 49 A3

o4 Z=M<2e OSR(Objectness Score Ratio), =
A3 ASo AAAY HFE vushes ARE AME o,
AORR ¥} vz7FA = s A 37 2S5 g% &4
d5ol &S v

84 mdQlel A&y sjXE F71E o, 2psFo] sl
T "R A=A gk 2HEdn AR E=e

A ZEAAA U e AdEel we RFsE
stk w3 % 1 o ¥X % =W 239 Aol
itk Aol wel G/C sfol ZejQInks AE-Fht

FE 2% [11eA =84 ZuRle A& 483 A3E
ekl Zelth ol Zlel st =o]H mwdlel H&H
oA A "HAd =]l Al wibriAR
a4l Ads wola v Iy yAHE Zw]l
2o, ¢4 ZElelid ON #j#7} OFF A mtt
&4
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