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Abstract

Although physical-layer secret key generation (SKG) has exhibited strong potential in various

wireless communication scenarios, its direct application to satellite communication systems

remains challenging due to the long coherence time and significant round-trip delays. To

address these challenges, we propose a novel SKG scheme using the randomness contained in

the transmitted data, eliminating the need for additional probing signals. Simulation results

demonstrate that this approach not only introduces sufficient randomness for SKG but also

provides lower key disagreement rate (KDR).

ⅠⅠ.. IInnttrroodduuccttiioonn

In recent years, SKG technology has provided the

possibility to solve the perfect secrecy problem. By

leveraging the reciprocity, space-time uniqueness,

and rapid time-varying characteristics of the wireless

channel, both legitimate communication parties can

independently generate keys in real-time using the

wireless channel as a random source[1].

Randomness is the most important condition to keep

perfect security, but in many cases, the coherence

time of the wireless channel is comparatively long,

which does not promise this condition. In[2], a method

for generating randomness was created by changing

the antenna mode randomly. However, the direct

application of the SKG schemes to the satellite

systems will cause serious problems. Because a

satellite system is located at an altitude greater than

about 500 km, it will have much longer coherence time

which results in a reduced rate of secret key

generation and low randomness of secret keys[3].

In order to solve these problems, this paper

proposes an efficient method to generate secret key

for encrypted data transmission in satellite systems.

Our method introduces randomness by reusing the

transmitted data, assuming that the transmitted data in

the previous time frame is shared at the legitimate

parties and has sufficient randomness. We simulated

the proposed method to verify its performance.

The remainder of the paper is organized as follows.

In Section Ⅱ, the system model is described. Section

Ⅲ introduces the proposed method. The simulation

results are shown in Section Ⅳ , and this paper is

concluded in Section Ⅴ.

ⅡⅡ.. SSyysstteemm mmooddeell

We consider a low earth orbit (LEO) satellite system

model. In this system, we consider the downlink

communications, where the system consists of a LEO

satellite (Alice) and a legitimate user (Bob). At the

same time, Eve is a passive eavesdropper trying to

crack private messages. We consider a Rician block-

fading channel between Alice and Bob, which does not

change during one coherence time interval.

Assuming the channel reciprocity, the channel state

information (CSI) from Alice to Bob denoted as hAB
and channel from Bob to Alice denoted as hBA are the
same during each coherence interval. To generate

secret keys, conventional method relies on the

quantization of the correlated information cA and cB at
Alice and Bob, respectively, as shown in (1) :

cA =hBA , cB = hAB +nB (1)

where nB~CN(0,σ 2) denotes the channel estimation

error with Gaussian distribution at Bob.
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ⅢⅢ.. PPrrooppoosseedd mmeetthhoodd

We propose an efficient SKG scheme for satellite

communication systems, which generates the secret

keys using the previously transmitted data to

introduce randomness.

Firstly, in the initial frame, the secret key for

encryption is initialized to zero. Initial data information

at Alice and Bob are prepared to introduce

randomness. Then, for each data transmission frame,

Alice and Bob obtain channel estimates firstly. The

data information transmitted in the previous frame are

modulated to be QPSK symbols denoted as x. Next,
the correlated information cA and cB are generated by
adding the modulated symbol of the previous data

information to the channel estimates, which can be

represented as follows:

cA =x +hBA , cB =x+hAB +nB (2)

where nB~CN(0,σ 2) denotes the channel estimation

error with Gaussian distribution at Bob. Next, Alice

quantizes cA to obtain initial secret key, while Bob
estimates LLR of cB. Finally, information reconciliation
and privacy amplification are performed to generate

the secret keys for encryption and decryption.

ⅣⅣ.. SSiimmuullaattiioonn rreessuullttss

We evaluate the KDR performance of the proposed

SKG scheme and validate the improvement by using

simulation result. For the LEO satellite system, we

consider the LEO satellite orbit altitude is 500 km, and

the maximum Doppler shift is about 51 KHz. In this

case, we can transmit 20 bits in each coherence time

with the data transmission rate of 1 Mbps. For the

conventional method, we use independent random

signals to compose a shared randomness as (1) and

(2). In the simulation, we assume perfect channel

reciprocity. For the information reconciliation, we

employ polar codes with different codeword length

and information length.

The KDR performances are compared according to

signal to noise ratio (SNR) of the channel. As shown in

Fig. 1., we compare the performance of the proposed

SKG method with the conventional method. The

application of polar codes significantly contributes to

enhanced performance and the KDR performance

improves with longer codeword length. The proposed

method achieves much lower KDR compared to the

conventional method.

Fig. 1: KDR comparisons among various codeword

lengths.

ⅤⅤ.. CCoonncclluussiioonn

In this paper, we proposed a novel SKG scheme

using data information as random signals to generate

secret keys for data encryption transmission in LEO

satellite systems. The simulation results show that the

proposed method outperforms the conventional

method in terms of KDR.
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