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Abstract

Physical layer security (PLS) exploits the random fluctuations of wireless channels to protect data without
higher-layer encryption. However, most PLS schemes either assume perfect channel state information (CSI) or
add extra error-correction coding to guard against CSI errors. This study explores the feasibility of employing
a single encoder-decoder pair within an interleaving-based PLS framework. We concatenate the interleaving
indices from each main information block into an extended index vector whose length closely matches that of
the data payload. The encoder and decoder then alternate between processing the information blocks and the
extended index vector using switch, S; and S,. Simulation results demonstrate that this approach maintains
strong security performance without the need for extra coding resources.

1. Introduction

Multi-input multi-output (MIMO) system enables spatial
diversity which demands stronger security measures,
especially for fifth-generation (5G) and beyond 5G
systems [1]. To address this, physical-layer security (PLS)
techniques which utilize channel state information (CSI)
were considered to be effective means and numerous studies
have proposed for various wireless system [2]-[5]. The
artificial noise (AN) scheme injects noise into the signal so
that the intended receiver can cancel it but any eavesdropper
without CSI sees only interference [2]. The phase distortion
(PD) scheme applies CSI-based phase shifts that the receiver
reverses but an eavesdropper cannot [3]. Alternatively, a
dynamic interleaving-based PLS scheme partitions data into
channel-dependent sub-blocks and protects the interleaving
indices with ancillary forward error correction (AFEC),
achieving robustness against CSI errors [5].

Although these PLS schemes enhance transmission
security, they suffer from several drawbacks. The AN-based
scheme requires extra transmission power and degrades
under imperfect channel conditions. The PD-based scheme
depends on highly accurate CSI. Even the interleaving-based
scheme, despite its robustness to CSI errors, requires an
additional coding scheme. Motivated by this, we propose
a method that eliminates the need for additional FEC,
i.e., AFEC-combined in interleaving-based PLS schemes.
We apply CSI-dependent interleaving to the information
bits,
interleaving indices from multiple information blocks into

which reduces index overhead. By concatenating

an extended index vector whose length closely matches that
of the original information sequence, we can employ the
same encoder and decoder without modification using the
standard 5G encoder [6].

The paper is structured as follows. Section II reviews
related work. Section III presents the proposed scheme.
Section IV discusses the simulation results. Section V
concludes the paper.

II. Related Works

In coded MIMO
modulation (BICM) is essential for optimal performance.

systems, bit-interleaved coded
The dynamic interleaving-based PLS scheme in [4]
uses CSI from channel H as the interleaving key. The
transmitter (Alice) interleaved each data block according
to H before transmission, and legitimate receiver (Bob)
who shares the same CSI can reverse the permutation,
while eavesdropper (Eve), knowing her channel G, cannot.
However, in practice, imperfect channel estimation produces
an error-contaminated matrix H, causing mismatches in
the interleaving index. To resolve this, an AFEC-combined
method was proposed in [5]. It corrects interleaving-index
errors under CSI uncertainty and maintains robust security,
but it requires system modifications and an additional coding
layer.

III. Proposed Scheme

Figure 1 shows the transmitter block diagram of the
proposed scheme. The information block is partitioned into
L sub-blocks, U = [By,...,B;,....,B.] = {Bi}iL:l. Each
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B; is interleaved via B
from the corresponding channel estimate H;. The interleaved
sub-blocks B} are concatenated to form U’ while the indices
0; accumulate in the vector d. U’ then passes through switch

S into the 5G encoder to produce codeword C which is
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Figure 1. Operational principle of the proposed PLS scheme at the
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transmitter.

Figure 2 shows block diagram of the proposed scheme
at the receiver. The noisy received sequence C’ is first
deinterleaved to get C, which is then decoded to produce
the interleaved information blocks U’ = {I?;}I.L= |» through
S1. Simultaneously, for each decoded block, the receiver
extracts the interleaving index from the imperfect channel
estimate H; and appends it to the index vector d. This process
continues to decode each incoming C’ and accumulating
interleaving index until the parity block p’ arrives. At that
point, the switch turns to S, and the co

ncatenated vector
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Figure 2. Operational principle of the proposed PLS scheme at the

receiver.

IV. Simulation Results

We evaluate the proposed scheme using a 4x4
coded MIMO shift
keying (QPSK)-modulated signals are transmitted over a
frequency-flat Rayleigh fading channel. We employ the
(6144, 4096) LDPC code from 5G standard [6]. Channel
estimation error is modeled via the channel-estimation

system with quadrature phase

signal-to-noise ratio (SNR), 8. The inteleaving index is
set to 6 bits, leading to 96 sub-block per information block,
{B;}7%,, thus we need accumulated interleaving index from
at least 7 information blocks,{U; }Z,
of 4032 bits.

_;» to form vector d size
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Figure 3. BER performance comparison using the (6144, 4096) LDPC
code under various B, values in a 4 X 4 MIMO system.

Figure 3 presents the simulation results, demonstrating
that the proposed scheme outperforms the conventional
interleaving-based PLS [5] and achieves BER performance
nearly identical to a non-PLS (NPLS) system for channel
estimation error levels of B, = 20, 17, and 13 dB.
This improvement arises from encoding the concatenated
interleaving indices with a longer LDPC code and applying
sub-block-wise interleaving only to systematic bits, thereby
reducing index overhead.

V. Conclusion

This paper investigates the feasibility of switching the
encoder and decoder between information blocks and the
interleaving index. BER simulation results demonstrate that
the system achieves performance gains without additional
FEC, i.e., AFEC. However, sub-block-wise deinterleaving
of the extended codeword may incur comparable delay and
latency, especially for longer codewords.
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