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Abstract

To meet the requirements of a high secret key generation rate and low bit mismatch rate, this
paper proposes to adaptively quantize the phase information of the channel measurements using
two alternative Gray mappings. Specifically, two Gray mapping codewords are assigned to each
quantization region, which is further divided into four cells. Then, a Gray mapping codeword with
the lowest disagreement probability is selected as the quantized bits. Simulation results
demonstrated that the proposed method outperforms the conventional methods without discarding

any channel measurements.

I . Introduction

The physical layer secret key generation (SKG)
exploits the inherent randomness contained in the
time—-varying channel measurements to generate
secret keys without any third-party assistance.
Generally, SKG consists of channel probing,
quantization, information reconciliation (IR), and
privacy amplification.

The goals of quantization are maximizing the secret
key rate (SKR) while minimizing the bit mismatch rate
(BMR) between legitimate parties. Binary quantization
methods typically offer the lowest BMR, while limited
in terms of the SKR [1]. To increase the SKR, multi-
level quantization methods were proposed [2].
However, the probability that the channel
measurements cross the threshold increases with the
increasing number of quantization regions, resulting in
a higher BMR.

To reduce the BMR, the channel quantization with
guard-band (CQG) uses a guardband to filter out
channel measurements falling near the thresholds [2].
Nevertheless, the drawbacks of this method lie in
discarding many channel measurements. As an
alternative approach to reducing the BMR, channel
measurements, rather than relying on a fixed
guardband. The multiple—bit adaptive quantization was
introduced by partitioning each quantization region
into four cells and selecting the quantization mapping
that minimizes the disagreement probability [3].
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This paper applies the concept of dynamically
selecting between two alternative quantization
mappings to the phase quantization of the channel
measurements. We simulated the proposed method to
verify its performance. The remainder of the paper is
organized as follows. In section II, the system is
introduced. Section I describes the proposed
methods. The simulation results are shown in Section
IV, and conclusions are drawn in Section V.

II. System model

We consider a wireless communication system with
two legitimate users, Alice and Bob, and a passive
eavesdropper, Eve, where each user works in time-
division duplex mode. Assuming that Eve stays far
away from the legitimate users, Eve’s channel
measurements are completely uncorrelated with those
of Alice and Bob. The estimated channel state
information (CSI) at Alice is highly correlated with that
at Bob, and they are represented as follows.

ha= h+ na, )
hp= h+ np, )

where A follows Rayleigh fading, ns4~CMO,o ?and
np~CMO,0 ?) denote the channel estimation errors
with Gaussian distribution at Alice and Bob,
respectively.



20254 st=nSAlst?| sHHISES=E 3|

II. Proposed methods

We divide each quantization region for 2 into 4
cells. That is, we, divide the total phase space into
M=2"x 4 equally likely quantization regions, and the
gth quantization region is represented by [1g, 7¢+1),
where 79 denotes the gth threshold and can be
formulated as:

ng=q x2n/M, ¢=0,1,2, ..., M-1. 3)

Next, we assign two pre—determined codewords
of the Gray mapping and an indicator bit to
represent which mapping should be used as follows.

1. Create a list of 2" possible Gray codewords
with m bits.

2. Define di(g) to be equal to the ¢//4-th Gray
codeword, where // represents the integer
division.

3. Define do(g) to be equal to the (g +2)//4-th
Gray codeword.

4. Define the indicator bit e(g) as 0 if ¢ % s= 0 or
3, whileas1if g% s=1 or 2.

Using the procedures above, examples for 27 -PQ
can be designed. Table I shows the designed
examples for 2! and 22 -PQ.

Table I Examples for 2'- and 2° -PQ

2'- P 2* -PQ
gl di|dole|muns) | a |di [do | e/ [n.ns)
01010 10| fnen) [ O {00000/ [n.n)
11010 {1 |Imn) |1 100|100 | 1] n.m
21011 [ 1| [nwn 4 00 [O1 [ 11| [nomy)
3101 [0 ]|Mmen) |3 00|01 |0]| [n.n
411 11 10| [nens 4 01 [ 01 [ O [nuny
511 11 |1 | fnwns) |5 |01 |01 |11 [nns)
611 10 |1 ]|fnen) |6 (01|11 |1 [nend
711 10 10| fnem) |7 [ 0111 [0 (nne
o 11 111 | O | [ngmo)
9 11 111 |1 | (oo
10 1 11 1101 1 | [nipmy)
11 111 11010 | ny.n)
12 110 1 10 | O | [nyoe ;)
13110110 [ 1| [mysms)
14 110 100 | 1 | [mygms)
15110100 | O | [ny5me

II. Simulation results
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We evaluate the performance of the proposed
method in terms of the BMR according to channel SNR,
compared with various quantization methods, as
shown in Fig. 1. The CQG methods outperform the
conventional PQ method, and the proposed MPQ
method outperforms the CQG with reduced complexity,
because it does not discard any the channel
measurements when generate the secret keys.
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Fig. 1 BMR comparisons between various m and
various quantization methods

II. Conclusion

We proposed an adaptive multi-level phase
quantization method by dividing each quantization into
4 cells. Simulation results demonstrated that the
proposed methods achieve the best BMR performance,
compared to the conventional methods.
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